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Abstract

This deliverable provides an overview of receneagsh results of Activity 4 ‘Usability’ of Primelsf
where an emphasis is put on those results, whigk hat been reported in the same detail in other
HCl-related PrimeLife deliverables yet.

The first part reports about our results in theaaseUser Interface (Ul) Representation of Privacy-
enhancing Identity Management Concepts and preseségrch on PET methodologies, mental
models for anonymous credentials and the resulta fhe final round of end-user evaluations of tthe U
prototypes developed during the PrimeLife proj@tte second part reports about our work in the area
of usable privacy policies and presents the fiaallts of Activity 4's research on policy icons anda
use-friendly management and display of PPL (PrimeLifidy Language) policies
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Executive Summary

The PrimelLife Activity 4 on “Usability” has had thebjective to research and develop User
Interfaces (Uls) for PrimeLife technologies, whiate intelligible, user-friendly while compliant
with legal privacy principles, and which are meitigttrust.

This final HCI Research report presents recentltestd PrimeLife Activity 4, where a focus is
put on those results, which have not been repartedetail before in other PrimeLife project
deliverables.

In the second Chapter, we present results by Wadkdje 4.1 on “Ul Representation of Privacy-
enhancing ldentity Management Concepts. First, wesgnt PET-USES (“Privacy-Enhancing

Technology Users’ Self-Estimation Scale”), which dsquestionnaire that we developed in
PrimeLife for evaluating both the general usabilitfy the system and additional PET-related
aspects. PET-USES can therefore add valuable kdgeléo PET Ul developers and has thus
been used by Activity 4 for the post test intensethat we did for the PrimeLife prototype

usability evaluations.

Moreover, we summarise results of research thatevelucted in regard to the user's mental
models of anonymous credentials, which reveal &t selective disclosure property of
anonymous credentials is difficult to show. It dersimates that inducing adequate mental models
is a key challenge that needs to be addressedakinginovel privacy technologies well usable.

Furthermore, we present a summary of our resulttheffinal PrimeLife prototype evaluation
conducted at CURE and Karlstad University. Evaldafgototypes were: Clique, Dudle,
Reputation Management Wiki and the Privacy DashhoBEne usability evaluation showed that in
general the evaluated prototypes were acceptechyétie test users, who were able to handle the
current versions of the prototypes. However, soimenges and adoptions would improve the
usability and workflow of all prototypes. Besidessults of an expert evaluation of the Scramble!
prototype, which was done at Karlstad Universitypresented including a list of recommended
Ul improvements for making it more attractive alsonon-expert users.

The third Chapter presents the final results of VBRsh “User Interfaces for Policy Display and
Administration”. In particular, we present and mate the final privacy policy icon set developed
by ULD, which was elicited based on the icon tektt were conducted at Karlstad University
and CURE. Besides, the work on “Privicons” by reskears at Stanford University, PrimeLife and
other researchers is presented, which are dedigaied that senders can attach to their emails to
express their privacy preferences for handling ¢énimil. The need for standardisation of privacy
icons is emphasised. We also present the testsadiuthe & iteration cycle for the “Send data?”
dialog Ul for policy management and display andUthef the improved 7 iteration cycle, which
was implemented for the PPL (PrimeLife Policy Laage) engine. Those final improvements that
we implemented included tool tips, adding meanihgiut simple icons to the credentials, help
text via the context help icons, as well as dimnthmgy possibility to accept mismatches if there is
no mismatch.

The final (fourth) Chapter concludes with summagsimain results and final remarks.






Contents

1. Introduction 13
1.1 BacCKgrOUNG ... 13
1.2 Deliverable Scope and Relation to other HCI-rel®echeLife Deliverables ... 13
1.3 Structure of this Deliverable ...............cueeeiieeiiiiiiie e 14
2. Research Results — Ul Representation of Privacy-eahcing Identity Management
Concepts 15
2.1 PET-USES ...coo oottt e e et e e e e e e e s e snnrneeeeesannnes 15
2.2 Mental Model RESEAICN ........coooiiii e, 17
Y2258 N | 11 o T ¥ Tod 1 o] o 17
2.2.2 The users’ mental models of anonymous credentials.................... 17
2.3 Research Results from the PrimeLife Prototype Et&@a ...............ccccceeeeeeenn. 21
2.3.1 DemographiC Data..........cooviiiiiiiiieiie e 22
P O 1 o U1 ST 22
P2 T B 1H o | RPN 30
2.3.4 Reputation Management Wiki ............cccooooooeeeiiieiiiiiiiiiiiieeeiieneeennes 37
2.3.5 Privacy Dashboard............oooooiiiii 9.3
2.3.6  SCrambI!.....ooiiiiiiiii s 43
2.3.7  CONCIUSIONS. ...t 49
3. Research Results — User Interfaces for Policy Dispt and Administration 50
3.1 POlICY ICONS. .. e —————————————s 50
1 0 I A 1 {0 To [ o 1o o DO OO PPPRRPPRP 50
3.1.2  RElAteU WOIK .....vveeiiiieeeiiiiiiiieeie s ettt e e 51
3.1.3 The early PrimeLife iCON SEtS ..........uvuviivieviiiiiiiiiiiiiiiiiiiiiiniinnninananns 51
314 TESEIESUIS ...t 52
3.1.5 Requirements for widespread USAge .........ccceeeeeeeeiiiieiieeeeieeeeeeeeee, 54
3.1.6 The PrimeLife icon approach ........ccccccvveveeeeeeiiiiiiee 55
3.1.7  EXCUISUS: PriVICONS......cutiiiiiiiiie ittt e e 9.5
3.1.8 Conclusion and OULIOOK .........ccceeiiiiiiiuuuieeiiiiiiie et 60
3.2 Policy Management and Display © feration Cycle ..........ccccoevvveeeeveereenne. 61
4, Conclusions 65
References 67
Appendix A: PET-USES 70
Appendix B: Usability Heuristics 72






List of Figures
Figure 1: Credential Selection: Card-based apprdachthe first round of tests cutting out
attributes to be revealed as part of a newly cdeattual card. .........ccccceceinieiiiiiiieeeeeneeeeeeen 18

Figure 2: Credential Selection: Card-based appréacthe first round of tests blacking out non-
ISCIOSEA AIMDULES ... e et e e e e e e s bbb e e eens 18

Figure 3: Credential Selection: Attribute-basedrapph for the second round of tests. ....... 19...

Figure 4: Credential Selection: The adapted castthaapproach for the third round of tests,
which combines the ideas of the firsSt twWo roUNdS.............eeviiiiiiiiiiii e 19

Figure 5: Clique: Screenshot of Inga's User Profileage was cut at the grey-red line for

displaying the parts of the Ul with which the ubas to interact.) .........cccooocciiiiiiiiiiiniiinen, 23
Figure 6: Clique: ENabIiNG @ FACE..........cummerruriiiiiiiiiiiiiiiiieiieeeieeireeeerrereaeeeeeaeesseeasssssnnennns 24
Figure 7: Clique: Labelling of Contacts and Members...........ccccciii s 25
Figure 8: Clique: Invite Contacts Label .....ccceeeiiiiiiiiiiiiiiereeee e 26
Figure 9: Clique: Add members after the collectiamard is finished.....................oo oo, 27
Figure 10: Clique: PUbliSh BULION..........it e 28
Figure 11: Clique: Drag and drop funCtioN@ality . .......cccovveiiiiiiiiiiiee s 29
1o 1 A 10 T | L= o] I = o = P 30
Figure 13: DUdIe: NEW ACCOUNT .....ccooiiiiit e oo eeeeeees 32
Figure 14: Dudle: Create BUtton POSItION ... e eeeeeeeee e e 33
Figure 15: Dudle: ColuMNS VS. OPLIONS......commmeeeeetieesieeissessssssssssssenereeeeeeeeeeeeeseaeeees 34
Figure 16: Dudle: Feedback anonyMOUS VOUING s ««eeeeeereeessiansiiaaasnasnnannnnnseeeeeeeeeesens 35
Figure 17: Dudle: Invite PartiCipants .......cccceevvvviiiiiiiiiiccceee e 36
Figure 18: Dudle: Clickable LINK .........uuiiceeee i 37
Figure 19: Reputation Management Wiki: User Integfdlmage was cut at the grey-red line for
displaying the important parts in this deliverable).................coo oo 38
Figure 20: Reputation Management Wiki: Heat Map.............uvvvrriiiiiiiiiiiiiiieiiieeiiieeeeeneeeeens 39
Figure 21: Privacy Dashboard............ooocoe oo 40
Figure 22: Privacy Dashboard: QUEry reSURS coe..ooooviieiiieeeeeeeeee s 41



Figure 23:
Figure 24:
Figure 25:
Figure 26.
Figure 27.
Figure 28.
Figure 29:
Figure 30:
Figure 31:
Figure 32:

Figure 33:

Figure 34:
Figure 35:
Figure 36:
Figure 37:
Figure 38:
Figure 39:

Figure 40:

Privacy Dashboard: Preferences .......cccccooeee i 42
Privacy Dashboard: Check Site BUttONS......ccvvvviiiiiiiiiiiiiiiiieeecceeee e 43
Scamble!: No possibility to populate teats automatically ............ccccoeeeiiiiceeae.. 44

Scamble!: UNiNtUItIVE SEHINGS ....ucveeriiiiiriiiiecic s ierrree e 45

Scramble!: Confusing interaction flowttie Crypto Dialog and Key Chain editor ....47

Scramble!: Obscure search functionality...................oo oo, 48
Excerpt of wWell-rated iCONS ......cooieeiiiiiiiiieeeee s 52
) (o= To [ TN oo ) o [P 53
Excerpt of low-rated icons for "Frieradriends"............covvvveeeeiiiiiiiiiiiic e, 53
Excerpt of low-rated icons for "Friends"..............ccco i 53

Excerpt of well-rated icons for the pgent groups "Selected individuals" and "Public"

......................................................................................................................... 53.
Proposal for PrimeLife iCONS .....ccvieeiiiieei e 56
Proposal for a commercial interest iCan...........ccccceevveiii s 58
Proposal for an icon stating that tivetiebe no aggregation with profile data......58
Excerpt Of iCONS fOr SNS USAQE «.uuuuummiiiiiiiiiiiiiiiiieeteeee e rs e 58
[ 11 oo o £SO PPPU T OUPPPPRRTTN 60
“Send Data?” dialog: Design of th&iration CYCIE e 62
“Send Data?” dialog: Design of th&iteration CYCIE e 64

10



List of Tables

Table 1: Proportions (and count) of errors of oiisscorrect responses and errors of addition in
the card based approach, the attribute based apprared the adaptable card approach ..... Q...2

Table 2: Number of evaluations per prototypPe........cooevieeiieiiiiee e 22

11



12



Chapter

Introduction

1.1 Background

It is the vision of PrimeLife to bring sustainabésmd user-controlled Privacy and Identity

Management to future networks and services sucblidhorative workspaces or social networks.
Especially in these areas, user-controlled Privay Identity Management implies that users can
make informed decisions about the release of ffaisonal data, the selection of credentials for
proving these information as well as decisions Iving privacy and trust policy settings.

In order to enable users to make informed decisiosar interfaces (Uls) that inform them about
the privacy policies and the trustworthiness ofrthemmunication partners as well as the release
of personal data, are needed.

The goal of these user interfaces is to be infarmatintuitive, legally compliant and well
understandable without being intrusive. Hence tihésgoal of PrimeLife Activity 4 to support the
design of such Uls and to evaluate if developedopypes in PrimeLife are useable and
understandable for end-users. In this Final HCInldn Computer Interaction) Research report
deliverable, we present results which were gaineaktivity 4 during the PrimeLife project.

1.2 Deliverable Scope and Relation to other HCl-related
PrimelLife Deliverables

A focus of this deliverable is on project resuigich have not been reported in detail yet in other
PrimeLife project deliverables, in order to avoidjor overlaps. It is therefore differs in the
following ways from the following HClI-related Prirbifée Deliverables:

The PrimeLife book (D3.2.1) is in its Part 1l (“nan Computer Interaction”) providing a
summary of the most relevant research results ef RiimeLife HCI Activity, which were
achieved in the first 32 project months. In thisdFiHCI Research Report, we are providing some
more details for some of these research resultthéunore, we are presenting final results which
were achieved in the last 8 project months. These raainly results by WP4.1
Representation of Privacy-enhancing Identity Mamaget Concept¥ on HCI methodologies for
PETSs, mental model research and the usability atialu of the PrimeLife prototypes, as well as
recent research results of WP4.8/¢er Interfaces for Policy Display and Administoati) on
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policy icons and Uls for policy display and managein which we achieved in the last half
project year. Earlier results by WP4.3 were regbrie D4.3.2 on “Ul prototypes: Policy
administration and presentation — Version 2" ad aglin the PrimeLife book chapter on “HCI
for Policy Display and Administration”. The fina¢sults of WP4.2 were already summarized in
the PrimeLife book chapter on “Trust and Assurad€4” and in the recent Deliverable D4.2.2
on “End User Transparency Tools” and are thus reggnted in this deliverable once again.

The Deliverable D4.1.6 on “Towards Usable Privacjh&nhcing Technologies —Lessons learnt
from the PrimelLife project” reports about lessoearht from the PrimeLife HCI Activity by
discussing typical HCI challenges and fallacies gdvacy-enhancing technologies (PETSs) that
we experienced during the PrimeLife project. logisovides guidance on how these issues can
be addressed in order to develop usable privacgraihg technology solutions. According to the
initial PrimeLife work plan, these findings and deiines were supposed to be reported as part of
this Final HCI Research Report. However in ordegit@ these project results more emphasis we
decided to rather publish them in an extra delivierawhich can more visibly serve as an
experience report and guidelines for all HCI designof PET user interfaces. Hence, this
deliverable will only briefly summarise conclusioirs regard to lessons learnt and practical
conclusions drawn from our HCI work in WP4.1 and A\

1.3 Structure of this Deliverable

The remainder of the deliverable is structurecolews:

The second Chapter presents the results of WP4.thid Chapter, we present developed PET
methodology in PrimeLife project, the so called PESES. Afterwards we summarise result of
research that we conducted in regard to the useestal models of anonymous credentials.
Furthermore, we present a summary of our resulttheffinal PrimeLife prototype evaluation
conducted at CURE and KAU. Evaluated prototypes eweClique, Dudle, Reputation
Management Wiki, the Privacy Dashboard and the dS@ata?” dialog. Besides, we present the
results of an expert usability evaluation of theaBwle! prototype. We also present design
implications and suggestions for improvements eifmpthe “Send Data?” dialog, for which we
present the evaluation results in Section 3.2.

The third Chapter presents the final results of VBPH particular, we present and motivate the
final privacy policy icon set and present the ressaf the 7th iteration cycle for the Uls for pglic
management and display, which were implementedHerPPL (PrimeLife Policy Language)
engine.

The final (fourth) Chapter provides main conclusiand final remarks.
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Chapter

Research Results — Ul Representation of
Privacy-enhancing Identity Management
Concepts

This Chapter presents recent research results @ IMRJI Representation of Privacy-enhancing
Identity Management Concej)tsin the area HCI methodologies for PETs the mogtortant
instrument, which WP4.1 developed was a usabiliyies for PETs, presented in Section 2.1.
Furthermore, WP4.1 conducted research on the userdal models and user comprehension of
privacy-related issues and PET concepts, which élldescribed in Section 1.1. Furthermore,
WP4.1's task has been the usability evaluation iné&Life prototypes. Section 2.3 briefly
summarises the results final evaluation round aedommendations given for usability
improvements. More details about the usability eatibns and recommendations for design
improvements can be found in the PrimeLife Heattligaliverable H4.1.3 (“User Evaluation
Report”).

2.1 PET-USES

Usability evaluations of PETs are, in many ways, different from any other usability tests.
However, in examining the usability of PETs it mportant to also investigate the users’
understanding of the application and its usage. tiamber of our user tests we have noticed that
users might very well solve a given task satisfigctind subsequently say that they liked the
application and would recommend it, but, when asieolut the consequences of their actions it
turns out that they have not understood the maint @wd using the application. The problem is
that the current questionnaires for measuring esperience, usability and various HCI (human-
computer interaction) aspects such as the hedamadity] [Has2003] of both, software and
websites [Bro96, TS04] focus on the usability & grimary task of the system.

The PET-USES (Privacy-Enhancing Technology Usegdf-Bstimation Scale) [WWKOQ09] is a
guestionnaire that enables users to evaluate P&Tinierfaces both in terms of the primary task
and specific PET related secondary tasks. ThusPHE usability scales have a dual purpose.

15



They evaluate the system’s general usability arcettient to which the system assists the user in
learning and understanding privacy related issues.

The PET-related aspects modules currently developed Data Management, Credential
Management, Privacy Preferences, Recipient Evaluabata Release, and History. They can all
be used to evaluate specific PET-related functipnaf software or web sites. The complete
PET-USES questionnaire is available in Appendix A.

The focuses of the scales are the following priveritjc areas:

« Data-management: The extent to which the systemesileasier to store and organize
personal information. This scale can be used ttuataall types of identity management
software and services.

* Credential-management: The extent to which theegysiakes it easier to store and
organize certificates and credentials. This scae be used to evaluate identity
management systems that include issued claim diatiee.g. the Higgins projeck.

* Privacy Preferences: This scale is designed to unegdbe extent to which the system
makes it easier to set general and excessive lémetiata release policies and to what
extent the user is informed of unwanted data disssion. Thus, an aspect of this scale
is the decision support qualities of the system.

¢ Recipient Evaluation: the extent to which the systeelps users to evaluate the data
recipients’ credibility and trustworthiness. Thisake can also be regarded in terms of
decision support.

» Data Release: The extent to which the system iglanfhat personal information is being
released and who is the recipient of the data.

e History: The extent to which the system can shog uker when, what and, to whom
personal information has been released and thugderan overview of what data any
given service provider might have accumulated.

An important feature of the measurement of PET-asps the modularity of the questionnaire,
enabling the inclusion or exclusion of scales meaguspecific aspects based on the tasks and
features being evaluated, e.g. dependent on theextoof use, the Credential Management part
could be excluded from the questionnaire.

Developing the PET-USES within the PrimeLife projéwas resulted in some noteworthy
experiences. First of all, interest in the PET-USEfn parties outside of PrimeLife shows that
there is a gap in the current range of availabkbilisy tests. Secondly, using the PET-USES
during short cycle iterations in combination witmadl sample tests is rather difficult as the
effects most often are rather small. However, inévertheless possible to compare user’s
comprehension and ratings of different aspects system. In essence, the comparison is then
made between the different PET-aspects of a sydidnrather than between different
implementations of the Uls. Thus by using the REJES it is possible to learn what parts of a
GUI one should focus on in order to maximize usamgrehension of a complex PET-system.
This approach was, for example, used in the evaluaif the PRIME IPv.3 where the results
showed that users understood the History aspectheolUl but that they had difficulties in
comprehending the Privacy Preferences and Recipiaitiation aspects [Pril0a].

In sum, the PET-USES is a usability test that lestsrs evaluate both the general usability of the
system and additional PET-related aspects and dllding valuable knowledge to PET Ul
developers.

L www.eclipse.org/higgins/
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2.2 Mental Model Research
2.2.1 Introduction

A mental model is an individual’s inner representabf how something works in the real world.
As such, mental models guide users in novel sidoatiAs mental models shape our behavior,
including how we approach tasks, they can providescto the mental processes that give rise to
specific actions. [Joh86, Jon95, You08].

Using a mental model can be very helpful as itgaide the direction of design and the solution
being worked on [You08]. To understand the reagpbighind the user's behavior it is important
to understand the decision model that users uséeclinology is designed building on the
assumption that users have a correct mental madgdrivacy, it will not induce the desired
behavior when users are in fact making choiceschagea different model. The outcome of a
mental model investigation is a reflection of treeis’ conception and ideas on how things work
in reality. This knowledge allows practitionersdesign and develop tools which support users’
mental models and help correcting their misconckimental models.

In the PrimeLife project we conducted researcmtestigate the users’ mental models of various
privacy-related aspects. In the following Sectiong® summarize our research of the users’
mental models of anonymous credential technologyichvis a key privacy technology for
enforcing data minimisation for applications. Fertldetails on the first two test rounds described
in the Section below are also described in [WFHThE third test round has only been conducted
recently and has not been described in previousd®ife Deliverables before.

2.2.2 The users’ mental models of anonymous credentials

Data minimization is a fundamental privacy designgple which essence is that all applications
and services should use only the minimal amourdaté necessary for the transaction at hand.
The objective is, of course, to preserve the pyivaaad minimize possibility to profile users based
on their behavior. A key technology in achievingadeninimization is anonymous credentials
[Cha85, Bra99, CLO1]. A traditional electronic cemtial is a set of personal attributes that is
bound to an individual by cryptographic means drad the user can use to prove these attributes.
All usage of such a credential entails showingttibutes in the set irrespective of the demands
of the current transaction. In contrast, anonymoredentials allows the user to reveal any
possible subset of attributes of the credentiadv@rpossession of the credential without even
revealing the credential itself, and offer the fluilty of so-called greater-than proofs.. For
example, a user with a governmentally issued anomgndrivers license credential, can, using
zero knowledge proof, reveal and prove any oneneffbllowing; her birth date, her birth day,
being over or under any given age, or the fact #iegt has a valid driver's license without
revealing any other attributes of the credential.

In order to investigate the users’ understandingroanonymous credential selector interface we
performed three rounds of tests based on differenttal models of anonymous credentials. The
first round of tests (Figure 1 and Figure 2) wasedobon the card metaphor i .e. users were asked
to select the source cards of the credentials, eglsethe second round of tests (Figure 3) was
based on an attribute based approach were the uszes asked to select specific verified
attributes they possessed.
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Figure 1: Credential Selection: Card-based appréacthe first round of tests cutting out
attributes to be revealed as part of a newly cdeaittual card.
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Figure 2: Credential Selection: Card-based appréade first round of tests blacking out
non-disclosed attributes
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Figure 3: Credential Selection: Attribute-based apph for the second round of tests.

In the third round of tests (Figure 4) we createtlyarid version of the two mental models
building on the most positive results of both.

R 5

Select the cards to adapt
Credit Card:

2 VA

American
Visa
Express

Card Number:
Expiration Date: .,
Card Holder: Adapted card fc

tssued by:

»

amazoncom*

Name:

Only the information on

P
= 10 the online store

Name: Reset

Date of birth:

Issued by: [ concel | [ send paimpted iormation |

Figure 4: Credential Selection: The adapted caréapproach for the third round of tests,
which combines the ideas of the first two rounds.

All tests were performed in a similar fashion. Tihst users were asked to test a new and more
secure payment system where one in addition teditaard number had to prove possession of a
credential with a name that matched that of thditoard. After a brief description of the system
they were asked to assume the role of a fictitioerson to buy a book from an on-line books
store and use the new client for paying for thekbabtheir choice. Having done so, they were
asked to report what data they had sent to theoreasl a result of the transaction. In the first
round of tests users were presented with a questiacontaining an image of the source card
and a list of possibly sent attributes, they wérentasked to mark which of the attributes were
sent. During the second and third round of testsprider not to bias the users towards their
experience of plastic cards, users were insteagdaskverbally relay what attributes were being
sent.

In the card based approach the users (n=39) wigh¢htat the fictitious person had imported two
identity credentials, a passport and drivers liegrand they were to select one to prove their
name. In order to show that not all data on thecsuoard was being sent we tested a number of
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different GUIs, for example, blacking out the natervant information (see Figure 2), greying out
everything but relevant data, and using small ationa where the relevant data were cut out
from the source card and transferred to a newuairtard’ (see Figure 1). All in all during the
card based approach 82 per cent of the users meaols ef addition i.e. overestimated the
amount of data being sent, with an overwhelmingomitgj of these users believing that all data of
the source card had been sent. Of the remaining,usi& per cent correctly completed the task
while the remaining nine per cent made errors agsion i.e. underestimating the amount of data
being sent. Interestingly enough a number of usgpsrted that the sent information included
their image and written signature clearly showinat they equated the digital credential with the
physical one they possessed.

The main difference between the tests based ooatttemetaphor and the attribute metaphor lay
in the description of the system. As the main issas that users did not understand that only
certain attributers were selected form the souace the users were told that the system contained
validated attributes of information imported fronetSwedish passport authority and the Swedish
road authority. Additionally the GUI was changedomder not to show any full cards but rather
the information about to be sent (something whicks valso tested in one of the card based
approach test rounds). The results showed thédteofisers (n=48) now only 33 per cent made
errors of addition, 21 per cent made errors of emig and 46 per cent understood that their
name and the issuer of the credential was being Iseregards to the errors of addition, the most
commonly added piece of information was the perdsaoeber used in Sweden for nearly all
purposes of identification. A number of users afgerpreted the instruction to ‘select verifier’ of
an attribute as meaning that the information wdaddrouted via the issuer, e.g., the Swedish
police and that they would be able to log the taatien.

The third round of tests (n=16) was based on thst positive results of the previous tests, i.e.,
the low levels of errors of omission in the cardduh paradigm and the low levels of errors of
addition in the attribute based metaphor. As tkealte of the attribute based approach showed the
benefits of moving users out of the current unaeding of plastic cards we introduced the
concept of adaptable cards. We enforced the ideadaptability to ensure that users got the
message that they were handling credentials thatdawt behave in the same static fashion that
ordinary plastic credentials do. The results shothatl only 31 per cent of the users made errors
of addition while 56 per cent made errors of onoissand 12 per cent fully comprehended what
data had been sent. The results show that by pighig the concept of adaptability, the users’
mental models of the application and understandihghe data minimisation property of
anonymous credentials rose while errors of additifetl from 86 to 31 per cent. The results also
show an increase in errors of omission from 9 jgatt to 56 per cent which obviously is an issue
that needs further investigation.

Omission Correct Addition
Card-based 9% (3)* 6% (2) 86% (30)
Attribute-based 21% (10) 46% (22) 33% (16)
Adapted Card-based 56% (9) 12% (2) 31% (5)

Table 1: Proportions (and count) of errors of oiniss correct responses and errors of

addition in the card based approach, the attrilmateed approach, and the adaptable card
approach

* Note, the very low rate of errors of omissiortlie card-based approach might be a result of
respondents checking everything on the form rath&n understanding the amount of meta

data being sent.

In sum, the results of the three rounds of tegjardéng a selection mechanism for anonymous
credentials show that the data minimisation pragerare very difficult to show and that users
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comprehension of the Uls clearly hinge on the iedlumental model. Inducing adequate mental
models is however a key issue in successful deayrof novel privacy technologies and thus
needs further attention. When it comes to privélog,effects of incorrect mental models leads to
difficulties in using a given application or notitg able to take adequate steps in order to protect
one’s information (for a further discussion of n@niodels for PETs, please also refer to
D4.1.6).

2.3 Research Results from the Primelife Prototype
Evaluation

During the final PrimeLife prototype evaluation CBRevaluated Cligue Dudl€, Reputation
Management Wiki [PWG10], Privacy Dashbdardnd the “Send Data” dialog [AFP11]. An
expert evaluation of Scramble! and iterative usigbilests of the “Send Data?” dialog were
conducted by KAU.

In this Section we will provide a short overview thie results of the evaluation and provide
design implications for the prototypes. Detailedutts of the evaluation were presented to the
PrimeLife consortium in H4.1.3 “User Evaluation Rep The evaluation results and design
implications for the “Send Data?” dialog will besdussed in Section 3.2 of Chapter 3, where we
report all research results of Work Packages 48e( Interfaces for Policy Display and
Administration) The “Send Data?” dialog is one of the main irgeels for PrimeLife Policy
Language (PPL) engine and a more detailed evatuaigs carried out at KAU.

The design suggestions will be presented in tHeviihg format:

Issue: Short description of the issue
Detailed explanation: A more detailed explanatibthe issue
Heuristic: A list of heuristics out of Nielsen’s T&Jsability heuristics [Nie92],

which have not or not sufficiently been followed the current Ul
design, but should be considered for addressisgugability issue.

Generally, heuristics are rules of thumb that,un case, describe the
affordances of a particular system for the usersurldtics are
formulated more generically than usability guiden The heuristics
by Nielsen, to which we refer to, are also avadaiol Appendix B:
Usability Heuristics.

Severity: Severity of the issue found. The sevddatel bases on the effect the
issue has on the usability. It was therefore diyiui¢o two groups:

Major: From usability point of view, we consideraththis issue is
necessary to be solved in order to make all funstiof the system
well usable for the majority of users including rexpert users.

Minor: From usability point of view this issue shadwpreferably be
solved to further enhance the system’s usability.

Proposed solution: A description of proposed sohsgifor migating the issue. If useful a
screenshot is also provided. (Please note that thekitions were

2 https://clique.primelife.eu/

3 https://dudle.inf.tu-dresden.de/privacy/
4 http://www.primelife.eu/results/opensource/76-dasird
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however not evaluated with end users yet).

2.3.1 Demographic Data

On CURE’s side, 16 participants, drawn from CURIEEst subject database, participated in the
final usability evaluation of the PrimeLife Protpss.

Eight of the 16 participants in Austria were femaemale. The participants were between 23
years and 57 years old. When recruiting the pagitis we looked that they covered a broad age
range, since PrimeLife prototypes should be use&desveryone. Seven participants had a
university degree; the other nine volunteers cotegléigh school.

Our participants used various browsers (multiplswaers were possible) when surfing the Web.
Their favourite browser was Firefox with 12 nomioas, followed by the Internet Explorer with
eight nominations. Chrome was mentioned three tiesra twice and Safari only once.

Each evaluation slot was scheduled with 90 minufés. evaluated the prototypes in random
order, because experience showed that users aee aoocentrated in the beginning and some
users are slower and therefore it is sometimesssacg to skip tests. The number of evaluations
done for each prototype is depicted in Table 2.

In the beginning participants filled out a demodpiapl questionnaire and a declaration of
agreement for recording their test session. Fon paatotype, we introduced the objective of the
prototype and gave them about three minutes torbedamiliar with the prototype. From our
experience we know that three minutes are sufficéerd that after three minutes participants
starts to flutter.

Next they had to solve various tasks with the pygt® and think-aloud while interacting with it.
After each prototype participants had to fill obetso-called PET-USES (see Section 2.1) and
also a questionnaire which dealt with their expergeewith the prototype such as, “Did you have
any problems dealing with it?”

14 16 13° 14 15

Table 2: Number of evaluations per prototype

2.3.2 Clique

Clique is a social network service that providesaaded features for setting access rights for
single users, a group of users or all memberseotttial network (see Figure 5). Clique uses so
called “Faces”, for enabling users creating varipugiles with different access rights, e.g. one
profile for friends, one for co-workers and so on.

For evaluating Clique, we prepared a demo accaunbdr participants, which was registered to
our PrimeLife Persona Inga Vainstein, c.f. [PriP&ihce Clique is a very complex application
we only tasks were conducted which were accompightor participants even without much
knowledge of Clique.

® Two evaluations with this prototype were skippedduse of non-working eye-tracking.
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Users had to conduct several tasks such as creategy Face, adding contacts to this Face and
writing a new blog post. We decided for these tasksause from our point of view, these are
common tasks when dealing with a social network randt also be solvable for new users. This
was necessary because our users did not have gsduiowledge concerning Clique; neither was
is possible to conduct a more detailed evaluatibhinvthe scope of this final evaluation.

clique H... B +)

13 | Dashboard  Tools [ Settings

Inga [ Eit profie |

Standaard

T Brief description: This is my private profile

Edit profile jcon
Contacts
Coritacts of

“ about me

Figure 5: Clique: Screenshot of Inga's User Prgfitage was cut at the grey-red line for
displaying the parts of the Ul with which the ubkes to interact.)

2.3.2.1 Results

In general, our participants were able to use @lidwt nevertheless various usability problems
were uncovered and became obvious during the di@udNevertheless, most problems would
only require small changes of the Ul and functigpalf Clique, which can — from an HCI point
of view - improve the usability of Clique. All ofup suggestions for improvements bases on
common HCI knowledge.

Main problems (summary):

» After creating a new face the user saw an ovendéwer faces where she can either
enable or delete them. Users had problems unddmstathe enable functionality.

* Adding a contact

o Participants had problems understanding the “ingitatacts” label. Most of
them thought that they can add a Cligue membehdw friends list, while the
functionality behind this label was inviting a newember to join Clique.

o Participants looked for the possibility for addiaghew contact to their friends
list in the collection wizard and in the contactlection menu. Both things do
not provide the necessary functionality for addiegv contacts.

* When writing a poll the Publish button was on tlesifion near the left upper corner of
the text entry field. Participants looked for thistton on the right side below this field.

* The drag and drop functionality when adding comtaota collection as well as when
defining access rights for a poll was not obviousdur participants. We observed many
problems when they first encounter this functidyadi Clique.
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2.3.2.2 Design Implications

In this Section, we summarize the usability isdoesd during the usability evaluation and make
suggestions for improvements.

Issue:

Detailed explanation:

Heuristic:

Severity:

Proposed solution:

Participants had problems understanding themeaning of the
“Enable” button

The enabling of a newly adaface is part of the workflow.
Nevertheless, users had problems understandingitwbynecessary
to enable a face and why there is no possibilitydfeabling (the label
always says enable).

Efficiency The enable button confused the test participahtsh had
a negative influence on users’ efficiency.

MemoryLoad Users are forced to remember if they already lexab
a face, since no feedback is given.

Task Orientation Users are forced to enable a newly created face
instead of just using it straightforward.

Minor Issue

Faces should be enabled autatiat{default value), see Figure 6.
Provide disable functionality.

ue &... B

& Dashboard  Tools

3 Inga

This 15 my private profile

to fead

this

Issue:
Detailed explanation:

Heuristic:

e 00000

Settings

Your faces

Inga e Set 'Enable’ as default value.
Enable DoltTomes——

'[ngapu/

Enable Delete

Figure 6: Clique: Enabling a Face

Difference between Contact and Members
Participants had problemfedifg between Contacts and Members.

Wording The difference between Contacts and Members veds n
obvious to the users.

MemoryLoad Users had to remember / learn what Contactsrate a
what Members are.
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Severity: Major Issue

Proposed solution: Use other labels for ContaatishMembers, see Figure 7. We suggest
to use “My contacts” and “Members of Clique” to reakhe
difference more obvious.

Dashboard | Tools Settings

Blogs

Welcome to Clig Bookmarks

First click 'Toa!s_ne or more collections, and mark one as your default audience.
Collections are ily', 'classmates’. Collactions allow voil to organize your contacts in

meaningful

Photos

MNext, return to eq t page' to add
widgets to keep BS el ates it My Contacs

: Members of Clique

The wire

Altarnatively, <l

Faces
Collections

Contacts

Members

Figure 7: Clique: Labelling of Contacts and Members

Issue: The labeling “Invite contacts” was misleadig for our
participants

Detailed explanation: Participants had problemseustdnding the label “Invite contacts”.
In their point of view the functionality behind thebel would enable
adding new friends to their contact list. Whilecitrrently allows
users to invite contact via mail.

Heuristic: Wording The used labels are not clear.

Memory Load Users have to remember which functionality is
behind a certain label.

Severity: Major Issue
Proposed solution: Change the “Invite contacts&lab “Invite contacts via E-Mail”,
see Figure 8.

Make “Contacts” and “Contacts of” visually bettastthguishable,
as it is not clear what the difference is.
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quem., CREERCRS =020

ﬂ Dashboard  Tools

a3 1 . e # - -
5 ee To invite contacts to join you on this network, enter their email addresses below
(one per line):

This is my private profile

@ Sookmark this
. Repor this Change the labels to make the difference
between 'Contacts’ and 'Contacs of more
+ obvious.
Contacts s_i—iii""xm _

Contacts of

Invite contacts

—

Change label to "Invite contacts via Mail" t
— —— -- — weWith your invitation:

Hi,

| want to invite you to join my network here on Clique.

Issue:

Detailed explanation:

Heuristic:

Severity:

Proposed solution:

Figure 8: Clique: Invite Contacts Label

Adding new members to collection

Participants had problemsiragdiew members to their collection.
They looked for such a possibility in the colleatiwvizard or in the
contact collection menu.

Efficiency Confusing interaction is needed for solving tiaisk. This
reduces the efficiency of the user.

Flexibility: Inexperienced users would find adding new members
unintuitive.

Minor Issue

Provide the possibility for adtontacts directly after the collection
wizard is finished.

Provide at least instructions on how to add a menme the contact
collection (like it can be done for inviting newrttacts), see Figure
9.
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Dashboard Tools

¥) Inga

This is my private profile

Contacts collections

New contacts collection

Collections Wizard

Figure 9:

Issue:

Detailed explanation:

Heuristic:

Severity:

Proposed solution:

Collections Wizard

Introduction Sat your collections Group your friends into the collections Finished

Finishing the wizard

You have successfully finished the collections wizard.

In the future, you can start this wizard by going to "Tools' == 'Collections'.
To invite contacts, go to 'Tools' == 'Contacts'.

he current members and adding

hem into the collections. J-_"

Provide an instruction howa |

user can search for n_‘rembas

after he closed the wizard. Crmﬁde a possibility for searching

4 i Q\
f

(= TES

Cligue: Add members after the collectidmand is finished

Wrong position of the “Publish” button whencreating a new blog

The “Publish” button for dieg a new blog is in the upper left
corner. Participants had problems finding thisdrutt

Consistency The position of the button is not consistent.other
parts of the programs the button for the next §teg., next windows
of the collection wizard) is in the lower right oer (e.g., collection
wizard).

Task Orientation Users are not able to solve this task
straightforward.

Minor Issue

Put the button below the injpxels, see Figure 10.
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Dashboard  Tools Settings

Write a blog post
Publish Preview Title

Save draft [Message

Draft last saved: never

Blog text
= = Embed / upload media
"*«l Remove this button. -
I U = iZ S B 66w

This is a Blog-Post

Conversation

7| allow comments

Path: p Put the Publish button fo,
this position:-move =i
Tags
[ Pusisn |
Figure 10: Clique: Publish Button
Issue: Obviousness of the Drag and Drop functionaii
Detailed explanation: Participants had problemsaqishe drag and drop functionality

because it was not obvious for them. Furthermossgy énd drop is
only possible when dragging the cross on the rigide of the
suggested collections, see Figure 11.

Heuristic: Efficiency Confusing interaction possibility reduces theoédhcy of
the users.

FeedbackUsers do not get feedback to how to interact withdrag
and drop boxes.

Severity: Minor Issue

Proposed solution: Best practice solution: Use rspeelectdrinstead of the drag and
drop functionality, see Figure 11.

(Alternative: Make the drag and drop functionalitypre obvious by
making the whole box drag-able.)

® http://mww.welie.com/patterns/showPattern.php ZpatD=parts-selector
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- o

1 | Dashboard  Tools Sattings

j5 Inga Collections Wizard

Introduc

Set your collections Group your friends into t

This is my private profile

@ Bookmark this

& Report this

Create, modify, and remove collections

At the left side, you'll see your existing collections. At the right side, we've placed common
collections. You can delete existing collections by clicking on the cross, copy collections from the
Contacts collections right to the left by dragging them into your collections list or just create collections by choosing

. your own name for it.
New contacts collection

Collections Wizard |

Your collections Suggested collections
Friends (0) [is default] x o
Best Friends (0) [make default] * P
se upper case or lower case and apply B
it constantly throughout Clique.
The first letter of a label should always L2
be upper case. P
— se the part selector in .
addition ta the drag and drop
_functionality. J

Collection name
Add new collection name here and hit enter

A

",
Provide a button which
supports adding a new

collection.

=

Figure 11: Clique: Drag and drop functionality

Issue: Enter button is missing when creating a newollection

Detailed explanation: Problems occurred when arngath new collection (not in the
suggestions).

Heuristic: Aestheticsand emotionaleffect Users are forced to read the text in

the collection name field. If they do not readhiey will not be able
to solve this task, which frustrated the users.

Flexibility: Users did not find the needed interaction inteiti

Feedback No feedback is given that pressing enter is nédde
adding a new collection to the list.

Memory Load Users are forced to remember the text in the
collection field.

Severity: Minor Issue

Proposed solution: Put a button next to the ted fivhich the label “Add collection” or
“Create collection”. Nevertheless provide also fhectionality of
the enter key, see Figure 11.
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2.3.2.3 Final remarks

Cligue is based on the open-source social netwogine Elgg and some occurring problems
were part of Elgg. Nevertheless these problems teebeé compensated since users do not differ
between Elgg and Clique, for users a prototype warkit does not work. From HCI point of
view the usability of Elgg needs improvements beeannly than a framework basing on this tool
would be really useable.

Even though Clique was considered as usable bytdste participants, the above mentioned
improvements for Clique can increase the usahilitthe software and can therefore potentially
also increase the acceptance.

2.3.3 Dudle

Dudle is a privacy-enhanced event scheduling teg.( “When should we meet?”). Additionally
to event scheduling, the application can be usenldate more general polls (e.g., “What kind of
food do you prefer?”). Dudle enables participamisvbte anonymously and uses asymmetric
cryptography and anonymisation techniques. Thisuress that (1) individual votes are
authenticated and (2) users' preferences are dadrygnd therefore anonymised. For more
detailed information about the Dudle protocol, pkeaee [KB09, Kell].

In order to use the scheme, a key-pair has to bergted within the Dudle-Web interface.

Dudle was evaluated with 16 participants. The tafksthis prototype were designed in
cooperation with the developer. The tasks were € into a small scenario, in which some
friends try to organize a reunion meeting. The pe@piting the e-mails which contain the tasks
are the PrimelLife Personas [PriPer]. This reuni@eting context fostered the understanding of
the users and created a more natural situatioasiog the tool.

Figure 12 shows the main page of Dudle.

1e | Examples |f About |f Customize [ Reqgister

Create New Poll

Title

@ Event Schedule Poll (e. g., schedule a meeting)
@ Normal Pall (e. g., vote for what is the best coffee)

Custom address (optional). May contain letters, numbers, and dashes
hitps://dudle.inf tu-dresden de/privacy/

Type:

~

English Deutsch Cesky Svenska
g LESKY oVENSKA

Figure 12: Dudle: Main Page

7 http:/iww.elgg.org/
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2.3.3.1 Results

In general our participants were able to handle IuNevertheless some problems occurred
when they dealt with the tool.

First of all participants did not comprehend theeé@ming of the) key. The complex idea of the
system was not understandable for them. Some adsdioned that they would prefer creating
their own password instead of a generated key.

Furthermore the test supervisors detected variooisigms concerning the registration (e.g., tab
was not obvious), the invitation to a poll or thmabling of anonymous voting.

Some participants did not comprehend the blue dets Figure 16 in the anonymous voting polls
and the label “add columns”, see Figure 15.

2.3.3.2 Design Implications

In this Section we provide design implications Budle basing on the results of the usability
evaluation.

Issue: Problems understanding the key

Detailed explanation: During the test it became imlw that users had problems
understanding the meaning of the key and why batter than a
password. For our participants the key was jusbrag Ichain of
number and characters.

Heuristic: Efficiency Users had problems understanding the key metaphor
which has a negative influence on its efficient. use

Transparency Users have no indication why the key is needetl an
what it is doing.

Severity: Major Issue

Proposed solution: Present the meaning of the tkeyrmore understandable and visible
way for users, e.g., through a short introductidryw is better than
a password.

Make it transparent to the user, why the key iserg®cure than a
password, see Figure 13.
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Customize || Register

Register new Account

MName:

Change label from "Reqgister”
to "Create new account” or
"Create new key"

[ Cancel ][ Mext ]

Issue:

Detailed explanation:

Heuristic:
Severity:

Proposed solution:

Issue:

Detailed explanation:

Heuristic:

Severity:

Proposed solution:

‘Provide a short introduction in
simple words why a key is better
than a password.

Please note, that privacy is only

-a secondary task for users.

o

Figure 13: Dudle: New Account

Registration tab

Some participants did notteeeegistration tab on the first glance.
Task OrientationThe current organization of the tabs is not obsio
Minor Issue

Make the registration more dlwidor participants. Provide an
option “New here? Create your key” on the main p@tmme tab).

Create new poll - button

On the “create new poll” screhe alignment of the Ul elements is
puzzling: The “create” button is before the podsibiof entering a
custom address.

Aesthetics and emotional effethe missing button under the custom
address field has a negative emotional effect oticgzants since it is
not obvious how they can submit their entry.

Efficiency: Confusing button positions reduce tffecency of users.
Task OrientationThe position of the buttons is not ideal.
Major Issue

Put the button under the custddness field (see red arrow in Figure
14)
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Examples | About | Customize

Create New Poll

Title: |

ut this button below
the 'custom address'
field

(-]

Type:

E |
. Event Sche4fie Poll {e. g, schedule a meeting)

» Normal #all (e. g., vote for what is the best coffee)

:
Custom address EWW contain letters, numbers, and dashes

https-_,r,.-dudre_inf_tu-dresden_dem B |

Issue:

Detailed explanation:

Heuristic:
Severity:

Proposed solution:

ean [ New users:
ol "New at Dudle? Create an |
. _account for anonymous voting”

Figure 14: Dudle: Create Button Position

“Add columns” label

Participants criticized th&dti columns” label. For them adding a
new column was related to spreadsheets and softikaricrosoft
Excel. Furthermore participants stated that they emtering new
options and not new columns.

Wording This term was not clear for participants.

Minor Issue

Change the label into “Optionsitice the input represents the
various available options in the poll, see Figuse 1
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Add and Remove Columns

Enter all alternatives (columns), you want to a the participants of the poll. The participants will state one
vote for every alternative you give here separatefy

Alternative: |Primelife 3
Description (optional): |

Preview
PrimeLife 1|PrimeLife 2
| x - | %
Undo :
Figure 15: Dudle: Columns vs. Options
Issue: Usage of blue dots for presenting an anonyms vote
Detailed explanation: The blue dots were not uridedable for our test users. For them it
was not obvious that a blue dot indicated that er tmad already
voted anonymously.
Heuristic: Memory Load The used icon (blue dot) is not obvious and not
explicit enough.
Severity: Major Issue
Proposed solution: Change the color of the fiefrblue to gray (no access / not

available) and use another Icon, e.g., a crossed ey

Furthermore in the “Last Edit” column a value shbilde added
which indicates that this user has already voteshgmously, e.g.
“Done”, see Figure 16.
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[ Mar2011 | 00 Apr20t1 | Provide informationin
[ Thu,31 | Fri, 16 the "Last Edit column”
7" that Hannes already
[ Name - __[14:00 - - [15:00 - - [16:00 - - 11:00 - -[12:00 - -]13:00 - -[15:00 - - Last Ecv/ mihugiipagt=pitory
% Ines v X ? X s X 2 79N
®|x Frank e X s X v X i 22041229
Hannes S . . .. e TET
| Inga - - - - - - -
@ |l |e |@ |& |@ |e - ™
@ X @& X @ X @ X @ X @& X @ X Change the colour from
e e = e e | blue to gray (inactive) and
= s = = = - = = = = = add an icon instead of the
Tota! | I NI T I T | dots, e g acrossedeye

Issue:

Detailed explanation:

Heuristic:

Severity:

Proposed solution:

Figure 16: Dudle: Feedback anonymous voting

Checkbox for enabling anonymous voting

Participants did not activiite checkboxes for anonymous voting.
Since anonymous voting is one key-feature of Dthikeboxes should
be checked by default. Furthermore the checkbaxesld be enabled
for clicking.

Efficiency The inactive check-box has negative influencahmntask

efficiency of the user. Participants of the studly ot see the pencil
which enables the chancing of the “Vote anonymdustate, c.f.,

Figure 17.

Major Issue

Checkboxes should be enabledkgble). Furthermore the checkbox
should be activated by default as one can assuateotte wants to
vote anonymous when there is a registered userthgthame.
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Invite Participants

| Name ___|Vote Anonymously

=%

LB Hannes
> | Frank
= | %

|Ca

Caral

activated to change
\ selection.

[ 'Chr_a[:k baxes should be ]

nwt-:

Pravious | ,

Before inviting the first
participant provide the hint
"Invite yourself to enable
anonymous voting".

"'\‘.
e \{‘When adding a ,
o | Funish,| registered user activate

‘x_ the anonymous vating by
| default.

Issue:

Detailed explanation:

Heuristic:

Severity:

Proposed solution:

Issue:

Detailed explanation:

Heuristic:

Figure 17: Dudle: Invite Participants

Participants did not invite themselves to aoll

Participants did forget twitem themselves to a poll or did not
understand why this should be necessary.

Efficiency Inviting oneself to something is an unintuitivedraction
in real-world.

Memory Load Users are forced to remember to invite themsetves
the poll.

Transparency Users do not know that they have to invite
themselves to a poll.

Major Issue

Provide a hint in the text fieldwhich users have to enter their
name, see Figure 17. Also, adding the user to thleby default
could be a solution.

Link to the poll is not clickable
After creating a new polk timk is not clickable.

Efficiency Inconsistent interaction prevents users from eghg
tasks efficiently.

Memory Load Users are forced to copy the poll to the taskibar
they want to have a look at it.

Task OrientationUsers expect that a link is clickable.
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Severity: Minor Issue

Proposed solution: Make the link clickable, seauFégl8.

“Make this link clickable.
The link to your poll is o

1 B oL [ P T ey She L S Ry i (UL B Y - 2.
NMCLps. dudle.inf.tu-dresden.de/privacy/Primelife Poll

—and thie ink wvia omail
e ey 31 N ] wwich SlFIcall

To the Vote interface

Figure 18: Dudle: Clickable Link

2.3.3.3 Final remarks

In general our participants were satisfied with Bu@verage satisfaction: 2.25; 1=very high, 5=
very low). Nevertheless, implementing above memibrsuggestions for improvements will
increase the usability of the tool.

2.3.4 Reputation Management Wiki

The Reputation Management Wiki implements a privassareness panel (c.f. Figure 19) for a

Wiki [KPS11], [BPL11], [D2.3.1]. The main objectivef the privacy awareness panel is to

support users about their potential audience wlwnos$ing data. The privacy awareness panel is
also described in [PWG10], but in the context afed forum.

The goal of this evaluation was to test, if usevce the panel and whether they understand the
content of the panel. For the evaluation we did use any tasks but asked the user to click
through the available prototype. We used eye-trarko evaluate if participants recognized the

panel.
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ﬁrivacy Awareness panel
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.Biki e dasbiicherwiki
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Figure 19: Reputation Management Wiki: User Intexflage was cut at the grey-red line
for displaying the important parts in this delivieig

2.3.4.1 Results

The most interesting observation is that the resaft the eye-tracking indicated that all 12
participants looked at the privacy awareness papptoximately 30% of total time viewing this
page (see also the eye-tracking heat map in FRjre

Nevertheless, nine of them stated in the questiomriaat they did not notice the privacy panel
and become only aware of it at the end of the emn when the test supervisor called their
attention to it. Nevertheless, none of our paréioipstated that he had problems understanding the
content and the meaning of the display after thiééntion was brought to it.
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Figure 20: Reputation Management Wiki: Heat map

2.3.4.2 Design Implication

While all participants looked at the panel onlyethrstated that they were aware of its content.
The others looked at it were not conscious of &.d&sign implication we suggest to make the
panel and its content more eye-catching, e.g.,utftroa privacy indicator, which shows how
privacy aware their settings are.

Very positively was that participants stated thegtythad no problems understanding the content
of the panel.

2.3.5 Privacy Dashboard

The Privacy Dashboard is a Firefox plugin, whicblules a light version of the “Data Track”,
which helps the user to track what data is colkdtg the visited websites. It also provides the
possibility to set privacy preferences for eaclitetissite, see Figure 21.

15 participants evaluated the Privacy DashboardinDuhe test, participants had to conduct
several tasks such as changing privacy preferefioefng out more about the website and also
conducting a query in the Data Track.
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Privacy Dashboard w

Data tracki Location | Current Website | About |

Review and adjust privacy eptions for the current website, including, ceckies, P3P and more. You can find out
more about this website using the queries on the 'Data track’ tab above.

=t G |

%) www.amazon.com

This website has: Your preferences for this website:
* 5 |asting cookies @) Carefian
& & external third party sites ) Thoughtful

® 72 third party lasting cookies i i
. Paranoi
* 5invisible images -

* a P3P policy

‘ Let me choose the details ‘

Check site with Nortop SafeWeb | | Check site with Free Trust Seal ‘ | Check site with TRUSTe |

Figure 21: Privacy Dashboard

2.3.5.1 Results

During the evaluation of the prototype, only a fpmblems occured but these problems were
observed by many participants:

« After executing a Data track query, participantsd haroblems understanding and
interpreting the results

« Participants were unsure whether their changekein privacy preferences were saved
because no save-button was available.

* Problems occurred with the understanding of thegae of the “Check site” buttons.

2.3.5.2 Design Implications

In this Section we describe more details of thadsshat we found and provide suggestions for
solving these issues.

Issue: Query results are not understandable

Detailed explanation: The results of the query wareunderstandable for our users. At the
moment the results are not understandable for aegskrs.

Heuristic: MemoryLoad Results of the query are not easy to understadda
help functionality is provided.

Wording The choice of terminology might not be understdid for

all users.
Severity: Major Issue
Proposed solution: Present the results in the sisanguage. Figure 22 shows an

example for query results. Especially in the name @alue section

40



use meaningful names, instead of “js_stats” youldcaig., use
“statistical values”.

Provide a help function explaining the used terms.

Privacy Dashboard .. aw . LX)
Data track | Locaticm! Current Website i About!
[ Select query:
MVEE fe Websdns coRectag ‘ What data has been sent to a given website? - ‘
and how?
Website or URL:
See what data is being collected by vonrw.mosilla.com
the websites you visit, what cookies
they set, and more. E execute query a
Query results
name value form date
q js_stats 0 2011-3-7 10:25:15
g J5_stats 0 2011-3-1513:6:50
Present the query results in
‘other words - speak the
language of the users.
1
Figure 22: Privacy Dashboard: Query results
Issue: Missing Save button at current website tab

Detailed explanation:

Heuristic:

Severity:

Proposed solution:

Participants were unsure kdretheir settings where stored after
they clicked on “Simplify my choices”.

Feedback Users do not get any feedback whether their cgfsoi
were stored.

Minor Issue

Solution 1: Provide a “save'tdiutoelow the website preferences,
see Figure 23.

Solution 2: Provide a hint that the settings wisetozed.
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Privacy Dashboard

This website has:

= 2 external third party sites

Review and adjust privacy eptions for the current website, including, cookies, P3P and more. You can find out
more about this website using the queries on the 'Data track' tab above.

(=) www.mozilla.com

Your preferences for this website:

|| Mever block content from this site

[7] Block external 3rd parties

[7] Block all lasting cookies

["] Clearflash cockies
[ | Disable web page scripting
I

| Disable access to your geolocation

r;rovide a save button || [ Disable HTMLS pings
["] Den't send HTTP referrer header
e —————— et
== || Disable web page access to DOM storage

Spatial distance - element ™, l T
should be nearer to the .

preferences above since it \
9 .DEEGHQS to them _f"‘EI Use these by default for all websites

Check site with Norton SafeWeb | | Cheack site with Free Trust Seal | | Check site with TRUSTe

Issue:

Detailed explanation:

Heuristic:

Severity:

Proposed solution:

Figure 23: Privacy Dashboard: Preferences

Meaning of “Check site” buttons

Problems occurred with thelewstanding of the meaning of the
check site buttons.

It is also not obvious that a click on the buttapens an external
website.

Memory LoadUsers are only able to find out the functionatifythe
check site buttons through try-and-error principle.

Aesthetics and emotional effelttis not obvious were these buttons
are belonging to.

Major Issue

Provide a visual separation éetwpreferences and “check site”
buttons. Provide a short outline which describesghrpose of the
buttons, see Figure 24.
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Privacy Dashboard x|

Review and adjust privacy options for the current website, including, cookies, P3P and more. You can find out
maore about this website using the queries on the 'Data track' tab above.

=) www.mozilla.com

This website has: Your preferences for this website:

s 2 external third party sites [ Mever block content from this site

[T] Block external 3rd parties

|| Block external 3rd party cookies

| Block all lasting cookies

| Clear flash cookies

> Provide a division from the

1 ; ["| Disable web page scriptin
preferences seftings (spatial I page scripting

dI-STEﬂEE) [| Disable access to your geclocation
-= Motivate in a short sentence [] Disable HTMLS pings

| =
what these buttons are for. || Don't send HTTP referrer header

-= Display that a click on the
button will open an external

website. / [ Simplify my choices

. 'y o
\ || Use these by default for all websites

Check site with Norton SafeWeb | | Check site with Free Trust Seal | | Check site with TRUSTe

|| Dicable weh page access to DOM storage

Figure 24: Privacy Dashboard: Check Site Buttons

2.3.5.3 Final remarks

The average satisfaction of our participant wita Brivacy Dashboard was 1.85 (1=very high,
5=very low). Some test users even asked whethdothés available for their personal use.

2.3.6 Scramble!

The idea of Scramble! is to provide users with mnbver their own data when using Social

Network Sites. “Its main target is to protect useosn sharing sensitive information with Social

Network Sites (SNS) providers” [Pri10c]. In thisnse, Scramble! allows people to share their
postings with friends and other individuals withe thight cryptographic key, while at the same
time keeping these postings private from other thmaized users and the Social Network Site
itself. Scramble! includes a series of featureghsas “broadcasting” encryption for multiple

recipients and listing “tiny urls” instead for l@&gncrypted blocks of text.

An expert Ul evaluation of Scramble! was carried auKarlstad University with the purpose of

recognizing the major usability flaws and discomgriways in which its interface could be

improved. A full usability evaluation was not cahsied appropriate for this prototype since its
was not at a mature enough state of developmemwtn Ewugh the prototype contained all the
essential functionality from the requirements,uissibility remained quite undeveloped, probably
due to the fact that its development team failedebinput from usability experts at an earlier
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stage and delivered an already established desigeept. It was considered that carrying out a
usability tests with the proposed interface wolwdatnreturned invalid or insignificant results. We
decided therefore to provide recommendations fomyirovements that should be implemented
before conducting usability tests. It is desirdlethe design of Scramble! to be made in a way
that average, non-expert users are able to unddritand adapt it easily to their daily usage of
social networks.

2.3.6.1 Design Implications

Key Chain @

! Groups il | Contacts

|l
Friends ‘ ‘
Colleagues

a

Populate contacts
automatically.

EET - 3

! E B N [ Cancel ] [ Done ]

Figure 25: Scamble!: No possibility to populate tamts automatically

Issue: No possibility to populate the list of contets automatically

Detailed explanation: No possibility to populatee tlist of contacts automatically. Users
have the burden of creating key pairs manually.

Heuristic: Flexibility: Inexperienced users would not find the program
intuitive.

Memory load Users are forced to remember their list of freathd
their information in order to find the prototypeabde.

Wording Cryptographic terms are usually unfamiliar to raseho
are not interested in cryptography or computer $igcu

Severity: Major Issue

Proposed solution: Provide the feature of extrgcthre list of contacts from different
Social Network Sites. Users should be able to sd¢fexse contacts
with  whom they would like to share encrypted messady
obtaining and saving their public key.
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Issue:

Detailed explanation:

Heuristic:

Severity:

Proposed solution:

Issue:

Detailed explanation:

scramble settings -

J i, Consistency and
General | Adva aesthetics in titles.

Master Key
Pazsgweord [] show

Change Key

Controls, such as Buttons
should be self-explanatory

\

TirvyLinks
Enable as Default

Change Server

\

Waste of screen real-state'

[ ok ][ concl |

Figure 26. Scamble!: Unintuitive Settings

Unintuitive Settings

The different fields and colstin the Settings dialog are not obvious
and can create confusion. No indication is giverusers about the
changing of some settings.

Aesthetics and emotional effedmpty space in dialogs is not
aesthetically pleasant. Waste of screen real-state.

Efficiency Confusing controls and terms reduces the eff@jieof
users.

FeedbackChanging or selecting some settings does ndll fusfers’
expectations on how the program should react. Noalifeedback is
given indicating that changes have been applied.

Major Issue

Provide another mechanism fdtingeup the system at the
beginning, such as a wizard, and structure thefate in a more
consistent way. The installation of a usable progshould be as
seamless and intuitive as possible.

Accessibility of different features

Even though Scramble! is avgrful tool offering a number of
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Heuristic:

Severity:

Proposed solution:

Issue:

Detailed explanation:

Heuristic:

Severity:

Proposed solution:

Issue:

Detailed explanation:

Heuristic:

Severity:

Proposed solution:

features, the user would have a hard time findimgj @nderstanding
those features.

Efficiency Unintuitive interactions, such as searching famtacts or
encrypting text, prevent users from carry out theesks efficiently

Transparency Users have no indication of what the program is
doing or is able to do, such as selecting embedderd from a
website and encrypting/decrypting it.

Minor Issue

Make a more logical context meniwell as a general menu where
the users can have access to the different featoffesed by
Scramble! Having some kind of “help” or informatiea tooltips
would help users understand more the different efgsn of the
interface.

Complicated use of expert terminology and secwaaiycepts

At the same time, averagesuaee not familiar with cryptographic
terminology and the concept of key pairs or keyirtha

Wording The program uses too much cryptographic terms dha
not understood and unintuitive for the average.user

Minor Issue

Change the term to be more gkaprd understood by average users
and not only computer security experts. Informatisimould be
presented in a general way in which users will vstaed its
immediate benefit.

Consistency in wording and interaction parayms

The different dialogs, wogdinand interaction paradigms are
inconsistent throughout the application.

ConsistencyThe title in the dialogs are not consistent. Tlbes of
interaction is not consistent either.

Efficiency Inconsistent interaction prevents users from eghg
tasks efficiently.

Wording The program uses too much cryptographic termann
inconsistent way.

Minor Issue

Restructure each of the dialoglews so that they are consistent
across the whole program.
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The user opens the “CryptoThe “Key Chain” window opens, whereThe user is taken back to the
Dialog”, pastes some text andpresumably the user can select a contd@rypto  Dialog” with an
clicks on the “Encrypt to Link”| to exchange the message with and presscrypted string (when it
button. “Done” works!!)

Crypto Dialog Key Chain 3 Crypio Dialog 3

an :

x:;n;g‘htamtenv;amr'a; I;tr\‘v:: Zt; ;ﬁ :ya?/r)\ V&gt badferbud frén Ran Colleag: ?:\_t_tf:E/’{‘tlnwa ‘:ﬁ;“lzzm?m

Encryptto Text | [ Encrypt tolink | [ peaypt | [ cCancel O O = =

Figure 27. Scramble!: Confusing interaction flowtlie Crypto Dialog and Key Chain editor

Issue: Confusing interaction flow in the Crypto Didog and Key Chain

Detailed explanation:

Heuristic:

Severity:

Proposed solution:

editor

Encrypting and decryptingt tare essential features of Scramble!
The way of achieving encryption via the so callegpfo Dialog does
not have an optimal flow of interaction. The Key&th Editor's
buttons “Cancel” and “Done”, there are some situstiin which they
appear to have the same effect.

Efficiency The way dialog windows close down and pop-up &iad
users from encrypting text in an efficient way.

Task orientationThe sequence in which dialogs are presentedtis no
optimal.

Wording The choice of terminology might not be understdrie by
all users.

Minor Issue

The interface can be structuredway in which the user is taken in
more logical steps between selecting a text toypihcselecting the
contacts’ keys, and then the program returningeth@ypted text to
the user.
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Search | Puble Key

Mame cr email:
de simone

Search

Result:

MNanmes

sima  User does not know
sma  how to search or where
simo, the search Is performed

Simone Portele (kein Passwort) <5,
Simane Lewandowsky <simane.be...

Figure 28. Scramble!: Obscure search functionality

Issue: Obscure search functionality

Detailed explanation: The search function providethe Key Chain window is not at all
intuitive. It does not provide any level of transgecy in the sense
that the user does not know where the search mgherformed or
what the progress of the search is (i.e. not apjaigpfeedback). The
search is done against some remote server whictonspletely
unknown to the user. The user is not informed @nrémge of the
search that she can perform (e.g., can the usirpea search with
all existing names and email addresses, or only mames and email
addresses of a certain Social Network Site?).

Heuristic: Control Users lose control over where the interactioresgilace.
FeedbackNo clear indication given that a search is beamed

TransparencyUsers do not know how and where the search is bee
done.

Task orientationWay of searching for contacts does not provide an
optimal interaction or user experience.

Severity: Major issue

Proposed solution: Make it clearer that the seascheing perform against one key
server, let the user choose how to perform theckedmprove the
search functionality to be responsive and more rateu so that
users know that something is going on and thatr teearches
actually return valid results.

2.3.6.2 Final remarks

The concept provided by Scramble! prototype is \egpealing, powerful and could provide a
good privacy-friendly addition to Social Networkirgjtes. However, an improvement to the
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usability issues of Scramble! listed above cangien improvement in its efficiency and make it
more appealing for average, non-expert users.

2.3.7 Conclusions

In general the evaluated prototypes were accepédidoy our participants. However, our results
indicate that improvements are still needed. Outigpants were able to handle the current
versions of the prototypes, but minor changes ataptions would improve the usability and
workflow of all prototypes.

An interesting finding of the evaluation was thheé tacceptance of the applications (Privacy
Dashboard, “Send Data?” dialog (see also Secti®)), 3vhich support users in their daily life in
the web, was higher than the acceptance of spamibipplications such as Clique, Dudle or the
Reputation Management Wiki. We presume that paditis saw higher advantages of general
applications for their daily online life.
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Chapter

Research Results — User Interfaces for
Policy Display and Administration

Privacy policies are an important means for makingdata handling practices of services sides
more transparent and thus can help users to deinietimed decisions in situations when they

are requested to disclose personal data in excHangeservice. Privacy notices posted on web
sites are often not comprehensible to end usersadyr policy engines based on machine-

readable privacy policy languages, such as PPim@®ife Policy Language), aim at making the

core information of privacy better comprehensilfler this, the user-friendly user interfaces for

displaying and handling privacy policies are needed

PrimeLife WP4.3 (User Interfaces for Policy Display and Administoati) has investigated how

to simplify privacy policy administration and negion and how to present policies to end users
in a user-friendly manner. In this Chapter, we repbout the recent research results of WP4.3 in
the area of privacy policy icons (Section 3.1) andthe area of user interfaces for policy

administration and display, which we designed,ettsind implemented for the PPL engine

(Section 3.2). The objective of this Chapter i€donplement previous PrimeLife publications on

WP4.3's results in the deliverable D4.3.2 [Pril@dyl in the PrimeLife book [AFP11].

3.1 Policy Icons
3.1.1 Introduction

Every person has an individual view on her privagyat to protect and what information to share
with others. Using the World Wide Web many indivadiiare not aware of who is collecting and
handling their data for what purpose. Due to the fhat effective protection of informational
privacy requires clarity on the data processing poskible consequences, transparency is a core
element of data protection. Supporting transparermns could be used to illustrate certain
aspects of data handling that today may be destiibdengthy, hard-to-read privacy policies
only. In general, content that should be quicklgenstood by a broad audience is often expressed
via icons, e.g., symbols pointing to fire exitssmbway stations. Well designed icons to convey
information by means of a single graphical represtéan expressing the relevant content in an
understandable manner for wide audiences, idea#iy e@cross cultural domains. Privacy icons
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should therefore offer at least some valuable médron on a first-glance basis for users and
point out core issues related with the processirdata in a given case.

Within the PrimeLife project, privacy icons haveehedeveloped inspired by other researchers
trying to find best fitting icons for illustratingnportant aspects of privacy-relevant data handling
and data processing. First results of this resedn@be been published in the PrimelLife
deliverables D4.3.1 [Fiwaz09] and D4.3.2 [FiZz10]wsll as in [HNH11]. Based on the results
of user tests and thought-provoking impulses fratated work, the PrimeLife project has
worked on a final proposal for privacy icons todenonstrated below.

3.1.2 Related work

The idea of illustrating privacy aspects with icdasa common idea and has been developed
earlier within the privacy community - many resdwns worked on this idea. "Privacy icons" are
thereby understood as simplified pictures exprgsgimivacy-related statements [HNHZ11].
Various areas of use can be distinguished [Ha09]:

1. statements on results of data protection auditssiorilar evaluations concerning
informational privacy-relevant components of datacpssing, e.g., privacy seals or trust
marks,

2. statements on how well a situation matches theapyivpreference of a user, e.g.,
Cranor's Privacy Bird for P3P [Cra05] or the Privalutrition Label by Kelley
[KBCRO09] also for P3P policies,

3. statements from privacy policies on planned or qgreméd processing of potentially
personal data or on guarantees concerning the fudeese data, e.g., proposals from
Rundle [Run06], Mehldau [Meh07], Helton [Hel09],9Ran [Ras11] and Pinnick [Pin11]
as well as the evaluative approach in the Knoweyiveport [GPS09] and Cooper's
W3C Privacy Ruleset [Coll],

4. statements on how personal data may be used byspthg., Bickerstaff strengthening
the user's perspective and proposing "Privacy Camsihanalogue to “"Creative
Commons" [Bic08], an icon set tailored to usersanial networks by lanella and Finden
[lan10], or the Privicon proposal enabling send#re-mails to express how they wish
that recipients should handle the message [Pri10].

The sets differ in respect of the targeted use scaB8aother differentiation could be made

concerning the underlying understanding of privacythe understanding of privacy in the

jurisdiction of origin. Here the ideas proposedRyndle [Run06] have a strong focus on US-
American perspectives, depicting rights that aentgd by EC law anyhow and are thus in theory
not necessary to make explicit within the Europédaion.

3.1.3 The early PrimelLife icon sets

To date, two icon sets had been developed withenRtimeLife project. The first approach of
PrimeLife in the first year of the project intentally had a broad scope including icons for three
different categories: icons representing processiags, icons representing data types, and icons
representing groups of recipients [FIWaZ09]. A ctety overview on this icon set is given in
PrimeLife deliverable D4.3.1 [FiWaz09]. This icomtavas tested internally, the results of this
test led to the further development of the second set.

The second approach of PrimeLife icons in the sggmmject year contained two different
categories: icons for general usage, and iconadage in Social Network Sites (SNS). The icon
set for general usage in turn included icons fda dgpes as well as icons for processing steps or
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an e-commerce scenario [FiZ10] and was tested reattgrby KAU and CURE. The KAU test
was performed with Swedish and Chinese students,HRE test with a wider group of
participants from Austria, Germany and SwitzerlaBdme of the test results will be shown more
precisely below; an overview about the KAU test #r@second PrimeLife icon set is provided in
PrimeLife deliverable D4.3.2 [FiZ10].

3.1.4 Test results

The two different icon sets developed in the fivgd project years both base on the idea of trying
to visualise many different aspects with icons. Sthey include a huge number of different icons
for different purposes. As mentioned above, th& fiton set [FIWaz09] differentiated between
the following three categories: icons represenfiracessing steps, icons representing data types,
and icons representing groups of recipients. Evialgiahis approach, the icon sets have been
tested. In addition to the evaluation of each iilial icon, the general approach of using many
different icons was evaluated. The first icon sedswonly tested internally and revealed
shortcomings when displaying a large variety ofpses for different use cases by too many
icons. All results of this internal test led to thecond icon set. Based on the first icon set, the
second icon set did no longer differentiate betwibe@e categories, but addressed general usage
on the one hand and specifically social networssiin the other.

This second icon set has been tested externallystid University performed a test with about
17 Swedish and Chinese students, CURE performedggerb online test with about 70
participants from Austria, Germany, Switzerland atfter countries. While the participants in the
CURE test assessed themselves as being privacygathiarstudents were not specifically aware
of privacy issues. The combination of both tesultsstherefore offered a good cross section
about the potential user group. In the CURE suthieyparticipants were offered 2 or 3 different
icons that should have the same meaning; the jpamntits had to evaluate which of them fits best
to a described use case.

An overview about the comprehensive test resutisbeafound in IFIP/PrimeLife SummerSchool
Proceedings 2010 [HNH11].

The results of the tests illustrated different lssisome icons have been rather well-rated in both
user tests; they got an acceptance rate of moneSfo for their understandability. Some of them
(for the data type “personal data”, the purposéofshg”, the data type “payment data”, “selected
individuals” in Social Network Sites, the purposgsér tracking” and the data type “medical

data”) are shown in Figure 29:
@ -
~

Figure 29: Excerpt of well-rated icons

Different results were achieved for example for'f&rage" icon, see Figure 30. While the KAU
participants (university students) rated this iquite well, the same icon failed in the online test
due to the fact that a floppy disk was seen asrg watdated symbol for data storage and
therefore cannot be a seminal icon.
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Figure 30: Storage icon

The test results also show that some processipg,siata types and recipient groups are hard to
illustrate. For instance, the proposals for icorithwhe meaning "Friends" and "Friends of
friends” as a potential recipient group in Figutea®d Figure 32 all failed in the user tests.

Figure 31: Excerpt of low-rated icons for "Frierafdriends"

@@®O

Figure 32: Excerpt of low-rated icons for "Friends"

Especially the failing of all "Friends" icons wasrgrising due to the fact that some SNS like
Xing use similar symbols to illustrate a userg' dis contacts and as the concept of friends and
followers is known in the widely used SNS.

In general, special recipient groups in SNS seetoetle hard to visualise. Only the icons
representing "selected individuals" and "public'tevevell-rated here - maybe due to the fact that
they did not attempt to illustrate special groupeegipients, see Figure 33.

Figure 33: Excerpt of well-rated icons for the péent groups "Selected individuals" and
"Public"

However, it is not possible to take all well-ratedns (e.g., those shown in Figure 29) to design a
final PrimeLife icon set: Some of them could ilkade certain aspects quite well, but these
aspects may be too specific for a usage in a sowallset. For instance, an icon expressing a data
type as the “financial data" icon could be usedlastrative elements for a privacy policy, but
then other data type icons would be necessarythamégain would call for a larger icon set. On
the other hand, users usually are aware when thiey &nancial data, and today these data are
hardly disclosed automatically by the user's browSe this well-rated icon is not really needed
in a minimised icon set.

Anyhow, the test results suggest that clear icatis fiew details are preferred.
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These results combined with the requirements faridespread usage of icons led to the final
PrimeLife proposal.

3.1.5 Requirements for widespread usage

Obviously, privacy icons have to fulfil several oigments if they should be successful in
enhancing the clarity of data processing and pywatated statements [Ha09]. Privacy icons
should allow for quick comprehension by all possigtoups of users regardless of their cultural
or social background. Different individual, cultyrsocietal or legal constructions of privacy and
individual freedom should not hamper grasping theaming of icons. Social factors like

education and age must not restrict their usenditiness. Furthermore, it should be possible to
understand the icons across different legal framlevjiNH11]. Therefore, a successful and

generally intelligible design of icons is a prerisge for a widespread usage.

Besides, another prerequisite for a widespreadeusadcons will be the interest of the users
regarding their content: privacy icons might becassful if they are able to display information
users care about, but are not aware of withouugiage of icons. When designing icons on data
processing, it should be avoided to patronise #esuwhich might happen if they do not only
convey a neutral statement, but express a warrkng:icons being used in specific privacy
software, a warning functionality can be desireith@ data processing is not privacy-friendly, and
of course the user may choose to be warned if ingetloes not match her configured
preferences. But for global use and acceptancééydata controllers and data processors the
icons should describe what happens to the usdesirda neutral way. The icon sets should aim at
enhancing transparency for the users so that theyable to decide upon the information
conveyed by the icons.

Note that the situation the user is acting in iefloes what she is interested in: For a user \gsitin
a website while surfing the net, it might be of dpkinterest whether IP addresses, cookies or
data from the browser are being stored, how loeyg #re stored, how they will be analysed for
what purpose, whether there is third party trackingthether data might be passed on by the data
processor. Also, data concerning behavioural targetnd targeted advertising can be relevant
from the user's point of view. All this informationight be interesting for users in an e-commerce
scenario, too, but in addition information on tlee@unt handling, ways of processing the address
or banking data and safeguards to guarantee dispegel of data security come into the focus.

Even with the best design of icons, the distribut@f icons and their implementation won't

happen on its own. Today, there are not many ingtfor most website operators to install

icons: In general, putting icons on a website canse costs because they have to fit into the
layout, there has to be process to guaranteehbdtons are up-to-date, and they may provoke
questions by users or competing website operdttherie is the slightest possibility that the icons
are not perfectly understood or even consideredeadng. Even with a design as neutral as
possible, privacy advocates would give recommeadatiwhich icons may stand for not so

privacy-friendly practices. This means that theme be an incentive for privacy-aware website
operators who want to express their privacy compkaor privacy-enhanced settings, but
definitely not for the other operators. In case di&ribution of icons reaches a critical mass
which could be supported if global players adopng for their websites, companies not using
any icons would stand out negatively, and the ateser privacy icons could become a warning

flag [Ras11].

However, at least for the area of online behavioadaertising there might be another incentive,
at least for the European context: In 2010, theckrt29 Working Party has issued a working
paper on online behavioural advertising where thaga of icons is commented as follows:
"Network providers/ publishers should provide theformation directly on the screen,
interactively, if needed, through layered notidesany event it should be easily accessible and

54



highly visible. Icons placed on the publisher's giteh) around advertising, with links to additional
information, are good examples. The Article 29 WgkParty urges the network providers/
publisher industry to be creative in this area.'P¥10]. The necessity for placing a well visible
icon has been taken up from the European PrivaayiSidative EuroPriSe as one criterion that
has to be fulfilled for being awarded a privacyldéaroll]. These approaches may lead to a
state-of-the-art for implementing icons at leasttfe area of online behavioural advertising.

In addition, a push for icons may come from thiedtjgs that rate or describe website practices
(e.g., [GPS09]) or from software developers whesigiéng browsers and browser plug-ins as
well as identity management or privacy tools.

In any case, the international standardisatiornefdesign and the semantics of icons used alone
and, if possible, in combination is desirable, battthere is clarity both for users and data
handling parties on the meaning and possible rightsbligations that are related to the use of
icons.

3.1.6 The Primelife icon approach

The development of icons and their evaluation wittiie PrimeLife project and the thought-
provoking impulses from other icon developers [R&]neh07] [Bic09] [KBCRO09] [Hel09]
[Rasl11] [GPS09] [Pin11] [Col1] have influenced Reitifie's final proposal for privacy icon sets.
In particular, the objective for the last projeey was to reduce the variety of icons and lingt th
contexts of use. This may ease the implementationvebsite operators and enhance the
acceptance of users, especially in an introducfutgse where further experiences can be
collected before icons may become widely standaddis

To start with, PrimeLife proposes two icon setse Tinst icon set should give information about
the website's data handling (cf. Subsection 3.}.@dd the second one should address data
disclosure in social network sites (cf. Subsect®f.6.2). Subsection 3.1.6.3 will mention
additional contexts where the icons may be useful.

3.1.6.1 Information about the website's data handling

Within PrimeLife the terminology "digital footprihbad been defined as data created by tracking
the primary user's behaviour while surfing the oeta specific website. Thus, the PrimeLife
project illustrated how tracking could be realizied a privacy-preserving way and which
requirements have to be fulfilled, (cf. PrimeLifee&itbeat H1.3.5 [StHaRa09] and PrimeLife
Deliverable D4.3.1 [Fiwaz09]). The importance oisthopic is illustrated in the ongoing public
debate. The recent discussion on "Do Not Tradkl a universal web tracking opt-out has
awakened attention of users because many of thelnufeasy about being tracked, but only few
have been aware of tracking. So PrimeLife consittéssfield as relevant for introducing a small
icon set that might be picked up in the ongoingcusion. The icon set should cover an
information that data are being stored and how,levigether data are being passed on, whether a
website uses third party tracking, and whether Wielgal targeted advertising is in place. The
respective icons are visualised in Figure 34.

8 http://donottrack.us/.
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(Third party) tracking  (Behavioural) targeted advertising

Figure 34: Proposal for PrimeLife icons

The semantics of these icons are explained indlfefing:

"Data are being passed on" icon

The "data are being passed on" icon illustratesfdlot that personal data may be
passed on by the data handling organisation. Thghtrhappen as renting or selling
of the personal data to third parties such as niatkpartners or corporate affiliates
and subsidiaries [GPS09]. The icon should not csephe exceptional and usually
not preventable possibility that data controlleasénto transfer data to third parties
where required to do so by law, or where such thadies process the data on the
data controllers’ behalf which means that the dadatrollers maintain their
responsibility regarding data protection law.

For many users the fact that data may be passeuithird parties will be surprising.
So, this information should enable the user to dietierself whether she wants to
use a service that probably passes on her datatoomwhether she wants further
information (provided via mouse-over functionalitya mouse click).

"Storage period" icon®

The "storage period" icon contains two differemtements: firstly, the fact that data
will be stored, and secondly, the storage peribthd time of the storage period is
given, this also means that the data will be ddleifter this period, so there is
implicit information that the data won't be stoffedever and that the data processor
has implemented a process for deleting the data thi¢ given time.

Within the PrimeLife project it was discussed wlegtla static current value to
visualise this should be used or a dynamic one.ddt@ded not to overcrowd this
icon and therefore chose a static one. Alternatjiveelsymbol for an hourglass or an
analog clock could also be used to illustrate tmeent value.

When using this icon, the data for which the sterpgriod is given has to be clearly
identifiable by the users. This could, e.g., be fReaddress, cookies or browser
chatter, a chatroom posting, or even data givemir-commerce scenario that might
be tax-relevant and demand longer storage pelidégther, the purpose of the data
storage should be made transparent to the userat@iditional information should be
provided in a text available via mouse-over funwidy or being presented if the
user clicks on the icon.

® A similar icon has been proposed by [Meh07].

10 For example, in Germany tax-relevant data usubllye to be stored for 10 years (see section 147 ff.
Abgabenordnung (AO), the German tax code), whiteotata might only be stored for other periods (ater
alia retention periods for companies during theirnanty periods or legally obliged data retent&ee Directive

06/24EC).
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"(Third party) tracking” icon

The "(third party) tracking" icon stands for diféet variants of user tracking, i.e.,
possibilities to follow the user by her digital tfiprints”: Each time a user visits a
website, the server automatically collects certmformation about the visitor,
including, e.g., the user's web browser, the opeyatystem, the IP address, the
visiting time and possibly cookies. The cookidgtime can last for the session only,
or it can be much longer in case of a persisteokieo In this case, the storage period
could be added via using the "storage period" isbown above. In addition, the
purpose for the tracking could be given, e.g., Weett is a website-only tracking to
improve the site or customise it to better fit idual users' tastes, or whether the
tracking data is used by third parties to placesdikements.

Note that the icon proposed by [GPS09] looks simbat is restricted to third party
tracking for placing advertisements only: "siteowals third parties to place
advertisements that may track user behavior". VW@qee to differentiate between
the tracking and the targeted advertising as desgthelow.

"(Behavioural) targeted advertising™ icon

This icon illustrates whether users will be targefier advertising purposes based on
their behaviour. Technically, behavioural targetimgrks by means of tracking and

combining certain information about an individuatisuser. There is also a risk that
profiles created for behavioural targeting may ksedifor purposes other than
advertising. For example, ad networks that focusamething called "re-targeting”

may already be using profiles to help advertisdrarge different Internet users

different prices for the same item. Behaviourafif@s, particularly those that can be
tied to an identifiable individual, may also beempting source of information for

companies making decisions about people's creddurance or employment

[CDTO09].

To enable users to give or deny her legally validrimed consent for the usage of
cookies for behavioural targeted advertising, thengrehensive information about
certain facts is necessary. This includes inforomatibout the identity of the data
processor, purpose of processing or the retentiog to guarantee the necessary
transparency thus the user knows about trackirigggdace. Here, the icon could be
of benefit for service providers to ensure thatrsiggecome aware of the tracking
taking place giving the possibility to look up d&tdn the privacy policy. A given
consent may then be considered informed, cf. Prfeetieliverable D4.3.1 for
details about how deployment of privacy icons @idsgard to informed consent.

Today's online behavioural advertising systemsktthe user's surfing behaviour on
a website or across several websites by meansaf¢br) cookies [Eurll]. The use
of cookies is regulated by Article 5(3) of the edy Directive [EC02/58]. Thus,
legal provision for the storage of cookies and iggraccess to cookies necessitates
the user's prior informed consent, so-called "apfEurll].

In "Opinion 2/2010 on online behavioural advertiginthe Article 29 Working Party
focussed on (future) usage of behavioural targededertising. One of the
conclusions is that fact that ad network providers bound by the obligations of
Article 5(3) of the ePrivacy Directive insofar d®ey place cookies and/or retrieve
information from cookies already stored in the dsidjects’' terminal equipment
[WP2/10]. Cookie-based opt-out mechanisms in géndoa not constitute an
adequate mechanism to obtain informed user consenmost cases the user's
consent is implied if they do not opt out. Howevier,practice, very few people
exercise the opt-out option, not because they maade an informed decision to
accept behavioural advertising, but rather becabey do not realise that the
processing is taking place, much less how to eseritie opt out [WP2/10]. Pointing
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out relevant information with the "(Behavioural)rgated advertising” icon can

provide at least basic information to user. Aganost users won't know whether a
website enables behavioural targeted advertisinge T(Behavioural) targeted

advertising” icon can express that and therebyof@ informational surplus value
to the user. The user can now decide on herselthehshe wants to visit such a
website or not, and whether she opts out.

It is also conceivable to sensitise the user if da¢a controller or the data processor have
commercial interests in the user's data, but thig be harder to define. Such an icon could be
designed as shown in Figure 35.

Figure 35: Proposal for a commercial interest icon

As mentioned above, the icons above only illusttiageexistence of special data practices. Thus,
for each category a negated icon, i.e., an icorthfernegation of a statement that another icon
expresses, could also be useful - without the afskverwhelming the average user. A negated
icon could be designed as being crossed out, spdsigure 36

Figure 36: Proposal for an icon stating that thwitebe no aggregation with profile data

One problem in displaying information via a crossetlicon could be the clarity of the icon. Due
to the fact that the icons won't be large, illustras within the icon will have to be very clean. |
case of crossed out icons this clarity might suffer

3.1.6.2 Information about data disclosure in Social NetworkSites

In both former PrimeLife icon sets special iconsueage in SNS were developed due to the fact
that SNS become more and more important areaseofoli many people - including the forced
disclosure of personal data [FiZ10]. Figure 37 shaw overview about icons that could be used
for SNS and may provide an informational surplusi®dor the user.

Figure 37: Excerpt of icons for SNS usage

Due to the fact that other icons for SNS usageedaih the user tests (cf. Section 3.1.4), we
focussed on the three icons above in Figure 3Bgecific usage in SNS. Reducing the quantity
of icons was an objective of the further developinein Section 3.1.4.

58



Especially for specific data items from the usprifile, the recipient groups — i.e., who will be
able to access the information as cleartext — atealways clear to the users: Therefore, the
"selected individuals" icon can illustrate thattaér data disclosed by the user in the SNS will
only be visible for selected individuals, e.g.efils or contacts of the user. This could also be
helpful to support audience segregation functidiesli(if implemented in the SNS) available for
example in Clique [BeLel0]. Another possible reeipigroup is expressed by the "whole net"
icon. This icon stands for the fact that certaitadfisclosed by the user might be visible for every
web user. If users are aware of that before disujabe certain data items, they might be willing
to change the recipient group or the data confewriation could be the "whole net" icon that
integrates the logo of a specific SNS: this coukbhm"whole social network" instead of "whole
web".

The "identification" icon belongs to a differentegory. It means that the user may be identified
while proceeding to disclose certain data withie 8NS. Especially in a setting of anonymous or
pseudonymous usage of a SNS, this information eanind users of an additional risk.

3.1.6.3 Further usage possibilities for the icons

Previous work of PrimeLife on icons envisioned gt usage scenarios, and the icons from the
last icon set as briefly described in this text barused in these scenarios, too. One possilslity i
the illustration of elements of a privacy policy that users can put their attention directly to
those categories that are most interesting for tidaneover, users can learn about the icons and
their semantics, if they appear also in privacyqgoes - with the possibility of further explanation
in text form or in multimedia formats.

A second possibility could be that identity managatrsystems and privacy tools that help users
to manage their privacy needs pick up the iconsifguhe PrimeLife project a prototype of an
identity management system was developed [DoBoKI®¢ choice of icons could be triggered
by third-party ratings (see e.g. [GPS10]) or by hiae-readable policy statements from the
website. Again, the tools may educate users byngivnore explanation on the usage and
semantics of the icons.

In case icons become successful, the sets proleiihbe extended, so that most settings
concerning data processing that users may be #téetén are covered. To prevent problems for
data processors in installing the correct icomalsteuch as wizards may help to guarantee that the
right icons are chosen and are presented in ti agler enhanced by additional information
where needed. Such wizards could combine the mareageof real processes of data handling,
the wording of a natural language privacy politye statements in a policy language, and finally
the choice of icons.

3.1.7 Excursus: Privicons

An example for the usage of icons in a peer-to-peenario when users themselves attach to their
data information on how they want others to hatidéen is the Privicon approach. The Privicon
approach is being developed by researchers of @thfniversity, the PrimeLife project and
interested individuals [Pril0]. With the Privicopmoach, the sender of an e-mail message has a
means to express her preferences on how the messaigait should be handled by the receiving
user(s). For this purpose, the semantics of sinscm a graphical as well as in pure ASCII
representation ("Privicons") are described. Theyilarstrated irFigure 38

O [X]Keep Private 4 [=]1Delete After Reading
@ [o]lKeep Internal € [-1Don’t Attribute
E> [>]Please Share [/1Don’t Print
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Figure 38: Privicons

These icons can syntactically be integrated irfitiseline of the body, in the subject line and/or
in a dedicated header of any e-mail message.

The six Privicons have the following meaning: Byngsthe "keep private" Privicon, the sender of
the e-mail requests the recipient(s) to keep theived message private. Related is the usage of
the "keep internal” Privicon by which the receiviagers are asked to present the content only to
those people that are common friends, or othergisgify as "internal”, e.g., by being part of a
group of people that are in a tight relation tohbibite sender and the respective receiving user.

In contrast, the "please share" Privicon expredsesender's desire that the recipients share the
content or even the full e-mail message itself witters.

Again, another confidentiality-related Privicon"gelete after reading™: The sender requests the
recipient(s) to delete the e-mail after readin@it.using the "don't attribute” Privicon, the sende
asks the receiving user(s) to not attribute, namenention the original sender of the e-mail
message in any kind. If not stated otherwise, theeiving user(s) may quote, follow or
paraphrase the content, facts and opinions voieetid original message. The Privicon "don't
print" describes the sender’s request that theietis do not print the e-mail message.

Meanwhile a first browser extension of the Privisas being provided via the project's website
http://www.privicons.org/.

3.1.8 Conclusion and outlook

Privacy icons may be important means of conveyatgvant information about the processing of
personal data to a user and thereby enhance hereraga concerning her privacy. The
development of the final PrimeLife icon proposalicates the further proceeding in the icons
development.

Being aware that different research groups workha kind of privacy icons emphasises the
need for standardisation. In parallel to standatitia efforts that, among others, should involve
data protection authorities as well as user orgdioiss, the approach of machine-readable
privacy statements should be brought forward.

Furthermore, it has to be ensured that users migrpret icons with the same understanding the
data processor had in mind when illustrating th€he same applies for the written policy: due to
the fact that icons cannot replace a written polityhas to be ensured that the icons do not
suggest other content than the written policy.

The PrimeLife proposal might serve as a basis fretbping uniform icon sets that could be
introduced by leading providers.

Besides, thought should be given to incentivesifda controllers to inform the data subjects in a
better way than pointing them to the privacy poliagd to educate individuals for better
understanding of all aspects that are relevartidiv privacy.
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3.2 Policy Management and Display - 7" Iteration cycle

One of the aspects of the PrimeLife project wastgohnically enforce user control and
information self-determination. An important prewesite for supporting users’ control is to make
privacy policies of service providers more transpaand understandable.

For achieving better transparency, the PrimeLifécyd.anguage (PPL), allows users to define
and adapt their privacy preferences declaring umdiéch conditions they would like to release

what types of personal data. PPL also has the dipalh comparing the users’ preferences to the
privacy policy of a service provider, so that useas be informed about the extent to which their
privacy preferences will be satisfied. However, fadinary computer users, defining and
adapting their privacy preferences for properlyt@ctng their privacy online are complex and

error-prone tasks which usually require some |efetxpertise on basic legal privacy concepts
and principles. Besides, it is not reasonable sumg that users are willing to spend their time
and effort on configuring privacy preferences, spc considering that security and privacy

protection are not the users’ primary goals [WT99].

For simplifying the management of privacy prefeesicwork in PrimeLife has proposed an
interface called the “Send Data?” dialog, providingers with predefined standard privacy
settings which can be customized “on the fly” (igan be modified and saved as a transaction
takes place) and assisting them at the momentleétsey certifying attributes that verify their
identity.

The “Send Data?” dialog has its origins in the PEINPrivacy and Identity Management for
Europe) project [PFHD+05], where legal and usabiliéquirements were identified for an
interface of a user-friendly tool for privacy poéis management and administration. Since then,
the “Send Data?” dialog has gone through varicersitons of development and users’ feedback
has been considered at every iteration cycle. Ab@imoment of writing, the dialog is at it§ 7
iteration cycle (Figure 40), which will be the fineycle within the PrimeLife project. Earlier
description of the “Send Data?” dialog’'s interfaglements, design decisions and results from
usability tests can be found in previous Primetiédiverables [Pri09c, Pril0d, AFP11].

As of the &' iteration cycle of the dialog, a few important ohas were introduced that have been
persistent in the succeeding iterations:

» A two-dimensional “nutrition table” for privacy wastroduced to the dialog’s interface
based on the design suggestions and positive @ssits presented in [KRBCR09]. This
suggested table was modified to fit the previoudntified legal and HCI requirements
and to meet the demands of PPL.

* The use of anismatchingcon was suggested as a way to visually indigate, not too
alarming way, that a mismatch exists between tleg'siprivacy settings and a service
provider’s privacy policy.

» A user-friendly way of letting users select thedenatials that certify the attributes
requested by a service provider and enter valuesufeertified attributes. This
mechanism for credential selection is based inrd-lbased approach, as explored in
[Pri10b].

* An easier way to change privacy settings by progdistandard” predefined privacy
settings which can be customized semi-automati¢atiythe fly”, assisting users to state
their preferred level of privacy depending on tieersrio of the transaction. Also, the
possibility to consciously accept mismatching wasoiduced.
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It is worth mentioning some of the relevant chaniges) the " jteration (which description can
be seen in [AFP11]):

« Removal of the red and blue icons inside the twoedlisional table representing if data
was being requested for a specific purpose.

¢ Introducing color to the circled numbers inside mble,)O, which represent the data
controllers requesting information. Colour was usedo make the connection between
the table and the list of service providers inldgend more visible.

« Moving the legend, i.e., the list of data contns|eto the bottom of the table, instead of
above.

« Updating the mismatching icon so that it did natkddike a logotype.

¢« Removing the help panel, since it occupied spack eame-tracking data revealed that
participants did not read it the help text provided

The usability tests of the"Giteration cycle (Figure 39) conducted at KAU andRE revealed
that the test participants had in general only feablems with dealing with this prototype. The
six participants who filled out the post-test qi@staire at CURE rated their satisfaction with an
average of 1.83 (1= very high, 5= very low). Alltbem stated that they would recommend the
tool to their friends.

The usability testing however also revealed somthefremaining usability issues of the dialog
that still needed to be addressed. During the litsatasts, a cognitive walkthrough method was
employed [WRLP94] and eye-tracking data was reabrdée following points describe the
relevant results obtained from usability testing{AtJ with the help of 10 test participants, along
with suggestions for improvement that were includtethe interface for the”‘7cyc|e.

Send Data? fead
Your data will be sent and used for the following purposes 6
Admin Contact  Feedback Marketing Payment
Mame - Certified By:
@ Driver's License [Swedish] - 5.0 % > » >0 >a» -
Cardrumber - Certified Byw:
T Wisa Credit Card [My privatec... ¥ — — — — bY 1
Expirationdate - Cerkified By:
™ Wisa Credit Card [My privatec... ¥ — — — — > Ll 3.
Email:
J>8 » >0 >e» -
» Datawill be sent to: 3 Data will be forwarded to athers
@ eBay Inc. checkout (wew,sbay,com, contack@ebay .com)  Privacy Policy == [ata will not be sent
2 Visa (www, visa,com, customersupport@visa,com)  Privacy Policy
Privacy policy matching )
i Your Privacy Settings do not match with @s Privacy Policy, My current privacy settings:
Found mismatches: g"- Mearly Anonymaus o

- ¥ou do not allow your Mame to be used for: Contact, Feedback, Marketing
- ¥ou do not allow wour Email ko be used for: Contact, Feedback, Marketing

- You do not allow your Mame to be forwarded to others For: Contact, Marketing [ Accept mismatch

- Yfou do not allow your Email ko be Forwarded to others for: Conkact, Marketing for this krans action only v

Cancsl

Figure 39: “Send Data?” dialog: Design of th&ieration cycle
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Four out ten of test participants at KAU had a hareé noticing quickly and clearly the
purposes for which data was being requested, ajthooost of them understood them
after a short time of interacting with the dialdgwas suspected that this problem arose
due to a lack of visibility on the column headingpresenting the purposes of data
usage, since eye-tracking data suggested thatipartis did not read or notice the
headings for each column of the table. Also sorseparticipants at CURE had problems
to directly understand the table and its contentbstMof them overcame this
comprehension problem after a few moments lookirfy A suggestion was made to add
the title “Purposes” above the columns and makimggdolumns’ headings more visible,
as well as to provide better help functions.

Four out of ten participants at KAU expressed thdsh to visualize thenismatches
within the table or interpreted the table as beangepresentation of their own privacy
settings. The purpose of the table, however, iprasent a clear and visual-friendly
summary of the service provider's privacy policyuring the most recent tests it was
observed that the table can also help users dealyecavacy mismatch as long as they
have their privacy settings in mind. However, tlottdm panel is meant to give users a
more user-friendly and not too alarming visual esgntation of mismatches by showing
a puzzle piece icon. The use of an icon suppogsufability heuristic of “recognition
rather than recall”, which lets the user visuattigagnize a mismatch, instead of forcing
them to keep their privacy preferences in mindtadl time. From the results of a post-
guestionnaire, seven out of ten said that they nshaled the purpose of the puzzle-piece
icon.

Eight out of ten participants reported understagdirat, at the moment of sending data,
only the attributes of each selected credentiaki, and not the whole credential itself.
This is an improvement from the tests performechwuite design of the"5iteration
[AFP11], where participants believed that the whotedential was sent. Curiously
enough, no redesign in thd" Bteration was made on the visualization or the way
participants selected credentials. However, rentptfre colorful buttons from the table
might have had an impact on the way credentialctete was perceived (i.e., a less
confusing table). Some improvements to the tableesaggested, so that users are able
to recognize and select credentials in an easigr @ example, having different colors
for each row (credential) in order to differentidiem visually, as well as representing
credentials with icons that can be easily iderdifley users. Attributes of the related
credentials were also grouped together, so thatttibutes for the same credit card
would be identify as belonging to the same credéniye-tracking data showed that
there was a better visual connection made betweendlored circled numbers inside the
table (e.g.» ®) and the list representing the service providesspared to the previous
iteration. However, the test at CURE also showed thany test users dd not see the
table legend at the first glance and did not cjeariderstand the icons in the table
entries. Further improvements have been made irtieration so that the logo of the
service provider is shown instead of circled numh{)rlﬂ).

Eye-tracking data revealed that participants faitedead the list of found mismatches,
presumably due to too much text. Suggested imprem&ninclude rewording the
mismatches with simpler text and bolding the atitéls so that users get an idea of what
is not matching in a quicker way.

Participants appreciated the possibility to manamgeacy settings “on the fly, although
some were confused by the labels of the predefat@ddard privacy settings (“Nearly
anonymous”, “Minimum data” and “Requested dataf’)was suggested to simplify the
labels to make them more understandable by renarfiegn to “High privacy,
“Medium privacy” and “Low privacy”.
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Send Data? B

Your data will be sent and used for the following purposes

Purposes
L Administration Contact Feedback  Marketing Payment
Attributes
Name - Certified By:
‘ W Driver's License [Swedish] - 5... % > E » > E > g» =
Eredit ard - Coftifind i
O Visa Credit Card [My private ... %
-~ JE———— - - - - >V
E-Mail:
Y OE» » >E >E» -
3 Datawil be sent to: P Data will be forwarded ko others
E Example,com's skore subscription (skore, example, com, contact@esample, com) Brivacy Policy = Data will not be sent
v Yisa (i, visa,com, customersupport@visa,com) Privacy Policy
Privacy policy matching @ |
‘our Privacy Settings do not match with a's Privacy Policy because, My current privacy settings:
wour settings say that wou want wour: \‘f,“ Medium Privacy Settings W |
- E-Mail not to be used for Marketing purposes
- E-Mail not to be retained for 10 days {settings: 7 davs) [ &ccept mismatch
Far this transaction only v

Cancel

Figure 40: “Send Data?” dialog: Design of th&iteration cycle

Besides the modifications mentioned above, thetiaddl changes have been implemented in the
prototype for the ¥ iteration cycle (seen in Figure 40):

¢ Providing tool tips inside to the elements insidee ttable to provide users with
information in the case they try to interact witle table.

¢ Adding meaningful but simple icons to the creddstia make it easier what type of
information the credential represents. For exampleard icon would represent a credit
card certified credential, the “@” symbol icon woulgpresent the email uncertified
credential.

« Dimming the possibility to accept mismatches ifrthés no mismatch. In other words,
the “Accept mismatch” checkbox becomes inactiveéh# user's privacy preferences
match the data request from the service provider.

« Help text information is provided to the users wiskcking on the context help icons.
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Chapter

Conclusions

This deliverable presents recent results of PrifieelActivity 4's work on user-friendly
representation of privacy-enhancing identity manag@ concepts, including friendly user
interfaces for policy display and administration.

The Privacy-Enhancing Technology Users’ Self-EstiomaScale presented in Section 2.1, which
we developed in PrimeLife and have consistentliaggor post-test interviews, has helped us to
better evaluate how users value privacy featuregesndary tasks of PrimeLife prototypes.

The question of how to induce the correct mentatleh@f users for novel PET concepts for
which no obvious real-world analogies exist, reraas an important challenge for the usability
of privacy-enhancing identity management. Our reeaxperiments with different metaphors for
anonymous credentials reconfirmed the difficultiesising analogies when describing this novel
technology. In our first rounds of tests the majyomf users believed that the anonymous
credentials would work in the same fashion as tlastip credentials we compared them to.
Interestingly, as we report in Section 2.2.2, @test test revealed that adding a reference to the
main difference between the two types of credenfadapted”) influences the induced mental
model of the users and decreased the error ratadddfon by more than 60%.

The final usability evaluation of PrimeLife protpgs (Clique, Dudle, Reputation Management
Wiki, Privacy Dashboard, Scramble) and policy ifdees (“Send Data?” dialog), which we
presented in Sections 2.3 and 3.2, revealed tteti@ed prototypes were well accepted by our
test participants, who were able to handle theetirversions of the prototypes. However, some
minor changes and adoptions were still recommenaléchprove the usability and workflow of
all prototypes. These proposed solutions havedjrbaen partly implemented.

An important research result for Activity 4 is alde set of PrimeLife policy icons presented in
Section 3.1, which were elaborated and chosen inyelRife partner ULD based on intercultural
tests performed at Karlstad University and an enturvey hosted at CURE. As pointed out
above, the next important step to take will bestamdardisation of the policy icons, which should
also ensure that on a long terms policy iconshélinterpreted correctly.
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Appendix

Appendix A: PET-USES

Instructions

This test is designed to measure your experiente tive system you've tested today. Your answers
will be used to evaluate the system so please antheequestions as truthfully as you can. As the
questions are designed to measure various asfetis systems usability there are no right or wrong
answers. Please use the scale below to indicatdab extent you disagree or agree to the statements

that follow.

1 Strongly disagree

2 Disagree

3 Neither agree nor disagree
4 Agree

5 Strongly agree

General usability

1. I found it easy to learn how to use Hystem 12345
2. I had to learn a lot in order to use fystem 12345
3. | keep forgetting how to do things with tkigstem 12345
4. | need a lot of assistance to use $lyistem 12345
5. I find thesysteninterface easy to use 12345
6. | find the organisation of treysteninterface understandable 12345
7. 1 get confused by theysteminterface 12345
8. | find it very difficult to work with thesystem 12345
9. | find that the benefits of using tlsgstemare bigger then the

effort of using it 12345
10. I would like to use thisystenregularly 12345
Data management

11. | get a clear view of my persormdtafrom the system 12345
12. I find organising my persondata easy with this system 12345
13. | find keeping track of various user names padswords is

easy with thisystem 12345
Credential management

14. | find it easy to add personally issued creidéntinto the

system 12345
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15. I find it easy to add / import certificatesdrihesystem
16. | find it easy to manage my certificates aretlentials

Privacy Preferences
17. 1 find it easy to use settings for how mucthow little datato

be released

18. 1 find that thesystemhelps me understand the effects of

different privacy settings
19. | feel safer knowing that | will be notified Ifim about to
release mordatathen my chosen preference

Recipient Evaluation

20. Thesystemmakes it easy to decide if it is safe to releage m

data

21. 1 don't understand how tkgstendetermines if a data recipient

is trustworthy

22. | feel safer releasing my personal data whersylstemstates
it's ok

Data Release

23. | know what personal information I'm releasing

24. | find it easy to decide how much or how littlata to release
in a given transaction

25. 1 get help from the system to understand whbreceive my
data

History

26. | can easily find out who has received my peatdata with
this system

27. | get a good view of who knows what about n@mfrthis
system

28. | can easily see how much I've used a partiausarname with
this system

Headings and numerals are mainly for presentational purposes and thus
optional during the use of PET-USES. Items 2, 3, 7, 8, and 21 should be
reversed before summated.
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Appendix

Appendix B: Usability Heuristics

The used heuristics bases on the Ten Usability isteas presented by Nielsen
(http://www.useit.com/papers/heuristic/heuristic. fignl).

Consistency: Consistency describes a common design of elenartsprocesses from
the users' point of view; all user interface corteeghould thus be consistently designed

Feedback: Feedback means that users expect a sufficiergraysaction to all of their
actions

Efficiency: The user interface must enable the users to oatriheir tasks efficiently

Flexibility: The system must allow different users to worketightly, or a single user to
work differently if he wishes or needs to, in ortleaccomplish goals

Clearly marked exits: The user must always know how he can leave afgpeontext,
window or display when working with a user inteda@nd how he can return to his
starting position

Wording in the users’ language: Wording in the user interface must be known and
easily understandable to the user

Task orientation: A user interface shall always be designed to pessibly suit the
users' tasks; never shall a user need to adapsystam

Control: The user must always be in control of the systlenuser must never have the
feeling of the system controlling him

Recovery and forgivenessThe system must prevent the user from (unknowjrtgling
severe actions; the user shall be able to undagelsaor actions easily

Minimize memory load: The user shall able to completely focus on hik,tast being
troubled with the user interface as such; therefloeeuser interface must require as little
cognitive effort as possible

Transparency: The user must always know what will happen whenakes an action-
the user interface must be transparent

Aesthetics and emotional effectEverything has an emotional effect; if a userriaise
has an inappropriate emotional effect, it will nfiéee with the users’ tasks
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