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Abstract

The Data Track is a user-side transparency-enhgriool developed in PrimeLife, which provides the
users with a history function documenting what pead data the user has revealed to whom under

which conditions. Besides, it provides online fuoies to access the user’s personal data at theteemo
services side.

This deliverable documents Primelife work packag2'sAwork on a usable Data Track. After
introducing into the Data Track functionalities ahd technical background, we will present the ltesu
of five iterations of user interface developmermid asability testing, which we performed at Karista
University and at CURE. We also present our iniviark on a Data Track for social communities as
well as on a Data Track for lifelong privacy.
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Executive Summary

Within the PrimeLife project, Privacy-enhancing rdisy Management Systems and Tools are
researched and developed, which aim at enhancmgnttividuals’ control over their personal
spheres. The set of PrimeLife tools includes thé&aOaack, which is a transparency-enhancing
tool providing the user with a history function, iain documents what personal data the user has
disclosed to whom under which conditions, as wellgth functions for accessing her personal
data at remote services sides online. The objedivhis deliverable is the presentation of the
research and development work by PrimeLife workkpge 4.2 on a usable Data Track with a
focus on HCI (Human Computer Interaction) aspetth®application.

The first Chapter of this deliverable briefly ddébes the legal background and social trust factors
which have motivated the development of the Dateld naithin PrimelLife. This chapter also
outlines the deliverable itself and provides a sbhwerview of related work.

The second Chapter describes the history funcémasthe online access function which are the
two main functions of the Data Track. The objectiédhe history functions is to provide the user
with a view of what data she has released to varitaia controllers under which conditions (i.e.
under which negotiated or accepted privacy polanyd to enable her to perform granular searches
within these listings. The objective of the onliaecess function is to allow the user to examine
what data a given data controller have stored ahbewuand also allow to change these data if they
are no longer accurate or even delete them if siee mo longer wishes the data controller to store
the data (if the data controller permits data micdifons or deletion). In Chapter three an
overview of the technical details of the Data Tracfrovided.

Chapters four and five both present usability tpeiformed on the Data Track. All in all, five
iteration rounds of user tests have been perforahédristad University and at CURE'’s usability
lab in Vienna. Although the objectives of the temts to investigate the users understanding of the
Data Track, an additional objective of these twapthrs are to describe the interface solutions
proposed by Activity 4. The main results of theruwsts are that the Data Track has reached a
rather mature state, but that there are still s¢liat warrant further attention.

In addition to investigating the developed ande@dbata Track described above, this deliverable
also describes future directions of research tteaabout to be undertaken.

As more and more personal information is publisted distributed by users to other users in web
2.0 settings, such information also needs to berparated within the Data Track. The reason for
this is not only a matter of history but also ateradf legality and transparency as users broadly
publishing information about others should be mas@re of that informed consent by the
individuals concerned is required. Furthermore, théividuals concerned should have the
possibility to either give or deny consent to thélgation of personal information relating to
them and any consent given or denied by them t@tidication of their personal data by others
should be documented in their data tracks. ThegefarChapter six, a first possible solution of a
tagging management system, which can assist usarbtain informed consent before they are
publishing data about others, is presented thatweak as the foundations for a Data Track for
social communities.

Chapter seven deals with a lifelong perspectivéhenData Track and the issues that have to be
considered in order create a system for privacy idadtity management throughout life. The
main objective here is not to present technicaltgmis but rather to understand the implications
of key concepts such as privacy and identity mamagé covering allareas of life the full
lifespan andall stages of life



Finally, in Chapter eight, we summarize the maimdiitgs of the deliverable and point out
directions for our future work.
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Chapter

Introduction

1.1 Motivation and Background

Privacy-enhancing Identity Management Systems aachiiologies, which are researched and
developed within the PrimeLife project, aim at emting the individual's right to informational
self-determination by providing tools, which alldtaem to better control what personal data are
released to which data controllers under which &tmm$ and how these data are processed. For
making well-informed decisions on personal datald®ires and for controlling that personal data
which were once disclosed are processed accordiriggtl privacy provisions and negotiated
privacy policies, the transparency of personal gabaessing plays a key role.

Moreover, transparency is not only an importangple for protecting the individual’s privacy,
but is also essential for a democratic society.oBiety, in which citizens could not know any
longer who knows who knows what about them in amgrgsituation, would be contradictory to
the right of informational self-determination. Henahe privacy principle of transparency of
personal data processing is enforced by most wegigvacy laws, including the EU Data
Protection Directive 95/46/EC, which provides datijects extensive information and access
rights.

Pursuant to Art.10 EU Directive 95/46/EC, indivitkiabout whom personal data are obtained
have the right to information about at least thentity of the controller, data processing purposes
and any further information necessary for guarangeéair data processing. If the data are not
obtained from the data subject, the data subjemis the right to be notified about these details
pursuant to Art.11. Further rights of the data saty include the right of access to data, the right
to obtain from the data controller knowledge of libgic involved in any automatic processing of
data concerning them at least in the case of ttwraied decisions (Art. 12 a), the right to object
to the processing of personal data (Art.14), arelrtbht to correction, erasure or blocking of
incorrect or illegally stored data (Art.12 (b)).

Transparency is also an important means for enhgnend user trust in applications. As
discussed by Leenes et al. [Leenes et al. 05}, itnen application can be enhanced if procedures
are clear, transparent and reversible, so thasueget in control. This also corresponds to the
findings of Trustguide [Trustguide 06], which prdes guidelines on how cybertrust can be
enhanced.

With the advance of modern communication technologjuding sensor networks and ambient
computing technology, transparency is, howevenemgsingly at stake. Transparency-enhancing
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technologies can help users to enhance transpandgta processing by providing tools to
users, or their proxies acting on behalf of therasénterests (such as data protection
commissioners), for making personal data processinig transparent to them.

A transparency-enhancing technology for privacyppses can be defined as a technical tool that
has one or more of the following characteristie® (also [Hedbom 09]):

1. it provides information about the intended collestistorage and/or data processing to the
data subject, or a proxy acting on behalf of thia dabject, in order to enhance the data
subject’s privacy;

2. it provides the data subject with an overview ohtvpersonal data have been disclosed to
which data controller under which policies;

3. it provides the data subject, or her proxy, onéigeess to her personal data, to information on
how her data have been processed and whetherakigwine with privacy laws and/or
negotiated policies, and/or to the logic of datacpssing in order to enhance the data
subject’s privacy;

4. it provides “counter profiling” capabilities to tlata subject, or her proxy, helping her to
“guess” how her data match relevant group profidsch may affect her future opportunities
or risks;

A key success factor for the employment of trarspay-enhancing tools is usability. The
transparency-enhancing tools and their user irdesfashould be intuitive and easy to learn,
efficient to be used, and they should be pleasansé and thus be valuated by the end users. This
also means that transparency-enhancing tools slpwaldde an optimum of relevant information
without overloading her with too many details, whigill be hard for her to manage or to digest.

1.2 Objectives, Scope and Structure of this Deliverable

The objective of this deliverable is the presentatdf the research and development work by
PrimeLife work package 4.2 on a usable Data Tratkch we have conducted within the first 28
months of the PrimeLife project.

The Data Track is a user-side transparency todl avihistory function, which keeps a record for
each transaction, in which personal data are diedldo a communication partner. This record
shows which personal are disclosed to whom, whieldentials and /or pseudonyms have been
used in this context and what has been the negdtjaivacy policy. The first versions of a Data
Track have already been developed by us in the BRAR6 EU project as part of the PRIME
integrated prototype, on which our work in Primelils building. Within the scope of the
PrimeLife project, we have further conducted wask énhancing the functionality and usability
of the Data Track. For this, we have especiallyettgyed and tested user-friendly search
functionalities plus online functions, which nowoal end users to access, correct or delete their
data at the remote services side (as far as pedhitThe Data Track is thus a transparency-
enhancing tool, which addresses the characterigtiaad 3 of the definition given above. The
Data Track functionality is presented in more detachapter 2 (“Basic Functionality of the Data
Track”). More background information on techniaalpiementation is briefly provided in chapter
3 (“Technical Background”).

The emphasis of our work in WP 4.2, which will leported here, has been on the HCI (Human
Computer Interaction) related aspects. As peog@@ain many transactions, which may involve
multiple providers simultaneously, the implemematof a usable Data Track is difficult from
an HCI perspective. Providing users with easy-twaearch tools for finding relevant records about
past data disclosure is one example. Besides,ragséas have little experiences with online access
functions, which allow them to access their dataebmote servers. This may also have impacts on how
easy the online access functions will be to legrthb end users.
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For the development of a usable Data Track, we fieN@wved an iterative design based on a
cyclic process of Ul (User interface) prototypingability testing, and refinements of the Data
Track user interfaces. The results of our usabiiéists as part of the iterative design process are
reported in chapters 4 (“Usability Tests at Kadstiiversity) and chapter 5 (“Usability Tests at
CURE").

Furthermore, we have started with research on a Datck for social communities, which allow
users to keep track and better control what inféionaabout them is published by others on social
networking sites. Our first results on photo mamaget system are presented in chapter 6. (“Data
Track for Social Communities: the Tagging Managensstem”)

Finally, also conceptual aspects and ideas on eldnf Data Track have been discussed in
cooperation with PrimeLife Activity 1, which are ramarized in chapter 7 (“Lifelong Data
Track”).

1.3 Related Work

There is some previous related work on transpardnoys for keeping track of previous
transactions, even though there is not as muchengability of these tools.

As mentioned above, a first Data Track versionhwitmore limited functionality, was developed
and tested within the PRIME EU project [Petterssbal. 06]. The PrimeLife Data Track, which
is presented in this deliverable, is enhancingRReME Data Track in terms of usability and
functionality.

User side tracking functions including online accisctions were also already suggested in the
PISA EU project [van Blarkom et al. 03].

“iJournal’[Bruckner et al. 05], a part of Mozillariracy Enhancement Technologies (MozPETS),
lets users define what data they want to keep twwéend then analyzes the released data for that
information, thus keeping track on what informatigas released and when.

“iManager”[Jendricke 02] for use with PDAs and melphones makes it possible for users to
attach contexts (application, location and recgivath identities, thus knowing what data are
handed out. However, to our understanding, themoisvay of knowing what data have been
released if the user dynamically changesheridedtityng a session or changes the settings of an
identity. Thus, it keeps track of data that werkeased, but does not really have any history
functionality.

Microsoft CardSpace [Chapell 06] also has somes#etion tracking capabilities, which however
do not include detailed information about negotlapmlicies. During the final phase of the
PRIME project we ran a small test comparing thdl (stototypical) PRIME Data Track with
Microsoft's CardSpace. The focus in CardSpace sunalialthough virtual “identity cards” is also
reflected in its history functions; users had tarsk data “per card”, while our prototype Data
Track allowed for searches across the templated fmsedata releases. The latter is more of a
traditional database design which, admittedly, benmore demanding but this solution was
definitively more liked by the test participantshalugh they managed to solve tasks more easily
with CardSpace [Pettersson 08].

Besides, there are some commercial systems andcatupls, such as Google Dashboard,
Amazon’s Recommendation Service, or the NorwegigBokernment Service Min Side, which
grant users online access to their data and alilemto rectify and/or delete their data. In cortras
to the Data Track, these are services side furse@om not user side tools. Besides, they usually
grant users access only to parts of their datanahtb all the data that the respective serviaés si
processes (e.g., Google Dashboard only providessacto the user's search query history,
Amazon only provides access to the user’s profifermation). Besides, they can only provide
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access to authenticated (nhon-anonymous) user$eToest of our knowledge, no usability studies
of these approaches have been published yet.
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Chapter

Basic Functionality of the Data Track

The Data Track is a tool that is meant to giveuber an overview of what data have been sent to
different data controllers under which conditionsl @lso to make it possible for a data subject to,
in an easy and online way, exercise her rightctess data according to the EU Data Protection
Directive. It is thus both a history tool and atenactive transparency tool providing online access
to data at remote services side. The Data Traakiag prototype is currently integrated in the
PRIME core for testing purposes but could withttelieffort be moved to other environments
provided that certain requirements holds (See @n&)t This chapter will give a basic overview
of the functionality of the Data Track and discUdsoncepts used.

As mentioned above the Data Track both presentsds¢a as well as gives the user online access
to stored data on the service side. When preseitiagfunctionality of the Data Track it is
therefore beneficial to divide it into these twortpa For simplicity reasons we will call the
functionality for locally keeping track of data digsures the *“history functions”, and the
functionality taking care of online access to tkeris data at a remote services side “online access
functions”. The following sections will describeste two function groups.

2.1 History functions

Every time the user sends personal data to a dateotler that information is stored in the Data
Track. The storage itself is not performed by theeDTrack but by the application sending the
personal data (in the prototype case it is the ARIddre). These data are then accessed and
presented by the Data Track. The first thing a aees when opening the Data Track is a listing of
all data controllers that received data from ther (gsee Figure 1). The listing contains the name of
the receiver, over what time period the receives teaeived data and the number of sessions in
which data have been given away to the receivertfie total number of sessions recorded in the
data track for this receiver. The list also ha®iffihg and sorting functionality. Users can alsd ad
columns to the listing in order to see the différestegories of personal data sent. By expanding
the summary row of a receiver the individual sessimade to the receiver is shown (see Figure
2).

17



18

. Here you can see who knows your data, and { )
:t Data TraCk get assistance with data correction or remowal |

\
Add Columns
Recipient | Time Stamp I Occurences

» [ [search... |7

P Shake My Werld 2007-01-30 - 2008-01-30 3 i

b sBAB 2007-03-12 - 2008-11-15 4 |

[ ] 20070312 - 2008-11-15 4

[ 3] 2009-07-12 - 2010-02-01 4 i

P Ving 2006-03-12 - 2010-01-15 4

P Adobe 2010-01-05 - 2010-02-01 2 i

P Helmia 2006-01-30 - 2010-02-01 3 i

P HTH 2009-06-10 - 2009-06-10 1 !

P Adiibris 2009-01-30 - 2008-03-15 2 |

P sas 2009-05-28 - 2010-01-17 4 i

P Skandia 2007-03-22 - 2008-09-15 4 |

P LaRedoute 2008-06-13 - 2008-11-09 2 |

» opI 2010-01-13 - 2010-01-21 2

P Landstinget i Varmland 2007-05-12 - 2009-08-15 4

» MQ 2008-05-22 - 2008-08-30 2

P Amazon 2010-01-21 - 2010-01-21 1 |
b
i
i
|

Primel.ife

Figure 1: Receiver listing.

. Here you can see who knows your data, and { )
:t Data TraCk get assistance with data correction or remowal |

(Fecors i | |
Add Columns
Recipient Time Stamp I Occurences

» [57 [search...
b Shake My World 30 - 2008-01-30 3 |
b sBAB 2007-03-12 - 2009-11-15 4
[ ] 2007-03-12 - 2009-11-15 4 i
b s 2009-07-12 - 2010-02-01 4 Il
P Ving 2006-03-12 - 2010-01-15 4 |
P Adobe 2010-01-05 - 2010-02-01 2
P Helmia 2006-01-30 - 2010-02-01 3 N
P HTH 2009-06-10 - 2009-06-10 1 l
P Adiibris 2009-01-30 - 2009-03-15 2 I
P sas 2009-05-28 - 2010-01-17 4 I
W Skandia 2007-03-22 - 2009-09-15 4

Skandia 2008-05-26 1919 1

Skandia 2009-06-24 13.43 1

Skandia 2009-09-15 16.04 1

Skandia 2007-03-221742 1
P LaRedoute 2008-06-13 - 2009-11-09 2
» opI 2010-01-13 - 2010-01-21 2
P Landstinget i Varmland 2007-05-12 - 2009-08-15 4
» MQ 2008-05-22 - 2008-08-30 2
b Amazon 2010-01-21 - 2010-01-21 1

Primel.ife

Figure 2: Receiver listing with one receiver expathd



By double clicking on a session (or through a pogplpice) the user can open a session window
(see Figure 3). This window gives the user detaitddrmation on what data were sent in the
session, the exact values of the data and for piigtose the data were sent. The window also
contains a button that makes it possible for ther tsview a snapshot of the actual negotiated or
displayed privacy policy for the receiver.

-
& Primelife - Data Track

Contact information..

[' Summar}r‘] | Privacy Policy |

Name : Skandia
Organization: Unknown
Street: Unknown

City: Unknown

Country: Unknewn

URL: http:/fwww.skandia.se
Date: 2009-06-24 13.43.00

|| -Revealed Data 2009-06-24 13.43.00.,

r -
[} |.' )
|| Retrieve data Delete all data
|| from Skandia from Skandia
[l

! Category Data Purpose
[l Password - gal Identification

(| |Official family name Vainstein Identification
||| [Identifier 621221-6200 Identification
||| |First name Inga Identification

Figure 3: The session window

If the user presses the summary button or doulidkscbn a receiver summary in the receiver list
a summary window is opened (see Figure 4). Thiglaingives a detailed view on all data sent to
this receiver in all sessions together with theetilmey were sent and what entity (if any) verified
the authenticity of the data. The history functidgawill be further discussed and analyzed in
Chapter 4 (Ul Tests).
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Contact information..

Name : Skandia

Organization: Unknown
Street: Unknown

City: Unknown

Country: Unknown

URL: http://www.skandia.se
Date: 2007-03-22 - 2003-09-15

Retrieve data Change data Delete data
from Skandia at Skandia  at Skandia

Record List |

-
(7

! Category | Data Sent | Verifier Sent | Time Stamp
7 [sesrch. | 5 [search. |7 [search.. [ [seerch
P Identifier 671271-6200 Transportstyrelsen 2008-05-2619.19.00
P Official family name Vainstein 2008-05-2619.19.00
P First name Inga 2008-05-2619.19.00
P Password ings1221 2009-06-24 13.43.00
P Professions Journalist 2007-03-221712.00
P Strest Lingonstigen 8 2007-03-2217,12.00

Figure 4: The summary window

2.2 Online access functions

Online access is of course dependent on the rigl#tscess and the privileges that the data subject
has on the remote system. Generally these rigletgiaen and managed by the owner of the
remote system and could for example be part ofpitieacy policy that is agreed upon or
formulated in some form of service contract. In sorases the system owner is, by law, required
to store and process data for a specified timeogerin these cases there likely would be
limitations to access or manipulation of these dateified by the applicable law.

The online access functions are mostly integrated the session window and the summary
window (see Figure 4). Both windows contain a numdfebuttons for accessing, changing and
deleting data. Starting with the session windowpittains the online access buttons: retrieve data
from “receiver” and delete data at “receiver”. hetuser presses the retrieve-data button the Data
Track will contact the receiver and (if allowed}rieve the data stored under the identifier used
for that session at the receiver side. These diltédevpresented alongside the data stored in the
user Data Track (see Figure 5).
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f =
W DPrimelife - Data Track %ﬂ
—

rContact information..

Summary | | Privacy Policy |

MName : Skandia

Organization: Unknown |
Street: Unknown

City: Unknown

Country: Unknown

URL: http://www.skandia.se
Date: 2009-06-24 13.43.00

,-_Re'veafed Data 2009-06-24 13.43.00..

Retrieve data Delete all data
| from Skandia from Skandia

Category | Data Remote Data Verfied By Purpose
Password ingald2l al221 Identification
Official family na... Vainstein sinste Identification
Identifier 621221-6200 521221-6200 Transpottstyrelsen Identification
First name Inga Inga Identification

Figure 5: Session window with remotely stored data.

Any deviation between what is stored locally antately will be marked in this view so that it is
easy for the user to spot any deviations.

If the user pressed the delete all data at “recemgtton, all data stored under the identifierdise
for this session will be deleted (if the user has tight to do so) from the data controller. A
number of warning windows are shown before deleiiues place in order to minimize errors.

Going back to the summary window it contains tHva#tons for online access functionality, i.e.,
retrieve data from “receiver”, change data at “neme, and delete data at “receiver”. The retrieve
data from receiver has the same functionality a&s hihtton in the session window with the
exception that all data stored under any identifised to communicate with the receiver is
retrieved (if the user is allowed to do this). lert the verifier of the data (if any) stored & th
data controller is returned. The retrieved datapaesented in a similar manner as for the session
window (see Figure 6)
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& Primelife - Data Track

Contact information..

Narne : Skandia

Organization: Unknown
Street: Unknown

City: Unknown

Country: Unknown

URL: http:/fwww.skandia.se
Date: 2007-03-22 - 2009-09-15

Record L |

S 2

Retrieve data Change data Delete data
from Skandia at Skandia  at Skandia

» Category Data Sent Verifier Sent Remaotely Stored Data Remote Stored Verifier Time Stamp
‘?lr:ser:h‘.. "J’lEea.’ch... YlSe:rch... S |Search.. 7 |Search.

w Identifier 6212216200 Transportstyrelsen 2008-05-26 19.19.00
Identifier 621221-6200 Transportstyrelsen 2009-06-24 13.43.00
Identifier 621221-6200 Transportstyrelsen 2009-08-15 16.04.00
Identifier 621221-6200 Transportstyrelsen 2007-03-2217.12.00

»  Official family name Vainstein 2008-05-26 19.19.00

P First name Inga 2008-05-26 19.19.00

b Password ingal22l 2009-06-24 13.43.00

P Professions Journalist u 2007-03-2217.12.00 i

b Street Lingonstigen 8 Linganstigen B 2007-03-2217.12.00

Figure 6: Summary window with retrieved remote data

By marking an entry in the list and pressing theditge data at “receiver™ button the user can
change the value of the remotely stored data €ituther is allowed to do this) and if the user marks
an entry and presses the delete data at “recdiverharked data are deleted on the receiver side.

All changes made will be stored locally and presérnin the changes view so that the user has an
overview what changes have been made (or requestddyhen (see Figure 7). The online access
functionality is further discussed and analyzed cimapter 4 (Usability Tests at Karlstad
University).
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] Here you can see who knows your data, and
:c Data TraCk get assistance with data correction or rémova\

Receiver Reason Category Old Data Time Stamp

YlEearch... S |Search.. o | Search.. N |Search.., N | Search.. %

v Adlibris i [ 2009-01-30 - 2009-03-15 3|
Adlibris value changed e-mail address inga@yahoo.se 2009-03-1510.27 1
Adlibris value deleted credit card valid until 12/12 2009-03-1510.27 1
Adlibris value deleted credit card valid until 12712 2009-01-3016.33 1 II

i
|
|
N
|
|
4] I el
* |
Primelife ]

Figure 7: The Changes View

23



Chapter

Technical Background

Data Track - behind the scenes

In this section, we will discuss the internal waigs of the Data Track. This will in essence be an
overview, not an in depth description, of the téchhdetails of the Data Track. The reason for
this is twofold. First, the nature of the delivdieats mainly focused on the HCI problems and the
technical part is a support for the HCI parts aedosd, we want to keep the deliverable in a
feasible size.

3.1 Local Function of the Data Track

The Data Track itself is in essence a window opdltdatabases. These databases are the session
database, the Personally Identifiable Informati®i)(database and the changes database.

The session database contains information relatexd dpecific web server session and contains
information such as the contact information of dla¢éa controller, the time of the session and links
to personal data released during that session. &&gion is uniquely identified with a random
Universally Unique Identifier (UUID). In the impleented case all UUID are 128-bit random
values

The PIl database stores all personal data that baege released in the different sessions. The
entries there present the category and value addbee Each category-value entry is stored with a
local UUID. The identifier used when the data wesleased is stored together with each category-
value pair. The identifier itself is also a UUIDaths shared by the client side and the servioe sid

Finally, the changes database contains a historyeqfiested changes by the client on sent
personal data and changed sessions.

The Data Track itself does not care how the infdionais entered into the different databases,
this could be done by any entity controlling andnitaring the release of personal data. The
important thing is that the database structureaésqrved. In our current implementation it is the
PRIME core and specifically the “send-data—dialtigit stores the data. The Data Track will read
the information stored in the databases and presem a number of different views, making it
easier to understand, and also adds functionalith ®s the possibility to filter and search the
data.
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3.2 Remote Function of the Data Track

In order to access remotely stored data the DateKTeurrently makes use of web services calls to

the service side. The web services are divided timee types of services, those that return the

data stored on the service side to the local DedakT those that change or update data stored on
the service side and those that delete data storélae service side.

The services that return data will either retutrdata associated with an identifier or the valbie o

a specific category of data associated with antifien The data returned by the services is
compared by the Data Track with the locally stodath and presented in a comparison view. Any
deviations between the two sets of data are maskeithat the user easily can see if the service
side’s information is the same as the one senthbyuser. Since all data stored on the service
under a specific identifier is returned it is pb#sito derive if the service stores more data than
were sent and the value of these data. The datdbaek also contains the verifier (if present) of
the individual data records. This verifier is prgsel to the user and thus gives the user an idea
from where any “non-sent” data are collected deast the basic origin of the data.

The services that changes data will change theevafua personal data associated with an
identifier based on the category and its previostdyed value. The service will not in fact change
the value of a PIl database entry. Rather, a néwl@®&base entry is created with the new values
associated with the identifier and that entryn&did with the session in the Session database. The
old entry is unlinked and instead linked to a ctehgession entry in the changes database. This
has been done in order for both sides to keep thathat changes have been made and when and
also makes it possible to do a rollback of the geanin case of errors or malfunctions in the
system.

Finally, the services deleting personal data aasetiwith an identifier will do this based on the
category and the current value of the stored drataaudit reasons and for error handling the data
entry itself is not deleted as such, rather itsi@an the remote service is set to null on theiserv
side. On the client side the entry is handled mlileha change and is thus unlinked from the
session and linked to a changed session in thegebatatabase. This is done in order to make it
possible for a user to keep track of which dataliha been deleted.

The functions are all called as responses to @iffeuser actions in the interface. Usually these
actions are initiated by the user pressing a bugtacthoosing a menu entry in a popup menu. The
reasons for not calling functions automatically. empen session windows are opened or other
actions occur is that this behavior would likelysa a lot of unmotivated error messages when
the client tries to open the Data Track and eitherclient or the service is not on line. We also
like the Data Track to have a smooth operation auitthaving access to the net. Of course the
remote functionality will not work in this case kthie local functionality of keeping track of sent
data and searching and filtering in these data dvaudrk as expected. This would not be the case
if we called the remote service automatically oremlepening new views.

3.3 Security Considerations

There are a number of security issues that aréaket care of in the current implementation of
the Data Track. These are all related to some fafraccess control. First, none of the databases
used are currently encrypted. This is of courserdis in a productive setting since otherwise a
compromised client would turn into a great privaisk for the user. The reason for this in the
current implementation is that we are using theltdes native to the PRIME core as the data
feed and they are not encrypted in the latest mersi the PRIME core.
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Second, the access control on the web servicgspiesent stage rudimentary. In order to access
the data, all that needs to be known is the randemtifier shared by the client and the service. In
essence this is similar to a 16-byte password aszgseme. Clearly this would not be enough in a
production system since the data accessed is @htroe) highly privacy-sensitive. This state of
affairs can however be easily overcome by explgithe fact that the services, due to the privacy
logging functionality in the core, is also in possien of an identifier unique public key. By
encrypting the response of the services with tbidip key, an attacker needs not only to know (or
to guess) the identifier but also be in the possessH the private key tied to the identifier inder

to compromise the system. Similarly the private &eyld be used to sign requests for change and
deletion in essence accomplishing a two factor entibation scheme. This is however not yet
implemented in the current prototype.

Finally, there is a need for a more fine-grained whspecifying access, e.g., by stating that the
user is not allowed to change or delete certairiesnbr specify under what conditions an entry
can be modified. In order to do this in a generahner a policy language is needed. The current
version of the PRIME core not fully suited for thisirpose. However, there is a new policy
language under development in PrimeLife and wefaltewing this development to see if and
how this could be used to accomplish a more firsgagd access control in the prototype.

One can remark that strictly speaking the accestralas outside of the Data Track since the
Data Track is agnostic to how the service acceandsstores the data as long as it is delivered
through the specified web services interface. Onstralso keep in mind that all communication
between the client and the web services is conduoteer TLS/SSL thus minimizing the
possibility of eaves dropping by an external atéack
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Chapter

Usability Tests at Karlstad University

In order to evaluate the usability of the Data Krddl, four rounds of usability tests were
performed between March and May 2010.

4.1 Test scenarios & test setups

As all four rounds of tests were more or less idahthey are described together and differences
are pointed out where they occur.

4.1.1 Purpose

The general purpose of all the tests was to ewvalte users’ comprehension of the Data Track
Ul. The first test was a pilot test to validate thst set up and procedure which was followed by
two rounds of tests which differed only in regat@ishe amount of instructions given. The last test
round was a combined test were the participands filhere asked to use the Credential Selector
Ul to perform a transaction followed by the Datadk test. This was done in order to see whether
users would get a better grasp of the applicatibtigey got to experience both sending data and
reviewing stored data firsthand.

4.1.2 Participants

The 48 test participants were aged between 19 an@38male and 23 female. All participants,
except one, use internet on a daily basis. Allipipeints shop online at least once a year. Most
users state they shop online once or several mmasnth and a few users state they shop online
once or several times a week. All participants watglents at Uppsala University of which none
studied computer related topics.

4.1.3 Procedure

All tests followed the same procedure except inarég to the pre-test instructions. The test
session was around 30 to 60 minutes long and ecwutdhe following parts:
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" Oral and written information about the test in gahéAppendix A.1)

" Pre-test questionnaire (Appendix A.2)

" Pre-test introduction

" Pilot and first round of tests: instruction movie

" Second round of test: very short oral presentatifier which users were given a few
minutes to click around as a familiarising task

" Third round (Data Track and Credential Selectiomlomation) as above but with
additional information regarding the Credentialeg&bn mock-ups.

" Test person reads task information (see below)raedacts with prototype

" In the third round (Data Track and Credential S@meccombination) the participants

were asked to use the Credential Selection Ul tehase a book from Amazon.com both
before and after using the Data Track.

" Post-test questions (Appendix A.3)

" Online Post-test PET-USES questionnaire (Appendd A
" Discussion about the given answers

4.1.4 Tasks

More specifically understanding the Data Tradkwas operationalized as a number of smaller
questions.

" Do users understand how to search within the tabl@ssks 2,4,5 & 9)

. Do users understand how to open the “summary card"? (Task#&.5)

. ) Do users understand how to update information héa“‘summary card"? (Tasks 7,10 &
12

" Do users understand how to add columns to the tabla? (Tasks 2 & 12)

" Do users se the sort function of the main tabl&s28K 5)

" Do users se the expand function of the tableskéTag: 12)

The questions presented above were investigatedghrthe following specific tasks:

Task 1 - What information have you sent to Amazon?

To complete task 1 in Data Track version 0.61 ther thad to first double click the Amazon row
in the main window, Figure 8, so that the Summangldor Amazon is opened, Figure 9. Here the
users are expected to see that the informationisémé “Card number”, “Credit card valid until”,
“Official family name” and “First name”, but alsbat the credit card information verifier “VISA”
and the person verifier “Transportstyrelsen” atssént.
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& PrimeLife - Data Track

» Here you can see who knows your data, and
. Data Track get assistance with data correction or remaval

Record List T Changes ‘ Record Slider | Owr Credentals |

» Reciplent | Time Stamp \ Occurences
L] K I
b adibris 2009-01-30 - 2009-03-15 2
b CFI 2010-01-13 - 2010-01-21 2
P Skandia 2007-03-22 - 2009-09-15 4
| i) 2005-07-12 - 2010-02-01 4
b Ving 2006-03-12 - 2010-01-15 4
b Shake My World 2007-01-30 - 2008-01-30 3
P Landstingeti warmland 2007-05-12 - 2009-08-15 4
| TS 2003-05-28 - 2010-01-17 4
b SEB 2007-03-12 - 2009-11-15 4
P Adobe 2010-01-05 - 2010-02-01 2
P Helmia 2006-01-30 - 2010-02-01 3
b SBAB 2007-03-12 - 2009-11-15 4
b MO 2008-05-22 - 2008-08-30 2
P LaRedoLte 2008-06-13 - 2009-11-09 2
P Amazon 2010-01-21 - 2010-01-21 1
» 2009-06-10 - 2009-08-10 L

Primelife

Figure 8: Main window for Data Track v.0.61

& Primelife - Data Track Q@

Contact information..

Mame | Amazon

Qrganization: Unknown

Sireet: Unknown

City: Unknown

Country: Unknown

URL: htfp:/fwww.amazon.com
Date: 2010-01-21 - 2010-01-21

Record List rchanges rRecord Slicker ’/Own Credentials ‘

» Category | Data Sent | Werifier Sent | Time Stamp
i ‘Search.‘. |‘f' ‘Searchm |‘{ ‘Search.” |‘f' ‘Searchm

» Fistname Inga Transportstyrelsen 2010-01-21 11.32.00

¥ Official famity name Yanstein Transportstyrelsen 2010-01-21 11,32.00

¥ Card number 5520 £365 12014758 Wisa 2010-01-21 11.39.00

P Credit card valid untl 12/12 Wisa 2010-01-21 11.39.00

Figure 9: Summary Card for Amazon in Data Track6Cand v0.71.

For version 0.71 of Data Track the main window’sore list was updated to also include right
clicking, both for the summary rows, Figure 10, &nel transaction rows, Figure 11. This version
also implements an “add column” button, Figurewich will be discussed later in this chapter.
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& PrimeLife - Data Track

=] X]

. Here you can see who knows your data, and )
< Data Track get assistance with data correction or remowal @
Record List rchamges rRecord Slicer rown Credentials ‘
‘ Add Columns
» Recipient ‘ Time Stamp ‘ Occurences
k4 ‘Search‘.‘ |‘7 |Search.‘ |Z‘Search.‘.
» SEB 2007-03-12 - 2009-11-15 4
b SAS 2009-05-28 - 2010-01-17 4
¥ Skandia 2007-03-22 - 2009-09-15 4
P Landstingeti Varmland 2007-05-12 - 2009-08-15 4
b s3] 2009-07-12 - 2010-02-01 4
P Shake My World 2007-01-30 - 2008-01-30 3
» SBAB 2007-03-12 - 2005-11-15 4
» ving 2008-03-12 - 2010-01-15 4
P Helmia 2008-01-30 - 2010-02-01 3
P AR 210-01-21- 2010-01-21 1
P A - 2010-02-01 2
b La 06-13 - 2009-11-09 2
» DP 2010-01-13 - 2010-01-21 2
¥ adibris 2009-01-30 - 2009-03-15 2
P MO 2008-05-22 - 2008-08-30 2
» HTH 2009-08-10 - 2009-06-10 1
Primelife
Figure 10: Main window of DT v.071, view of the Red List.
W PrimeLife - Data Track g@ﬁ
- Here you can see who knows your data, and )
:d Data TI'aCk get assistance with data correction or remaval @
Record List rchanges ’/Record Slider ’/me Credentials
‘ Add Columns
» Recipient | Time Stamp ‘ Qceurences
[ [searon... | 7 [search... |7 [search...
» SEB 2007-03-12 - 2009-11-15 4
b sas 2009-05-28 - 2010-01-17 4
¥ skandia 2007-03-22 - 2009-09-15 4
P Landstinget | varmland 2007-05-12 - 2009-08-15 4
b =1 200%-07-12 - 2010-02-01 4
P Shake My World 2007-01-30 - 2008-01-30 3
b SBAB 2007-03-12 - 200%-11-15 4
P ving 2006-03-12 - 2010-01-15 4
P Helmia 2006-01-30 - 2010-02-01 3
¥ Amazon 2010-01-21 - 2010-01-21 1
Ama 10.A1.21 11 1
: Open summary card for Amazon 2
2
» 2
» 2
P MO 2008-05-22 - 2008-08-30 2
» HTH 2009-08-10 - 2005-06-10 1

Primelife

Figure 11: Main window of DT v0.71 showing new irgetion of right clicking.

In version 0.8, an “icon bar” is included in theimaindow and the summary card. In the main
window the “icon bar” contains the “add column” tmut, Figure 12. In the summary card the
“icon bar” contains all summary card actions, FegiB. These features will be discussed later.
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W PrimeLife - Data Track Q@ﬁ

. Here you can see who knows your data, and )
:- Data TI'aCk get assistance with data correction or remaval \

Record List rchanges rRecord Slider ’/Own Credentials

k.

Pdd Columns
» Recipient | Time Stamp ‘ Qccurences
X ‘Search.‘. |‘! ‘Search.‘ “f |Search”.

b =] 2009-07-12 - 2010-02-01 4

| = 2009-05-26 - 2010-01-17 4

P MG 2008-05-22 - 2008-08-30 2

P Landstinget i varmland 2007-05-12 - 2009-06-15 4

b SBAB 2007-03-12 - 2009-11-15 4

b SEB 2007-03-12 - 2009-11-15 4

¥ ving 2006-03-12 - 2010-01-15 4

P Helmia 2006-01-30 - 2010-02-01 3

¥ Skandia 2007-03-22 - 2009-09-15 4

¥ Adibris 2009-01-30 - 2009-03-15 2

¥ Shake My World 2007-01-30 - 2008-01-30 3

» HTH 2009-06-10 - 2009-06-10 1

» Amazon 2010-01-21- 2010-01-21 1

b Adobe 2010-01-05 - 2010-02-01 2

» DFI 2010-01-13 - 2010-01-21 2

b LaRedoute 2008-06-13 - 2009-11-09 2

Primel.ife

Figure 12: Main window of DT v.0.8, view of the Red List.

’U PrimeLife - Data Track g@

Contact information.,

Name : Amazon

Qrganization: Unknown

Streef: Unknown

City: Unknown

Country: Unknewn

URL: hitp:/fwww . amazon.com
Date: 2010-01-21 - 2010-01-21

Record List | Changes | Record Slider | Own Credentials |
»

-
x =
Retrieve data Change data Delete data
from Amazon at Amazon &t Amazon

» Category | Cata Sent \ Werifier Sent \ Time Stamp
| 7 |search.. ' *J’i‘iearrh” i'i}' 1‘3earch. . )\f" “'ﬁsarch.

¥ Card number 55206365 1201 4758 isa 2010-01-21 11,3900

P Credit card valid untl 12/12 Visa 2010-01-21 11.39.00

B Official family name vainstein Transportstyrelsen 2010-01-21 11.39.00

b Firstmarme Inga Transportstyrelsen 2010-01-21 11.39.00

Figure 13: The Summary Card for Amazon in DT v.0.8.

Task 2 - How many times have Helmia received infifiam about your e-mail address
"inga@private.eu™?
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To solve this task in the most efficient way thergshave to add a new column to the record list.
To do this in version 0.61, the users had to rajiok the headings of the columns, Figure 14.

| @ PrimeLife - Data Track ;‘@‘

| o Here you can see who knows your data, an Contact Information [ )
P Data Track get assistance with data correction or remo

v Recipient

! ‘mecord Lst | Changes | Record Sider | Own( | Reciplent LRL
1 Recipient TimeStamp| Recpient Country s
7| J ‘ Reciplent Strest
Adbrs 200901-30- 20090315 | Recpient ity

oFl 2010-01-13 - 2010-01-21

Skandia 2007-03-22 - 2009-09-15 | _ Recpient Organisation
33 2003-07-12 - 2010-02-01

Ving 200603 -

Shizke My Worid 2007-01-30 - P
Landstinget i Varmiand 2007-05-12 - 2003-08-15 Zp Code

Released Information

a5 2009-05-28- 2010-01-17 | pame suffix
=2 2007-03-12 - 2009-11-15

Adobe 201001-05- 20100201 |  Searchquery

Helmia 006-01-30 - 2010-02-01 | offcial famiby name
SEAR 2007-03-12 - 2009-11-15

MO 2008-05-22 - 2008-08-30 | Identifier

LaRedouts 2008-06-13- 2009-1109 | Name prefix

Amazon 2010-01-21 - 2010-01-21

HTH 2009-06-10 - 2005-06-10 Represents organization

Country of residence

Mother Tongues

Location

Place of birth

Alzs

Dedvery City

Street

Delivery Zip Code

Cry

Delvery Street

Nationaiity

ICQ number

Interests and preferences
| B “ Professions
Primelife Lo
MMobile phone
Card number
Civl status
Administrative role
Phone number
Nickname

P Y P Y YT PTIPIYYYY ¥

Frstname

Middie name

Password

Contact information

E-mai address

Credit card security number
Polcy

Brth date

Figure 14: Adding a column in DT v 0.61

To add a column in Data Track version 0.71, thesuseuld either right click as in v.0.61 or they
could click the “add column” button as seen in FeglO. In version 0.8 the “add column” button
in the icon bar is used in the same manner as dtterbin v. 0.71, Figure 12. When the add
column button was clicked in either DT v. 0.71 o0\B, the list in Figure 15 pops up and the user
can select which columns to add. When the colunsrblean added the result would in all versions
look similar to Figure 16 with differences in th&Gaccording to their version differences.
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- & Add Columns g@ﬁ

Recipient Information Released Information
Recipient [ ] Administrative role

[ IRecipient LRL [ ] Alias

[ IRecipient Country [ ]Birth date
[IRecipient Street: [ card number

[ Recipient City [Ccity

[ Recipient Organisation [ civil status

[ contact information

[[] country of residence
[] credit card security number
E-mail acidress

[CIFirst name

112 number

[ 1dentifier

[Jinterests and preferences
[ ]Languages

[ | Location

[ middle name

[ I Mother Tongues

[ Name prefix

[ Mame suffix

[ Nationality

[ Kickname

[ official famity name

[ Password

[IPlace of birth

[T Policy

[ Professions
[]represents organization
[] search queary

[ street

| Cancel | \ Add Columns |

Figure 15: The Add Columns pop-up in DT v.0.8

rﬂ PrimeLife - Data Track g@ﬁ

) Here you can see who knows your data, and &)
- Data Track get assistance with data correction or remaval

Record List ’/Changes rRecord Slider rown Credentials ‘

EJd

pdd Columns
» Recipient ‘ E-mail address ‘ Time Stamp ‘ Occurences
i ‘Searchm “f |Search”. “f ‘Searchm “f |Search.‘.
b =] 2009-07-12 - 2010-02-01 4
P SAS inga@yahoo.se 2009-05-28 - 2010-01-17 4
b MO 2008-05-22 - 2008-08-30 2
P Landstingeti Yarmland 2007-05-12 - 2009-08-15 4
b SBAB 2007-03-12 - 2008-11-15 4
» SEB inga@private.eu 2007-03-12 - 200%-11-15 4
b ving inga@private.eu 2006-03-12 - 2010-01-15 4
¥ Helmia 2006-01-30 - 2010-02-01 3
Helmia inga@private.eu 2010-02-01 14.27 1
Helmia ingadryahoo se 2008-01-30 10,30 1
Helmia inga@private.eu 2006-01-30 11.43 1
P Skandia 2007-03-22 - 2009-08-15 4
P Adibris inga@yahoo.se 2009-01-30 - 2005-03-15 2
b Shake My World . 2007-01-30 - 2008-01-30 3
» HTH 2009-08- 10 - 2009-06-10 1
b Amazon 2010-01-21 - 2010-01-21 1
b Adobe . 2010-01-05 - 2010-02-01 2
» DFI . 2010-01-13 - 2010-01-21 2
P LaRedoute inga@yahoo.se 2008-06-13 - 2009-11-09 2

Primelife

Figure 16: Record List with “E-mail address” coluradded and “Hemlia” summary row
expanded in v.0.8.



When the “E-mail address” column has been addedshes then expand the “Helmia” summary
row to see all transactions to “Helmia”, Figure Hgre the users see that information has been
sent to “Helmia” three times but only two of thesmtain the e-mail address inga@private.eu.

Task 3 - You remember having sent some informatioAdlibris in the afternoon January 30th
last year, but you can't recall what delivery addrgou specified. Try to find it and write down
the information you've sent.

To solve this task the users open the summaryfoar@\dlibris”, Figure 17, and look at the rows
with a Time Stamp at 2009-01-30 to see what datavas transferred at that date.

'ﬂ PrimeLife - Data Track g@%

Contact information..

Mame : Adlbris

Crganization: Unknown

Streef: Urknown

City: Unknown

Country: Unknown

URL: http :ffwwew aclibris.se
Cate: 2009-01-30 - 2009-03-15

| Record List | Ehanges | Record Slider | Gwn Credentials |

¥ -
[

Retrieve data Change data Delete data
from Adibris  at Adibris  at Adlibris

» Category | Data Sent | Werifier Sent \ Time Stamp
[ [search. |7 [search.. [searcn. | [search.
¥ Card number 55206365 1201 4758 2009-03-15 10.27.00
¥ First name Inga 2009-03-15 10.27.00
P E-mal address nga@yahoo.se 2009-03-15 10.27.00
P Credit card valid unt 12/12 Wisa 2009-03-15 10.27.00
P Password ingal221 200%-03-15 10.27.00
v e 21 ]
v Zip Code 2008-01-30 16.33.00
'w Nickname IngalLnda 200%-01-30 16.33.00
v ity Karlstad 2009-01-30 16.33.00

Figure 17: Summary Card for “Adlibris” with the dirtransaction at 2009-01-30 selected
v.0.8.

Task 4 - How many times have you sent informatwmAdlibris?

This task is solved by looking at the Record Lisgure 12, where the users see that the column
“Occurrences” for the row “Adlibris” says “2”.

Task 5 - Who was the first recipient you sent infation to using your new software?

To solve this task the user clicks the name fieldhe column for “Time Stamp” so that the
columns are ordered by date, Figure 18. The top tlem says “Helmia”, which is the first
recipient that the user sent information to.
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& PrimelLife - Data Track Q@E

rJ Here you can see who knows your data, and { )
o Data TraCk get assistance with data correction or removal

Record List r Changes r Record Slider ’/OWH Credentials

+/

Pdd Columns

» Recipient | - Time Stamp Occurences
Search... 7 T |Search. .

»

P ving 2006-03-12 - 2010-01-15 4

b Shake My World 2007-01-30 - 2008-01-30 3

b SBAB 2007-03-12 - 2009-11-15 4

b SEB 2007-03-12 - 2003-11-15 4

P Skandia 2007-03-22 - 2009-02-15 4

P LandstingetiYarmland 2007-05-12 - 2003-08-15 4

| el 2008-05-22 - 2008-08-30 2

P LaRedoute 2008-06-13 - 200%-11-09 2

» adibris 2009-01-30 - 2003-03-15 2

| TS 2003-05-28 - 2010-01-17 4

b HTH 2009-06-10 - 2009-08-10 1

| s3] 200%-07-12 - 2010-02-01 4

P Adobe 2010-01-05 - 2010-02-01 2

» CFI 2010-01-13 - 2010-01-21 2

P Amazon 2010-01-21 - 2010-01-21 1

Primelife

Figure 18: Record List sorted after dates v.0.8.

Task 6 - What information does the recipient haweua you?

When the user opens the Summary Card for “Helnk&jure 19 is shown and the user can see
which information that has been sent to “Helmia”.

’.' PrimeLife - Data Track @

Contact information..

MName : Helmia

Crganization: Unknown

Street: Unknown

City: Unknown

Country: Unkrown

URL: http: A helmia,se
Date; 2006-01-30 - 2010-02-01

| Record List | Changes | Record Slider | Own Credentids |
7

~
e

Refrieve data Change data Delete data
from Helmia ~ atHelmia  at Helmia

» Category Diata Sent ‘ Werifier Sent \ Time Stamp
|7 [zearch... 7 |Search... i* rch... f‘? earch...

» ssword 2010-02-01 14.27.00

P E-mal address Inga@private. el 2010-02-01 14.27.00

P First name Inga 2006-01-30 11.43.00

Figure 19: Summary Card for “Helmia” v.0.8.
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Task 7 - Before you started using PrimeLife youisteged at DPI with the alias "Trulls”. After
you started using PrimeLife you changed your ali@&Snapshot”, but DPI still welcomes you as
Trulls on their website. (The fact is that you'vied to change it twice already on their website).
Change the information at DPI using your Primeldfestem.

How did you complete the task?

To complete this task, the user needs to retrieeedmotely stored data from “DPI”. To do so in

versions 0.61 and 0.71, the user had to locatéRbtieve all remotely stored data” button at the

bottom of the GUI, Figure 20. In Data Track versib@ the users can use the “icon bar” at the top
where the button and text “Retrieve data from OBBhown, Figure 21.

& PrimeLife - Data Track g@
Contact information..

Mame : DFT

Qrganization: Unknown

Street: Unknowmn

City: Unknown

Country: Unknowr

URL : http: /fdpi-digitalphoto.com

Date: 2010-01-13 - 2010-01-21
Record List | Changes | Record Slider | Gwn Credentials |
> Category Data Werified By Time Stamp

pre Er | T2 -
P Card number 55206355 1201 4758 Visa 2010-01-21 11.35.00
P First name Inga 2010-01-21 11.32.00
P Credit card vald until 12f12 Visa 2010-01-21 11.359.00
P Password ingalz21 2010-01-21 11.32.00
P E-mai address inga@yahoo.se 2010-01-21 11,339.00
P Nickname Snapshot 2010-01-13 14.21.00

(=il

_Retrieve all remotely stored data |

Figure 20: Summary Card for “DPI” DT v.0.61 and.V.D.
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@ PrimeLife - Data Track

=0

Contact information..

Marne : DPI

Crganization: Unknown

Street: Urknown

City: Unknown

Counfry: Unknown

URL: htip:ffdpi-digitalphoto.com
Date: 2010-01-13 - 2010-01-21

Fecord List | Changes | Record Slider | Own Credentials |

7

>
&

Refrieve data Change data Delete data
from QPT atDPI atDPI

Catsgory ‘ Data Sent | Verifier Sent

> ‘ Time Stamp.
| j{{Search. . }‘f ]'Searr.‘r:. |‘-]]":‘sarc‘r=‘ [Y rch..
¥ Card number 5520 6365 1201 4758 Wisa 2010-01-21 11.39.00
P Credit card vald until 12/12 Wisa 2010-01-21 11.39.00
P E-mal address inga@yahoo.se 2010-01-21 11,39.00
» Password ingalz21 2010-01-21 11,39.00
P First name Inga 2010-01-21 11.39.00
P Kickname Snapshot 2010-01-13 14.21.00

Figure 21: Summary Card for “DPI” v.0.8.

The data are then retrieved, Figure 22, and sh&igure 23. In Figure 23 the users see the data
remotely stored and more especially that the nigleatored by “DPI” is “Trulls” while the
nickname sent is “Snapshot”.

Contact information..

MName | DPI

Qrganization: Unknown

Street: Unknawn

City: Unknown

Country: Unknown

URL: http://dpi-digitalphoto.com
Date: 2010-01-13- 2010-01-21

"PRecord List | Changes rRecord Slicer: [’Ovun Credentials ‘

¥

Refrieve data Change data Delete data

from DPI atDPL atDPL
» Category | Dlata Sent | Werifier Sent | Time Stamp
| ﬂ‘;e:nch. I“? 1>‘ear‘:h . I\? 1>‘ear-:h |\f' I'Search .
¥ Card number 5520 6365 1201 4758 Visa 2010-01-21 11.39.00
P Credit card vaid unt 12/12 Wisa 2010-01-21 11.39.00
P E-mai address inga@yahoo.se 2010-01-21 11.39.00
¥ Passiord ngalz21 2010-01-21 11.39.00
P Firstname Inda 2010-01-21 11.39.00
¥ nickname Snapshy W Status... 2010-01-13 14.21.00

Contacting DPI
[ |

‘ Avbryt ‘

Figure 22: Retrieving data from “DP1” v.0.8.
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@ PrimeLife - Data Track

T JETE

Gontact information..

MName : DPI

Qrganization: Unknown

Street: Unknown

City: Unknown

Country: Unknown

URL: http:#fdpi-digitaphoto.com
Date: 2010-01-13 - 2010-01-21

Record List | Changes | Record Slider | Gwn Credentials |

?

B

Refrieve data Change data Delete data

from DPI at DPL atDPL
» Category \ Data Sent ‘ ‘erifier Sent | Remotely Stored Data \ Remote Stored Verifier |

I 1Search‘.‘ [‘7 1Sﬁarch.‘. [ T !Search. | Seard! tv !Search % [ |
» Card number S520 6365 12014758 Visa = 20
P Creditcard valduntd  12/12 Visa 20
P E-mail address nga@yahoo.se 20
P Password ngalzz1 20
P Firstname Inga . 20
P Nicknames Snapshot Trulls 20

Figure 23: Remotely Stored Data at “DPI”

In version 0.61 and 0.71 the users had to righkchie “Nickname” row to get a menu, Figure 24,
where they can choose to change remotely stored. dat0.71 double clicking was also

implemented to open the “Change Remotely Storedid/al’ pop-up. In Data Track v.0.8 the

users can still right click to get the menu fori@es to perform, but they can also select the
“Nickname” row and then click the “Change data &'Tbutton in the “icon bar”.

® PrimeLife - Data Track

Mm%}

Contact information..

Mame : DP1

Qrganization: Unknown

Street: Unknown

City : Unknown

Country: Unknown

URL: http:/idpi-digitalphoto.com
Date: 2010-01-13 - 2010-01-21

Record List fchanges rRecord Slider "Own Credentials ‘

» Category Data werified By ‘ Remote Data | Remote Stored Verifier |
o | v | | | | 7]
P Card number 5520 6365 1201 4758 Visa 5520 6365 1201 4758 Visa 20
b Firstname Inga Inga 20
P Creditcard validuntl  12/12 Wisa 12/12 Visa 20
P Password ingalzzl ingalzzl 20
P E-mal address inga@ryahoo.se Inga@yahoo.se 20
P hickname Snapshot Tenl 20

Get Remotely Stored Data

Delete Remotely Stored Data

Figure 24: Right clicking to change Remotely Stobeda in DT v. 0.61 and 0.71.
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If one of these actions is performed, the intecacin Figure 25 is shown where the nickname
“Snapshot” is written. To change the nickname tber clicks “OK” and the information is sent to

“DPI” in the same manner as if the data were reg¢defrom “DPI”, Figure 22. The new data are
then updated and displayed, Figure 26.

Contact information..

Name : DPI

Qrganization: Unknown

Street: Unknown

City': Lnknowr

Country: Unknown

URL: http: fdpi-digitalphoto.com
Date: 2010-01-13 - 2010-01-21

Record List | Changes rRewrd Slider rowm Crederttiaks |
»

~
&

Retrieve data Change data Delete data
from DPI atDPl atDPl

» Category | Data Sent \ Werifier Sent ‘ Remotely Stored Data | Remote Stored Verifier |
[ [zearch | 7 [seerch | [search |7 [search | = [search |1
» Card number 55205355 1201 4758 Visa 5 7] 20
P Creditcard vaiduntl  12/12 Wisa 20
P E-mal address Inga@yahoo.se 3 20
P Password Ingal221 [ 1 20
» Inga INgz 20
3 E s ) I 75

Change Remote Data

ﬁ‘ Change remotely stored value for "Mickname" to:
o] |
o J[ bt |

Figure 25: Change remotely stored value for “Niake&aat “DPI”

(=/O0ES

4 PrimelLife - Data Track
Contact information..

Mame : DPL

Qrganization: Unknown

Streef: Unknown

City: Unknown

Country: Unknown

URL: http:/idpi-digitalphoto.corm
Date: 2010-01-13 - 2010-01-21

Record List | Changes | Record Slider | Own Credentials |

4 -
z

Retrieve data Change data Delete data

from DP1 at DRl at DRl
Category ‘ Data Sent | Werifier Sent ‘ Remotely Stored Diata | Remote Stored Yerifier ‘
[ [searcn.. [ [search. | [search.

Card number

5520 6365 12014758 Visa

'leearch”
i

» | 7]
» 20
P Creditcard vaidunti  12/12 Wisa 20
P E-mal address inga@yahoo.se 20
P Password ingal2z1 20
P First name nga 20
P Hickname Snapshot 20

Figure 26: Remotely stored data changed at “DP!”
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Task 8 - What happened after you made the chanigeskn7?

The correct answer here is simply to describe Wwhppened in task 7.

Task 9 - Have you ever disclosed any informatioa twmpany named BEIFA?

In the Record List the users have to search foragbipient “BEIFA” to complete this task, Figure
27. This makes it obvious that there is no inforaratisclosed to this particular company.

& PrimeLife - Data Track g@
1o k data, and &3
#Data Track 55%iGana i tats corrarmon of rémosal \@)
Record List | Changes | Record Slider | Qwn Credentials |
E3
pdd Columns
» Recipient ‘ ~ Time Stamp | Occurences
v [eera | | [search..
PrimeLife

Figure 27: Record List search for “BEIFA”

Task 10 - It is summer and you've ordered a neeh&it from HTH to your summer place in
Angermanland. You realize in retrospect that yogeet the wrong postal code for the address to
your summer place in the PrimeLife-system. Becdlutekes several weeks for the kitchen to be
delivered you assume you still have time to makanges before the actual delivery takes place.
Correct postal code is 873 91. Change it!

How did you complete the task?

To complete this task the user has to open the suyncard for “HTH” and then find the
“Delivery Zip Code”, not the “Zip Code”, Figure 28he user can, as discussed in task 7, change
the zip code by right clicking, double clicking wging the icon bar option “Change data at HTH".
The data will be sent, updated and shown as waadjrshown and discussed for task 7.
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W PrimeLife - Data Track g@ﬁ

Contact information..

Marme | HTH

Crganization: Unknown

Street: Unknown

City: Unknown

Country: Unknown

URL: http:ffunww. hth.se

Date: 2009-06-10 - 2009-08-10

Record List | Changes | Record Slider | Own Credentials |

L)

Retrieve data Changs data Delete data
from HTH atHTH atHTH

Category | Data Sent | verffier Sent | Time Stamp:
b ‘Seﬂrch ‘ ‘.’}S?arc\ ! ‘ i |3?.a: ch, |Y ‘St‘ai ch
Card number 55206365 1201 4758 Visa 200%-08-10 19.54.00
Delivery City Bollstabrik 2009-06-10 19.54.00
Credit card valid untl 1212 Visa 2009-06-10 19.54.00

Delivery Strest Brobacken 3 2009-06-10 19.54.00

vTYvvTvvYvYTVTYTYTY ¥

v Zp Code I .00
Strest Lingonstigen 8 2009-06-10 19.54.00
Mobile phone 0706-555 325 2009-06-10 19.54.00
Zip Code 65200 2009-08-10 19.54.00
Firstname Inga 200%-06-10 19.54.00
Official famity name Yainstein 2009-06-10 19.54.00
City Karlstad 2009-06-10 19.54.00

Figure 28: Summary Card for “HTH” showing the “Dalry Zip Code”, v.0.8.

Task 11 - What happened when you made the chartigekiri 0?

The correct answer here is simply to describe Wwhppened in task 10.

Task 12 - You have shared your e-mail address @wyghoo.se” on several occasions, now you
want to find out who has received it from you.

As shown and discussed in Task 2, the users fingt ko add the column “E-mail address”. After

this the users searched for the e-mail addresa@nhoo.se” in the new column. If they have
not expanded all rows only three recipients willshewn, Figure 29. The users will see only those
companies who have received only the e-mail addiega@yahoo.se”, companies who have

received more than one e-mail address will nothmva here. To show all transactions to all

companies the user first has to expand all rowsthed search for “inga@yahoo.se”, Figure 30.
The expansion is done by clicking the black arrovthe left of the table headings. The companies
that have received the e-mail address can theadreis the list.
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& Primelife - Data Track

=JOES

) Here you can see who knows your data, and { )
] Data TraCk get assistance with data correction or removal

Record List rchanges rRecord Slider ”me Credentials ‘

EJ

Pdd Columns

» Recipient ‘ E-mail address ‘ Time Stamp | Ocourences
hrd |Search. . ‘ hd ||nga@yahoo.se ‘ v |Search . | w ‘Search .

b SeS inga@yahoo.se 2009-05-28 - 201001-17 4

P Adibris inga@yahoo.se 200%-01-30 - 2009-03-15 2

P LaRedote inga@yahon.se 2008-06-13 - 2009-11-09 2

Primelife

Figure 29: Record List search for e-mail addreghaut rows expanded, v.0.8.

N m X

] Here you can see who knows your data, and 1
- Data TraCk get assistance with data correction or remaval !

W PrimeLife - Data Track

Record List rChanges rRecord Slicer ’/me Credentials ‘

+/

dd Columns

- Recipient E-mall address ‘ ‘ Time Stamp | Qccurances

Al |Search. . 7 linga@yahoo.se ‘ ‘\! ‘Search. . |\j |Search

v SAS inga@yahoo.se 2009-05-28 - 2010-01-17 4

SAS inga@yahoo.se 2009-05-28 13,16 1

Mg inga@yahoo.se 2008-08-30 12,35 1

Helmia inga@yahoo.se 2008-01-30 10,30 1

¥ Adlibris inga@yahoo.se 200%-01-30 - 2009-03-15 2

Adibris inga@yahoo.se 2009-03-15 10,27 1

Adibris inga@yahoo.se 2005-01-30 16,33 1

Shake My world nga@yahoo.se 2008-01-30 01.24 1

Adobe nga@yahoo.se 2010-02-01 1251 1

DPI Inga@yahoo.se 2010-01-21 11.39 1

w LaRedoute nga@yahoo.se 2008-06-13 - 2009-11-09 2
LaRedoUte nga@yahoo.se 2009-11-09 20,19 1
LaRedoute inga@yahoo.se 2008-06-13 19.44 1

Primelife

Figure 30: Record List search for e-mail addregh all rows expanded, v.0.8.

Task 13 - Deny "Shake My World” to use your e-naaddress (you discovered that you used the
same e-mail address on another online chat andwlant to risk getting recognized).
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First the user must open the summary card for “8idi World” and then select the row for E-
mail address. To deny “Shake My World” to use thaal address the user has to delete it and to
do so the user can either right-click the row, émsions 0.61 and 0.71, or select it and then click
the “Delete data at Shake My World”, in version,0Rgure 31. The data will be updated at
“Shake My World” and shown as in Figure 32.

'u PrimeLife - Data Track g@ﬁ

Contact informatior..

MName : Shake My World
Organization: Unknowm

Sireet: Unkriown

City: Unkrnom

Country: Unknown

URL: bt Awww shakermyworld.com
Date: 2007-01-30 - 2008-01-30

Record List rchanges ”Record Slider rown Credentials ‘

¥

‘ (=] z
Refrieve data Change data Delete data
from Shake My World at Shake My World at Shake My World
» Category Data Sent | Werifier Sent Time Stamp
| 7 |zearch... N ‘Search.‘ W |Search... 7 |Search...

»

P Pass Get Remotely Stored Data 2007-02-01 00,32.00
P hickn 2007-01-30 23.19.00

Change Remotely Stored Data

Figure 31: Summary Card for “Shake My World”

VU PrimelLife - Data Track g@\

Contact information..

MName : Shake My World
Organization: Unknown

Street: Unknown

ity Unknown

Zountry: Unknown

URL: http: {pinnw. shakemyorld.com
Date: 2007-01-30 - 2008-01-30

Fecord List | Changes | Record Sider | Guwn Credentials |

¥

>
L,

Retrieve data Change data Delete data
from Shake My World at Shake My World at Shake My World
» Categary | Data Sent | Verifier Sent ‘ Remotely Stored Data ‘ Remote Stored Yerifier |
If{]Seaffh . [Y{Sear:h I‘:?]‘Ssar ch, 7 |Search.. f‘i’lsaarh . [Y
P Password ingail221 Z 200
P nickname The reporter 201

Figure 32: Summary Card for “Shake My World” afeemail addresses has been deleted.
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Task 14 - You recently received an e-mail from M@eve they greet you as Inga Vainstein but
you cannot remember giving this information to thdm it true that MQ have stored more
information about you than you have sent?

This question was added in the second and thinddrofi tests.

To fully complete this task the user has to fiedtieve all data from “MQ”. When this is done,
Figure 33, the user can see that “MQ” has stored'@fficial family name” while this never has
been sent to them.

W PrimelLife - Data Track g@

Contact information..

MName : MG

Qrganization: Unknowm

Street: Unknown

City: Unknown

Country: Unknown

URL: http: fnvinic, ma.se

Date: 2008-05-22 - 2008-08-30

Record List | Changes | Record Slider | Owin Credentials |

4 -
Z

Refrieve data Change data Dielete data

from mg atmQ atmQ

» Category \ Data Sent \ Werifier Sent | Remotely Stored Data \ Remote Stored Verlﬁer|

W |Search.., [“.f |‘:e.=,n:h L‘.’lsaaw:h I\!I?earch L‘.’(ﬁeazch . |J
P City Karlstad K 201
P Firstname Inga 200
P Street Lingonstigen 8 200
P Zip Code 652 00 200
P E-mal address inga@private.eul 200
P Identifier 621221-6200 Transportstyrelsen 20
P Password ingal221 200
P Official family name 20

Figure 33: Summary Card with Remotely Stored Da#iBved, v.0.8.

Task 15 - Did you send information to any recipient2009-06-27 and/or 2009-06-287?

This task is solved by searching for the dates M7 and 2009-06-28 in the Record List
column “Time Stamp”. It is then easy to see thatehhas not been sent any information at these
particular dates.
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& PrimeLife - Data Track g@]
Kd Here you can see who knaws your data, and
> Data Track get assistance with data correction or remaval \g)
Record List rChanges rRecord Slider rowm Credentials
+
fdd Columns
- Recipient ‘ Time Stamp | Qcourences
7 [pearch... |7 [2009-08-2 | 7 [search..
Skandia 2009-06-24 13.43 1
Primelife

Figure 34: Record List search for dates with aNs@xpanded, v.0.8.

4.2 Test results
4.2.1 Task 1 - Information sent to Amazon

During the three rounds of tests, only 5 of thep&8ticipants understood that their name was
verified by ‘Transportstyrelsen’ and 2 of the papants thought that information regarding their
name was being sent to ‘Transportstyrelsen’ instéakimazon.

During post-test discussions all participants ustbed the concept of verifiers indicating that the
idea is to novel too be solved by an intuitive dtldhat one might expect a need for education.

4.2.2 Task 2 - Number of times “Helmia” got the e-mail
“inga@private.eu”

In total, 26 of 48 participants completed the taskrectly, 8 of the participants were lacking
information and 14 adding information. The mains@afor lacking information was the fact that
participants did not understand that they were wigwthe summary line and hence did not expand
the table.The main reason for adding informatios tieat participants included the summary line
as an entry. Thus, the majority of errors stemmenhfparticipants not comprehending the design
of the table.

4.2.3 Task 3 - Retrieving the delivery address from “Adlibris”

All'in all 41 out of 48 participants completed thé&sk correctly. The participants who did not do
so basically misunderstood the question and eificemot state the full address of Adlibris or
responded with extraneous information.
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4.2.4 Task 4 — Number of times “Adlibris” was given information

In total 42 of 47 (1 missed the question) partinisacompleted the task correctly. The five
participants that erred counted the summary roanasccurrence.

4.2.5 Task 5 — First recipient of information

In total 42 of 48 participants completed the taskeactly while the rest read the table incorrectly.
The main reason for errors seems to be that thizipants did not sort the table but rather looked
through it for the earliest date.

4.2.6 Task 6 - Information given to the recipient in previous task

In total 41 of 48 participants answered correcthalgh five of these looked at the wrong

company due to being erroneous in task 5). Thensthat erred all based their answer on the first
transaction card (which they found in task 5) aitdnabt look at the summary of all transactions to
the recipient. This error might stem both from fggsants’ not understanding the difference

between a summary and transaction card but thelitralgo have misinterpreted the question and
deliberately looked for the information sent durthg first transaction.

4.2.7 Task 7 — How to update information via the summary card 1
(nickname)

This task was changed somewhat between test onéeatsdtwo and three. The reason for the
change was that although the participants answeoedctly the test leader suspected that the
participants got it right by mistake. In total 11 8 completed the task correctly, i.e. they
retrieved remotely stored data and changed iteasévice side. The majority of the errors come
from not retrieving remotely stored data but raffust changing or deleting the data on the client
side.

4.2.8 Task 8 - What happened after you made the change in task 7

The objective of this task was to further invedgthe participant’s perception of task 7. The
results show that out of the 20 participants whdenstood that they had changed the nickname at
the service side, eight had done so by mistake,biejust clicking change without actually
knowing what data were stored remotely.

4.2.9 Task 9 — Information sent to “BEIFA”
All 48 participants completed this test correctly.

4.2.10Task 10 — How to update information via the summary card 2
(postal code)

All 32 participants of test rounds two and threenpteted this task correctly (it was not included
in test one).
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4.2.11Task 11 — What happened in task 10

47 participants completed this task correctly (mad on the wrong line).

4.2.12Task 12 — Who has received the e-mail address “inga@yahoo.se”

None of the participants answered this questidhéreasiest way which was to add a column and
searching that column while all rows are expandémvever, 7 participants completed the task

correctly by opening all summary cards and manuadiynting the occurrences. In the first round

of tests all but one added the e-mail column (édure had been shown in the introductory film)

but none expanded all rows. Thus this task shoasskbth the add column feature and the table
expansion features are difficult to comprehend.

4.2.13Task 13 — Deny “Shake My World” to use the e-mail
“inga@private.eu”

In total, 43 out of 48 participants completed thektcorrectly. The five that did not solve the task
either did not find the e-mail address or did raxtedto delete data from the server side.

4.2.14Task 14 — Family name not sent to MQ

This test was included in rounds two and threeth@f 32 participants 13 completed the task

correctly. The errors basically stemmed from thet that the participants only compared the

information in the task description with the seataddeduced that MQ must have retrieved data
from an additional source.

4.2.15Task 15 — Information sent on 2009-06-27 and/or 2009-06-28

All participants completed this question correctly.

4.2.16Pre- and Post Data Track Credential selection

In the third test round the users were instructedde a credential selector to purchase a book
from Amazon.com and describe what data they hatlteeAmazon before they used the Data
Track. After they had tested the Data Track theyevasked to re-evaluate their initial response to
what data they had sent. The results show thatlb afsers understood what data they sent before
they used the Data Track and an additional thré&@ gdien they were allowed to re-evaluate their
answer. The majority of errors where based on feesticurrent understanding on what is needed
to perform a transaction and how data-minimizatexhnologies work.
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Figure 35: The diagram shown above illustratesatigwvers given by the participants related
to whether or not they completed the task correetliyled information or gave less
information than the correct answer required.

4.3 Conclusions

On a general level, the results of the usabilistseshow that with some exceptions users have
little trouble navigating the Data Track and finglimformation that is stored locally. Especially
noteworthy is the use of the summary card whichua#irs understood correctly and the table
search function which were also widely understddte users’ problems with the Data Track can
be divided into two areas, namely Ul problems arditad model problems.

In regards to Ul problems, the main issue is thersary rows in the tables. The idea of the
summary row is to show that the user has sentnrdtion to a given recipient. However, the
problem is that users often do not understand tthiatis a summarizing heading of possibly
multiple attributes and that only the last valubésng shown. This results in users not expanding
the row and thus missing a lot of information thas been sent to the recipient. Quite the opposite
has also occurred, namely that users have interptbe summary row as a separate transaction
making them overestimate the amount of data theg kant to the recipient.

In regards to issues based on users’ mental moithelkey problem is that users often do not
distinguish between service and client side. Tlisults in users not retrieving data from the
service side in order to verify what informatioeyhhave stored. Thus, tasks where the users can
see the incorrect data locally have been satisfactolved, while tasks that depend on users
retrieving remotely stored data have been morécdiff

Lastly, the combined tests did not show any rediadffect on users’ understanding of the Data
Track. However, three out of eight participants vdwerestimated the amount of data they had
sent to Amazon with the Credential Selector, attuaiderstood what they had sent after they had
used the Data Track. Thus, using applications siscthe Data Track and Credential Selector in
combination helps users get into the right mentadieh
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In sum, the results show that users have littlebi® using most parts of the Data Track that
concern locally stored data. In regards to locsttyred data, it is mainly parts of the table Ulttha
needs to be improved. A more challenging issueiweying to the users what is happening on
the client side vs. what is happening on the serside.
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Chapter

Usability Tests at CURE

In order to further investigate the issues repomte@hapter 4, a follow-up usability study was
performed by CURE in CURE’s Experience Labs in Vi@nThis chapter describes the qualitative
results of the Data Track usability laboratory ewdibns such as general usability findings,
provides suggestions for improvement, and conclwd#és a summary of the experiences made
during the evaluations.

5.1 Test setup

The test took place with 10 participants, 7 maldef®ale. The oldest participant was 56, the
youngest 21; the average age was 33.8 years. Altipants have been registered to a web shop
or an online community privately, so they have adiedisclosed private data in the web. Hence
they are the target group for Data Track.

The Data Track version 0.8 was used throughoutetitee test. The tasks were the same as
described in Chapter 4. It should be noted thatewen of the ten tests it was not possible to
change data online since there was an exception @t the server wasn't found. So there was

no possibility to conduct Task 8 and Task 11. IrskT@ and Task 11 we looked if end-users

interact correctly with the system. When this hayguk the tasks were stopped as no feedback
from the system was provided.

5.2 Usability findings of the test

In general, users had no problems solving the ntyjof the tasks, but some of them were solved
by using inefficient strategies like counting itemsnually (e.g. e-mail occurrences) rather than
according to the strategies provided by the GU4j. (@tering for e-mail occurrences).

Only one out of ten participants used the help fiondn the Data Track, even so, offering help is
a very important part of software.

Another important feature, which should be impletadnin future versions for user support is
tooltips. Tooltips give users hints what will happié they, for instance, click a button. This is
especially important when the interactive elemeiithe application are ambiguous or if the user
is new to the task at hand.
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5.2.1 Time Sorting

One technical finding was that the date formahim Data Track test at Karlstad University and at
CURE was different even though v0.8 of the DatacKravas used at both locations. This
discrepancy is visible in Figure 16 and Figure & attribute this to the JAVA localization
mechanism, which should be used consistently teesible inconsistent date appearance. Within
the application the notation should be used as camnith the respective cultural sphere.

Since the date format was dd-mm-yy and the somstiag alphanumerical the column was sorted
by day (c.f. Figure 36). Because of this sortingiabem all tasks, where users had to deal with data
sorting, where difficult to solve. For example,Tiask 5 the users had to look through the whole
list to find the correct solution. From a usabilityint of view this is no user-friendly solutionhd
solution is the use of debugging software to find why the date format was displayed different.
Especially when thinking of a real-life Data Trable numbers of entries will be enormous so the
“manual” solutions performed by users are not aaplie in practice.

An expert notice is that the date format in theorddist and the record slider is inconsistent (due
to the mentioned localization mechanism). From abilisy point of view it is necessary to
provide consistency within a User Interface [Nial&&].
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Figure 36: Record List with TimeStamp

5.2.2 Add Columns

The main problem was that users did not recoghiegécon functionality as the labeling is too un-

concrete and tooltips are missing. The resultthefeye tracking analysis show that during the
test users looked at the “Add Columns” Icon butmiid press it. This might be due to the toolbar
approach, which does not seem to be recognizedcais & seems to be a gestalt problem that the
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users do not think the big button belongs to théetheaders. A suggestion from a participant was
that the adding of new columns should look simitathe functionality for adding columns in
Microsoft Outlook. This means an icon on the righthe columns for personalizing the table.

Another observation was that just one out of teriiggpants used the right click on the table
header for adding new columns. It took the useite qgome time to find “E-mail address” in the
alphabetically sorted list of the “Add Columns” tmrt and it took them even longer in the
unsorted right-click list. A recommendation is thiere to sort the right-click list alphabetically.
Even better would be a more fine-grained clasgificainside “Released Information”.

These two described problems were also highlighmebask 12. Most of the participants solved
the task by looking through each card in the redistdSince the Data Track shall store a lifelong
history of data this way will not be efficient wherore data are in the track.

The results show that it is necessary to use a meaningful icon and labeling. Also the position
of the icon should be re-thought.

One possible solution is to use a ‘+' button nextie last visible column on the right side.
5.2.3 Calendar

A very severe finding is that the calendar in theord slider view is currently displayed in an
unusable position when working in maximized modé f&gure 37 ). Users have to drag and drop
the window to a usable position. This is a veryamant problem concerning the efficient use of
the program. This can be solved by letting theraide pop-up.

Another problem that was observed was that the Ippnd “OK” button of the calendar
confused the participants. Since both buttons pgetlie same functionality, from a usability point
of view, the “Apply” Button is unnecessary and jashfusing for users.

| 2 Data Track .=

R R 7o |

[PrimelLife

Figure 37: Maximized Window with cut off calendaed ellipse)
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5.2.4 Interactive Table

A very positive feature of the interactive tableghat users can modify the columns by making a
right-click on the table header. This was only ggdaed by one participant but in general it works
great (besides the sorting of the elements in thieunas described above).

Problems occurred with the fold-out mechanism @hews) because participants often did not
recognize the “expand” functionality. A commentrfr@ participant concerning this problem was
that MS Excel uses an arrow to indicate the aclinel This comment suggests an external
consistency problem with already existing softwaiaybe using ‘+' and ‘-', which are known
from trees, would work better here. Furthermoregaeeral fold-out arrow is only present in the
record list but not in the changes window; an irgistency which should be solved.

Most of the participants also had problems recaggizhe filter symbol (Figure 38). One
participant suggests using glasses instead.

kT |?-Ea'-:* |

Figure 38: Filter Symbol

An expert notice is that the filter symbol sortg ttolumn alphabetically. It provides the same
function as a click on the table header. We thin& hot necessary to provide the same feature in
two different ways. Experience from other CURE pot§ has shown that the empty text field
provides enough affordance for the users.

Furthermore two users want a “general search” atefaled search” for the interactive tables.
One person noted that she would prefer to add egpiékie “display all entries before 01-01-2009".

5.2.5 Retrieve Data

Most of the participants clicked on the “retrievatal button in the summary-card view before
starting another interaction with the summary c&dr assumption is that they thought they had
to fetch it before working with it. We suggest adb¢ling the button more concrete (“Retrieve
data” seems to be too abstract).

5.2.6 Pop-Up Info-Window

In general, users had a hard time understandingsimiar looking screens — they had problems
distinguishing between the summary card view amrdsihgle entry view. Some of them tried to
edit data in the single entry view, which is nosgible. From a usability point of view, users
should be able to manipulate every data set dyrelftihecessary, give feedback that this will
change all entries for this receiver.

During preparation of the evaluation we noticed tight click in table headers works on MacOS
X 10.6.3 and on Windows, but in the pop-ups likbaege data” the right-click on MacOS X
10.6.3 does not work.

5.2.7 Labeling

Users tended to change the ‘address’ instead ‘Btyppddress’. ‘Address’ is before “shipping
address’ with some elements between. To be mongst@mainst this error we suggest grouping
them together.
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Another problem was that users tend to change tlomgvzip-code when asked to change the
‘delivery zip-code’. This traces back to the gesdtiaory. Grouping similar items like ‘zip-code’
and ‘delivery zip code’ might help.

Furthermore there are some labels that were uniddhe participants:

* “Time Stamp” is also used for “Time Frames”. Thigswery confusing for the participants.

e The “Summary” button in the single entry view ist self-explanatory. Users are not sure
what will happen if they press this button.

« Same for the “Privacy Policy” button. One participasked where to get the privacy policy
from the given domain after he saw the button. \&&ume that the participants thought that
the button shows the privacy policy of the Datackré&5o a more meaningful label will guard
against misunderstandings — like “To Privacy Polioyn Amazon.com”.

e “Occurrences” should be renamed. Most of our piaditts did not understand / know the
word. Some of them asked for a translation of tleedwthree tried to find the e-mail address
in the occurrences. Please note that the partitiparre Austrian and no English native
speaker, but all of them were able to speak Engiiéh think that “Number of Visits” will be
more understandable by users with a non-Englisihendbngue.

5.2.8 Record Slider

Even though there was an exploratory task at thgmhiag where most users have seen the record
slider it was not much used. Most of the problentzuored because users tried direct

manipulation at the record cards and did not usestider at the bottom or they have not been
aware of it.

Half of our users tried direct manipulation at ttezord cards to navigate through the cards.
Another user tried to double click the cards tonggdata. Both problems show that the record
cards lead the user into an inefficient interactite assume direct manipulation must be
implemented 100% if this view ought to work.

Another problem is that two users thought that &enent with the record slider displays the next
three cards and were not aware that a card frorbabkground comes to the foreground. Here it
is necessary to provide some feedback for the u3éis feedback should help to present the
interaction in an understandable way.

Apple’s “cover flow” mechanism lets users drag theds, then the cards gently move to the place
in the center; in the record slider the cards do neally move but it looks like content is
exchanged. We assume that the missing user experfeom the movement and the missing
direct manipulation (click-and-drag on the cards®) the reason why the record slider was not
successful during the evaluations.

Two participants also tended to use the recorcisdew to count the appearances of the mail
address. Here the problem was that users werenaseaf the possibility to add new columns in
the table view as described “Add Columns” in thetisa.

5.3 Conclusions

The evaluations of the Data Track showed only 3raaéas of improvements:

1. Efficiency improvements in the workflow (calendaoppup & summary vs. single
information screens)

2. Sorting by time

3. Direct manipulation in record view
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We recommend solving these main problems becawsedte so severe they could stop users
interacting with the software (which means not gstranymore), which should be avoided.

The other findings should be implemented als@iser usability and user experience but priorities
should be set to the three main issues above.

As the objective of an HCI evaluation is to critieithe user interface this chapter consists of a lo
of Ul bugs. We therefore clearly want to state ttheet overall usability of the Data Track is
already very mature. When the three main improvesetil have been implemented we see no
reason for not publishing the Data Track to thé eed-users then.
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Chapter

Data Track for Social Communities: the
Tagging Management System

When users publish information online, they arejextbto laws and regulations making them

liable for their actions. For example, a user agsuthe role of a data controller under the Data
Protection Directive 95/46/EC when she publishesg®al data, e.g. in form of photos, about
others and makes it publicly available to a broadience (unless she does this for journalistic
purposes). If the personal information is postely tm a closed group of friends, the “household

exemption” according to Art.3 Il EU Directive 95/ applies with the consequence that the
Data Protection Directive does not apply for tlyigset of data processing in course of a “purely
privacy activity” (see [Art.29 WP 09]). In eithernse, if the user obtains informed consent from
the individuals concerned (the so-called data sik)jeefore publishing information about them,

the user will not risk to have responsibilitiesrfradhe Data Protection Directive but also from

being liable under several other laws and reguiatio

Tagging (or labeling) is the process of adding ‘arieformation” to an object usually by adding
some form of identification or type information. &hechnique is used in a number of
applications, e.g., in the security area it is ugedontrol and restrict the flow of informationcan
in the network area to create some versions afialipprivate networks. Within the social network
area tagging usually refers to the activity of aating pictures (or rather individuals in pictures)
with extra information. The information added isiakly the name of the individual. It is clear that
these activities if not done in a responsible anidapy respecting manner will lead (and are
causing) privacy problems in social networks antdamdy for the participants of the network but
also for individuals outside of the network. Foe tater it might also be hard or nearly impossible
to act on the privacy breach without joining theiabnetwork (see [den Berg et al 10] for a
detailed discussion on the privacy problems ofalowtworks). However, if done in a responsible
and privacy friendly way, e.g., by using pseudonyand user control or trusted third parties it
could be used to enable user consent and alsatdeedata subjects to keep track on information
published about them.

A tagging management system could, for instancly bee user Frank Falk to tag persons
(including Inga Vainstain) on photos (or any othessources with other personal data about Inga)
that he wants to publish, to obtain Inga’s conseatsl to accept resources for publication for
which consents by Inga (and possibly other datgestd) have been obtained. A request for
consent, which is sent by the tagging managemestéisyto Inga, can in turn trigger an entry in
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Inga’s Data Track. Such an entry in Inga’s Datackrdocuments that data about Inga are stored
at a site under Frank’s control with her consentlfat consent was requested, which she did not
grant). This means that a future version of theaDatck would not only store records about the
disclosure of data, which was directly obtainedrfrine data subject, but also records of personal
data that others published about the data subjéicther consent (or even, as said above, records
for publication requests to which the data subjigtnot agree, which can still be useful to store
as proofs).

As mentioned above, such a tagging managementnsysas to be implemented in a privacy-

friendly manner. This means that its tags shoubtliohe a minimal amount of personal data (e.g.,
there could be pseudonymous tags) and should nofisi@e to other social network users.

Preferably the tagging system should also be utigecontrol of the user and not controlled by
the social network provider.

A first outline of such a tagging management sysiemiven in this chapter. It is worth noting
that the system currently does not force the usdad pictures and thus pictures could still be
published without consent. However, it gives therube possibility to act responsibly and a way
to do this in a user friendly and semi automatishfan. Thus making it easier to behave in a
privacy friendly manner and also reminding the utbett the data that she uploads might be
privacy invasive.

6.1 Overview of the proposed solution

For illustrating the proposed solution, assume #hedsource, such as a picture or a document, is
hosted by a data controller. The resource inclfdessonal) information about a number of data
subjects, for example the resource is a picturevstgpa group of people. Information about
which data subjects are included in a resourcéentified through the continuous process of
tagging, where the user who wishes to publish #@ssurce angotentially data subjects with
access to the resource perform the tagging. Treeabattroller runs a tagging management system,
which facilitates the tagging and ultimately desidfea resource is published or not (see Figure 39
for an overview of the tagging system).

P

list of who generated
thraugh tagging

decides if is published or not Data

Subjects

Resource

CONCErns

hosted by

communicates with

Tagging 1
Management ‘
System

Controller

Figure 39: Conceptual overview of the Tagging Mamgnt System

The tagging management system should ensure thatata controller has obtained consent if
needed before the resource is published.

Examples of tagging management functionality are:

= Answer a query asking if a resource can be puliishe
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= Add a subject to resource.
= Remove a subject from a resource.

=  Supply proof of consent.

6.2 An Example

Bellow follows a simple example to illustrate thaé€tionality of the tagging management system:

1) A user uploads a picture, checking a box indicatived she wishes to obtain consent from all
individuals on the picture before it is made public

2) The system scans the picture trying to identifysfide faces on the picture to tag. The
purpose of the scan is not to identify individulalg rather to find areas in a picture that are
possible faces. The idea here is to make it efmi¢he user to perform the tagging.

3) The user tags two out of three people in the péctur

4) The two identified data subjects are contactedamhed for consent. At this point, any request
for the picture will be denied.

5) The two identified data subjects consent. At tlagp since all identified data subjects have
given consent, any request for the picture is albwif not all of the identified individuals
give consent several actions are possible. Thetestione would be to deny the publication of
the picture. Another variant would be to blur oldtk out” the face of the individual who did
not give his consent. We have chosen the latter“blatk out” faces of non consenting
individuals.

6) Bob, another user, tags the third person in theuggc|f the strict version in point 5 is chosen
this will cause any request for the picture to beidd until the newly identified person has
also given consent. Otherwise the newly identifredividual will be blured or “blacked out”
until she has consented to the publication.

6.3 Status of the work

A prototype tag management system behaving in audanner has been developed. However it
is very much in its infancy and no user tests hla@en performed. The prototype is currently
developed in php as a proof of concept and the iglao develop a plug-in to the Clique social
network or to develop a standalone module thabeginterfaced by Clique through a plug-in. The
idea is to also integrate functionality for storiagd manage given consent for a user in the Data
Track of the data subject thus making it possibtettie user to get an overview of the pictures she
consented to or which ones she received. We algvbdhat it is quite easy to extend the tagging
system to any taggable data once the managemeéntrsis in place thus making it possible to
request and manage consent for a much wider rarggrsonal data.
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Chapter

Lifelong Data Track

While European societal values such as data proteanhd self-determination have been proven
quite stable over the last decades, this is netfouinformation and communication technologies
(ICT). ICT undergo changes all the time; today & or software systems are outdated after a
few years. This also influences all kinds of idgnthanagement systems and their technological
surrounding. In addition, the personal needs ofitldészidual handling her identity management
with supporting tools such as the Data Track wlilhisge over lifetime. PrimeLife Deliverable
H1.3.5 gives an overview of requirements and cotscip identity management throughout one’s
lifetime [Storf et al. 09].

This chapter will sketch challenges for the Datackrin a lifelong setting and will describe what
has to be considered if instruments such as the Datck are used to support individuals in their
privacy and identity management throughout life.

According to [Hansen et al. 08], three main categoplay an important role and pose specific
challenges to privacy and identity management tjinout one’s life:

1. privacy and identity management covering all acdfdie
2. privacy and identity management covering the ftdspan
3. privacy and identity management covering all stagfdise

The following sections elaborate on requirementsttie Data Track to cope with the challenges
of each of those categories.

Note that current approaches to privacy and identiatnagement as well as the legislative view
on personal data under the data protection regimse bn data from a single individual and the
individual’s rights concerning these personal datawever, there could be necessity also to
handle data with multiple persons concerned — fimapy reasons of each individual concerned or
also for the sake of the group’s privacy (this egted view on privacy was already introduced by
Alan Westin in 1967 [Westin 67]). This will genegdurther questions to be tackled by the Data
Track concept, as explained later.

59



7.1 Data Track covering all areas of life

Comprehensive privacy-enhancing identity managensgstems have the task to act as the
communicational gateway to the outside world. TraaDTrack provides a key functionality for
identity management. The communicational gatewaheooutside world would require the Data
Track — directly or by integrating other modulego-handle all digital partial identities in all
digital communication in all areas of life: loggitige relevant data, communicating the services’
privacy policies, possibly giving advice to userstgpical or allowed processes for the covered
areas of life etc. The Data Track would have tegnite the data and the related communication
from governmental elDs, healthcards or SIMs of neophones. For instance, the Data Track
should provide storage space for school reportfipoma certificates, and it also should inform
users on who is allowed to request or demand atoegb®se documents and how sensitive those
data are [Hansen et al. 08]. In addition the us#isuld be notified via the Data Track of
irrevocable consequences even if they withdraw tt@isent later on.

Further the Data Track should be enabled to kesgk tof the data others reveal that may be part
of the own partial identity. Examples are the dextlan of friendship or knowing each other like

in social networks [Hansen et al. 08]. It coulbaisanage the user’s consent for the various areas
of life (see also chapter 6).

A major challenge for the Data Track is to give tleer a comprehensive overview on her data
disclosed in all areas of life, at best with shaylinkages that other parties may establish even fo
pseudonymous data disclosed. It should supporsteeviewing specific areas of life only or
getting the full picture (see also the next segtidhis is especially hard if the environment af th
identity management system do not support the Datek: How can data from the offline world
be captured by the Data Track? What about sensarima ubiquitous computing setting? And if
it was possible to capture all the data: What alsoeharios of personal life in families or other
relations where people don’t want to have a compatitin log in the Data Tracks of the persons
involved?

Probably not all users wish to have all the sketdactionality all the time, so there may be Data
Tracks that offer more functionality than othersowéver, also Data Tracks with minimal
functionality should be extensible by other modufs if the Data Track does not directly support
a certain function as described here, it shouldr/igeminterfaces to other modules that may be
integrated by the user.

7.2 Data Track covering the full lifespan

The instrument Data Track tackles the challengputfing the user in a position to track which
data she submitted to which data controller at wilmé. The Data Track has to handle huge
amounts of data entries which cover the disclosidirpersonal data throughout one’s life. This
requires suitable data handling strategies so ithpbrtant data entries are accessible when
needed, that data which are not relevant in evgrijitka(e.g., relating to school attendance) are
archived, that data which are not needed anymaoréealeleted etc. [Claul et al. 09]. Of course
different people may have different ideas on witeka entries are important for a certain context
or which entries are not needed anymore. This shbelconfigurable in a convenient way (e.g.,
by downloading standard settings that work for mpagple and applying individual changes to
those settings). The Data Track should contain sfumetionality that prevents users from
accidentally deleting data entries. In additioncduld be combined with trustworthy backup
systems. Still the Data Track should not overrble autonomy of an authorized user to delete
own data entries. If data formats change, old datees would have to be migrated. Note that it
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may not be possible to migrate one’s data to nendviere and software systems, e.g., when data
are bound to specific hardware for security reagdassen et al. 08].

The Data Track with its database containing perdsdat and the transaction logs for a longer
time period is a key component of the identity ngggmaent system and therefore it is an attractive
target for any kind of attacks. It is not a triviask to maintain the necessary level of security (
particular confidentiality, integrity and availabj) over a long time period. For achieving an
appropriate level of security, there is the needrobngoing security management process.

The aspect of maintaining long-term security al&yga role in the Data Track's component that
informs its users about privacy and security breadr in assessing one’s privacy rights to access
or rectify data.

7.3 Data Track covering all stages of life

A stage of lifeof an individual with respect to managing her pdy is a period of life in which
her ability to do so remains between defined boriedaharacterizing this stage of life [Storf et
al. 2009]. Characterizing factors comprise the agmiliar situation or specific activities. We
focus on everything that has influence on the ciiiab of the individual regarding privacy
management. Every individual during her lifetimesges through one or more stages during which
she is incapable of managing her privacy on her.@wuth an incapability of managing one’s
privacy means not having the ability to sufficigntinderstand the consequences of data
processing relevant to one’s private sphere orfa¢t upon them appropriately. This is regularly
the case in the phase of early childhood, andnith@ppen during lifetime, e.g., if the data subject
lapses into a coma or if her capabilities have adgsignificantly because of dementia.

Individuals may want to issue guidelines for othe#h® deal with their personal data in periods in
which they cannot be asked. This encompasses ptaper for the case of emergency, e.g.,
lapsing into a coma, for the case of schedulednscheduled absence, or even for the case of
death.

The design of Data Tracks should take into accthattthere may be defined situations in which

other people should get access rights to all oresofithe data. For examples, the Data Track
could store instructions in case the person comckimabsent or cannot be consulted — including
the case of death. This information shall only eeaccessible to others in the case of explicit
clearance by the person concerned or in the cadeath of the person concerned [Hansen et al.
10].

Usually, other persons or institutions support vidlials who are incapable of managing their
privacy on their own. For instance, parents arehiarge of managing the privacy of their children
until they can make the relevant decisions on thein. This could be solved by an individual
Data Track for each child that is managed frontitine of birth — or even earlier, as soon as there
exists information such as entries to the materoigy— by the parents. These Data Tracks would
be involved in all kinds of digital communicatiomnrerning the child. At a specific age the
grown-up child could take over parts of the Datackr and finally the young adult gets full
access and full responsibility for the Data Traltke Data Track contains the documentation of all
privacy-relevant transactions the parents have @onkehalf of their children. From a technical
point of view, the individual Data Tracks should ibgplemented as separated databases so that
they can be switched from the parents’ identity aggment system to the child’s system.

Generalizing from the parents-kid scenario, theaDatck should support delegatidelegation

is a process wherebydelegates authorized to act on behalf oparson concernedia amandate

of authority The mandate of authority usually defines in patér (1) the scope of authority for
the actions of a delegate on behalf of a persorceroed and (2) when and under which
conditions the delegate gets thewer of authorityto act on behalf of the person concerned. The
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delegate shall only act on behalf of the persorceored if the delegate has the actual power of
authority and if her action lies within the scogeuothority [Hansen et al. 10].

The Data Track should handle “mandate certificatbat are issued to the delegate. At least the
following procedures have to be specified: issuasfche mandate of authority to the delegate,
activation of the actual power of authority, contihug actions under the name of the person
concerned within the scope of the authority, veatiion of the authority, revocation of the
authority from the delegate, and expression of@ecee of the mandate by the delegate.

As far as the delegate has to get access to dmtatfre Data Track of the person concerned (e.g.,
to continue an ongoing communication), it must begible for the person concerned to control
which delegate can access and see specific piaitialities. The person concerned may prefer to
explicitly export the data entries that the delegatould access instead of granting access to parts
of the own Data Track. In addition, the person eoned should be enabled to provide guidelines
for the delegate, e.g., to partially or absolutelstrict certain disclosures [Hansen et al. 10].

Actions performed by a delegate on the behalf efghrson concerned must produce entries in
that person’s Data Track, too. This may be donexXpprting all relevant data from the delegate’s
Data Track as soon as the person concerned camvakegain, or by writing into a Data Track
accessible for both the person concerned and tegate. All Data Tracks involved have to show
the fact that specific actions were conducted pgrdicular delegate on behalf of another person.

7.4 Data Track for joint data

There is little work done by now on the possilsitiof joint privacy and identity management and
the relation to the Data Track instrument. Suréydup Data Tracks” (or “Shared Data Tracks”)
could be set up that work for joint data, e.gregearch groups jointly publish papers and want to
jointly manage their individual rights concerningvcy or also intellectual property. The group
would have to define who handles the co-authorsiroanication with the editors, the publishers
or other parties, which group-defined policies #wing persons have to adhere to, in which
boundaries a negotiation with other parties shbelghossible and how policy changes over a long
time period can happen.

For the specific situation of the relation betweerdelegate and the person concerned first
proposals have been made in [Hansen et al. 10% ddmnprises logging of actions performed by
the delegate on behalf of the person concernedin the Data Tracks of the delegate and the
person concerned. For the purpose of delegatiogifip (parts of the) Data Tracks could be
defined where specific retention periods are defina particular, Data Track entries which
comprise privacy-relevant information for both thelegate and the person concerned may be cut
apart, the person concerned may check the delsgatébns on the basis of the logged data, and
then only the parts belonging to the person comekmay be kept.

An interesting task is the avoidance of conflictsnterests or resulting misuse, e.g., when the
person concerned and her delegates have compatergsts, or if delegates are biased in their
decisions on behalf of the person concerned, ®igen getting percentages from transaction
partners. This is especially challenging if thetigarinvolved act under different pseudonyms
each. Here supervision of the process by exteradieg should be made possible, e.g., by
assigning certain access rights to parts of thmwaData Tracks involved, by requesting integer
data entries from the Data Tracks, or by creatjpecic Data Tracks for supervision purposes
only.

More work has to be done on handling of joint daith all privacy implications.
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7.5 Conclusion

There is still a long way to go to for privacy-enhing identity management systems that cope
with all challenges of lifelong privacy. This isutr for both individual and group aspects of
privacy and identity management. How to use DatcHs for joint data is a new research issue
that has to be dealt with in the next years. Heiig hot sufficient to build technical solutions
because the related issues have to be reflectd ilegal and societal discussion on privacy and
identity management in today’s and emerging sedting

In addition, practical problems have to be soled,, how to cope with the integration of offline
data or other information from applications thatad support the user’s Data Track. Further Data
Tracks that function as non-manipulable loggingicks have societal implications: Here it has to
be discussed when people involved in a communicatiay or may not store what information,
who else may get access to the data and how and edta can and will be deleted. This yields
the question under which conditions there may dethe necessity to add some fuzziness to the
data — for privacy reasons.
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Chapter

Conclusions & Outlook

The Data Track is a transparency tool which hasptimpose to give users the possibility to see
what data they have sent to what recipients untiéch conditions (history function) and if such
a recipient has modified or deleted these dataotieated and stored further data about them
(online access functions).

This deliverable presented PrimeLife WP 4.2's regeand development work on a usable Data
Track. The implementation of a usable Data Trackegoseveral challenges from an HCI
perspective. First of all, users typically engageniany transactions, which may involve multiple
providers simultaneously. Hence, easy to use sdaalk will be needed. Besides, as we have
already reported in [Pettersson et al. 05], usave llifficulties to differentiate between the uaed

the services sides, which will make it difficultr fasers to learn the difference between the history
function and the online access functions.

The technical implementation of the Data Trackyisibw in the state of a working application. In
principle, this is also true from an HCI point aéw.

Although there are still some minor HCI issues ¢odunldressed, our usability tests showed that
most users understand and appreciate the histohp#ot of the Data Track. The online access
function part of the Data Track is somewhat morfficdit for users to work with. It is not
possible to conclude from the usability test détthis is mainly a user interface issue or if the
main problem is that users are not readily accgptie idea that they can actually retrieve data
from the remote server side and also, if they westit the data stored by the remote service
provider. Independent of reason, this part of théaD rack would benefit from further elaboration
and will still be addressed by WP 4.2 in the lasfqrt year.

In future, we plan to implement an interface of beta Track to the privacy-enhancing logging
system that PrimeLife partner KAU has developethgk 2.2.1. By this, we will not only provide

a data subject with access to the data storedexrhate services side, but also with access to the
transaction logs at the services side that docuimantthe data subject’s personal data have been
used and processed by the services side.

Additionally, from a technical perspective, oururg work includes adding a mechanism to the
Data Track which will give users the possibilityttack data posted by themselves or by others in
web 2.0 type of on-line environments. The currentking solution is based around a tagging

mechanism that will not only give users the podigjibio see if data pertaining to themselves are
posted online, but also gives them the power tthiede data be published or not.
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Finally, we would like to mention that work packa)@ is currently also cooperating with work
package 3.2 (Open Source) on implementing a Dat&KTfunctionality into the browser-
integrated PrimeLife Dashboard, which is planneldddoome open source.

65






References

[Art.29 WP 09] Article 29 Data Protection Workinguy, 01189/09/EN, WP 163, Opinion
5/2009 on online social networking, adopted onur2e2?009

[van Blarkom 03] van Blarkom, G.W., Borking, J., kDIJ., Handbook of Privacy and
Privacy-enhancing Technologies — The case of lgeit Software Agents, PISA
project, 2003.

[Brukner et al. 05] Brickner L., Voss M., MozPETa-Privacy Enhanced Web Browser. In
Proceedings of the Third Annual Conference on yivand Trust (PST05), 2005,

Canada.

[Chappell 06] Chappell, D., Introducing Windows @&pace, Windows Vista Technical
Articles, 2006.

[ClauR et al. 09] Clau3, S., Hansen, M., PfitzmaAn, Raguse, M., Steinbrecher, S.,

Tackling the challenge of lifelong privacy. In: Paunningham, Miriam
Cunningham (Eds.): Proceedings of eChallenges Z0i.

[den Berg et al 10] van den Berg, B, Leenes, R, RrinmelLife deliverable D1.2.1 Privacy
Enabled Comunities. PrimeLife, April, 2010.

[Hansen et al. 10] Hansen, M., Raguse, M., Storf, Zvingelberg, H., Delegation for
Privacy Management from Womb to Tomb — A Europeagrspective. In:
Proceedings of IFIP/PrimeLife Summer School 200%ppear in 2010.

[Hansen et al. 08] Hansen, M., Pfitzmann, A., Stecher, S., Identity Management
throughout one’s whole life. Information Securitgchnical Report (ISTR) Vol. 13,
No. 2 (2008), Elsevier Advanced Technology, OxfofdK), pp. 83-94,
doi:10.1016/).istr.2008.06.003.

[Hedbom 09] Hedbom, H., A Survey on Transparencpl3dor Enhancing Privacy
2009. In: The Future of Identity in the InformatiSociety. 4th IFIP WG9.2, 9.6/11.6
11.7/FIDIS International Summer School Brno, Cz&#public, September 2008,
Revised Selected Papers, Springer, 2009.

[Jendricke et al. 02] Jendricke, U., Kreutzer, MzZugenmaier, A., Mobile Identity
Management. Workshop on Security in Ubiquitous Cating, UBICOMP 2002,
Goteborg, Sweden.

[Nielsen O5] Nielsen, J., 10 Heuristics for User telface Design, 2005,
http://www.useit.com/papers/heuristic/heuristic. fisml.

[Leenes et al. 05] Leenes, R., Lips, M., Poels,Hbogwout, M., User aspects of Privacy
and Identity Management in Online Environments: &g a theoretical model of
social factors. in PRIME Framework V1 (chapter Bylitors: Fischer-Hubner, S.,
Andersson, Ch., Holleboom, T., PRIME project Dalalde D14.1.a, June 2005.

[Pettersson et al. 05] Pettersson, J.S., Fischenrétii S., Danielsson, N., Nilsson, J.,
Bergmann, M., ClauB, S., Kriegelstein, Th., Krasema., Making PRIME usable.
SOUPS 2005 Symposium on Usable Privacy and Secu@igrnegie Mellon
University, July 6-8, 2005, Pittsburgh. AvailabteACM Digital Library.

[Pettersson et al. 06] Pettersson, J.S., Fischeneétil S., Mike Bergmann, B., Outlining Data
Track: Privacy-Friendly Data Maintenance for Encklss Proceedings of the 15

67



International Conference on Information Systems digyment (ISD 2006),
Budapest, 31 August - 2 September 2006, Springentifcc Publishers.

[Pettersson 08] Petterson, J.S., HCI GuidelineslMERDeliverable D6.1.f, February
2008.
[Storf et al. 09] Storf, K., Hansen, M., Raguse, (Bds.), Requirements and concepts for

identity management throughout life. PrimeLife Deliable H1.3.5, Kiel/Zirich,
November 2009, http://mww.primelife.eu/images/stefileliverables/h1.3.5-
requirements_and_concepts_for_idm_throughout _lifieip.pdf.

[Trustguide 06] Lacohée, H., Crane,S., Pippen, Kystguide: Final Report, October
2006.

[Westin 67] Westin, A.F., Privacy and Freedom.e&ktbum, New York 1967.

68



Appendix

Usability test plan

A.1l Introduction to today’s test

The test is anonymous, you will be given a randoadlsigned number and it is only through this
number your answers can be identified.

If you would like to abort the test you are frealtoso at any time.

If there are any questions you feel that you casnbte not solving it is an equally good or better
indication that something is designed in a bad wlde software is supposed to be usable for
everyone in the society and not just computer @gpéris the software that is tested and not you,
so if there is something you do not understandahig means that we have designed it wrong.

In the first part of the test you will use “Priméd” to buy a digital book at Amazon.com.

In the second part you will use “Data Track”. Ituised to show which information one has given
via the internet, to which companies and when. Bpgi“Data Track” it is possible to see which
information the companies have stored about youadsal if it correlates to the information you
have sent. If the company allows it is also possiblchange or delete the data they have stored.

Example:

If you buy a CD on CDON.com you have to send infation about your address, e-mail, credit
card information and so on. “Data Track” helps youwsee which information you have sent to
CDON, which information they have stored and ifytlelow you can also change their remotely
stored data.

The test takes between half an hour and an hour.
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After the test you will be compensated as agreeshup
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A.2 Pre-test Questionnaire (translated from Swedish)

1. Gender:

O man

0 Woman

2. Age:

3. How often do you use internet?

1 Once or several times a day?
] Once or several times a week?
] Once or several times a month?
1 Once or several times a year?

O Never?

4. How often do you shop on the internet?

1 Once or several times a day?

1 Once or several times a week?
1 Once or several times a month?
1 Once or several times a year?

O Never?

5. What type of services do you usually use oflline
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A.3 Post-test questionnaire

What's your opinion on the search function? Pleasgivate your answer.

What's your opinion on the summary function? Pleas#ivate your answer.

How would you like to be able to find out what kind information you've sent to a specific
website?

Is there anything you feel is missing from the wafte you've just tested?

Was there anything you didn't understand in thgam? Please, give a brief answer.

Would you consider using a program like this yolifs@/hy or why not?

Other thoughts, suggestions or comments?
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A.4 PET-USES Questionnaire

Instructions

This test is designed to measure your experientle the system you've tested today. Your
answers will be used to evaluate the system se@laaswer the questions as truthfully as you
can. As the questions are designed to measureugaagpects of the systems usability there are no
right or wrong answers. Please use the scale belindicate to what extent you disagree or agree
to the statements that follow.

1 Strongly disagree

2 Disagree

3 Neither agree nor disagree
4 Agree

5 Strongly agree

General Usability

1. | found it easy to learn how to use Hystem 12345
2.1 had to learn a lot in order to use Hystem 12345

3. | keep forgetting how to do things with tlsigsstem 12345
4. | need a lot of assistance to use $iyistem 12345
5. I find thesystemninterface easy to use 12345
6. | find the organisation of tteysteninterface understandable 12345
7. 1 get confused by theysteninterface 12345

8. | find it very difficult to work with thesystem 12345

9. | find that the benefits of using tegstenmare bigger then the effort of using it 1 2485
10. I would like to use thisystenregularly 12345

Data Management

11. | get a clear view of my persomttafrom the system 12345
12. | find organising my persondhtaeasy with this system 12345
13. | find keeping track of various user names passwords is easy with thegstem 12345

Data Release
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14. 1 know what personal information I'm releasivigen I'm using thisystem

15. The system makes it easy to decide how mublowtlittle datato release in a given
transaction

16. | get help from the system to understand whoragéeive mydata
History

17. 1 can easily find out who has received my peatdatawith thissystem
18. | get a good view of who knows what about neeffithissystem

19. | can easily see how much I've used a partiaudar name with thisystem

1
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