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Chapter

Introduction

This document presents the implementation and riatieg results obtained in the context of
Work Package 5.3. The main goal of the deliverabl® develop the second release of the
PPL (PrimeLife Policy Language) policy engine. T¢wncept and the specifications of this
language were already defined in the internal dedible H5.3.2 [1]. Part of these
specifications are in this document, but it is impot to take a look to the H5.3.2 specification
document in order to understand the concepts pesdmere.. Since the PPL language is
specified as an extension of the XACML (eXtensiBtcess Control Markup Language) [2]
language, the PPL engine is designed to run togethk the HERAS-XACML engine [3]
(that only handles XACML access control rules). eTharchitecture chosen for the
deployment of the PPL engine is symmetric becaasa dwners (that we call data subjects)
and data collectors (that we call data controllées)e similar requirements: deciding whether
a given personal information (resp. collected data) be shared with a data controller (resp.
third party); handling obligations associated witita; storing data and associated preferences
(resp. sticky policies). Using the same architecewverywhere to handle scenarios where one
party can have multiple roles (e.g. collecting data next disclosing it to third parties). The
PPL engine executes multiple tasks in an automatag like: enforcing access control
policies, generating and verifying cryptographiogfs related to credential requirements,
matching between data handling preferences and lo@taling policies, generating and
enforcing sticky policies, checking authorizati@montrolling the downstream usage of data,
handling obligations ...

Besides the documentation related to the implertient&ngine, we propose in chapter 6 a
description of the web-based demo illustratinggbenario of a subscription to the PrimeLife
social network Cligue This demo is used as a working prototype of tRé Bngine used to
test the underlying concepts and principles definethe specification part. This demo shows
how a user that wants to create an account on ial soetwork website W control the

1 http: / /www.primelife.eu/results /opensource /40-clique




disclosure of her personal data as required bgeheer At any point of time when executing the
demo we can visualize how the data is treated.

Terminology

Access Control

The means to control access to resources suchlapages. This may be on the basis of the
identity of the entity requesting access, or moemegally the presentation of a set of
credentials, and possibly some representationeoptinpose for accessing the resource, as well
as other contextual information, such as the tifrdag and properties of the resource itself.

Credentials

The credential is an attestation of qualificatiammgmpetence, or authority issued to an

individual by a third party with a relevant de jurede facto authority or assumed competence
to do so. In this document, we define digital credds to be lists of attribute-value statements
certified by an issuer. The authenticity of theilatite values can be verified using concrete
mechanisms (cryptographic or other). We do not isepany restrictions on which attributes

can be contained in a credential, but typicallystheeither describe the identity of the

credential's owner or the authority assigned to her

Personal Data PlI

Personally Identifiable Information or PIl means/ anformation relating to an identified or
identifiable natural person or "Data Subject".

An identifiable person is someone who can be ifledtidirectly or indirectly, in particular by
reference to an identification number or to oneénoire factors specific to his or her physical,
physiological, mental, economic, cultural or so@i@ntity.

The processing of special categories of data, ddfas personal data revealing racial or ethnic
origin, political opinions, religious or philosomai beliefs, trade-union membership, and of
data concerning health or sex life, is prohibitagject to certain exceptions [4].

Data Controller

The Data Controller means the entity which alonejoantly with others determines the
purposes and means of the processing of persotealid#e processing of personal data may be
carried out by a Data Processor acting on behdalieoData Controller.

Downstream Data Controller

When a Data Controller passes personal data tiodagarty, that third party incurs obligations
in respect to the Data Subject, and is referredhtthis document as a downstream data
controller.

Data Subject

The Data Subject is the person whose personal atat@&ollected, held or processed by the
Data Controller.

The controller must give the Data Subject the felfg information about the data being
processed:

1. confirmation as to whether or not data relatedino ¢r her are being processed;

2. information about the purposes of the processingraiwn, the categories of data
concerned, and the recipients or categories gpiedis to whom the data are disclosed;



3. communication of the data undergoing processingcdrashy available information as to
their source;

4. knowledge of the logic involved in any automatedisien process concerning him or
her.

The Data Subject has the right to access her dadat@ require the Controller to rectify
without delay any inaccurate or incomplete persalzd. The Data Subject has the right to
require the Controller to erase data if the praogss unlawful.

Data Subject’s privacy preferences
The expectation of a Data Subject in terms of h@ahher personal data should be handled.
Sticky privacy policy

An agreement between a Data Subject and a Datadllenton the handling of personal data
collected from the Data Subject. Sticky policies (eell as privacy preferences and privacy
policies) defines how data can be handled. Diffeaspects are defined:

* Authorizations:

0 Usage: what the Data Controller can do with coidalata (e.g. use them for a
specific purpose).

o Downstream sharing: under which conditions databEshared with another
Data Controller.

e Obligations: what the Data Controller must do.

Tracking what obligations apply to which items aitalis a significant challenge, and further
involves the need to track the binding to the D@tdbject involved. A complication is that
information on the identity of the Data Subjectlimited to the credentials provided in the
request. The implications have yet to be fully veatkhrough.

Software that needs to access personal data sHous through APIs that enable the Data
Controller to identify the entity that is requestiaccess as well as the purpose involved. This
report does not provide such an API, which isfieftfuture work.

User Agent

A software system (such as a web browser) actingetralf of a user. The user agent acts on
user preferences when dealing with a server aotingehalf of a Data Controller.



Chapter

PPL Specification

2.1 Introduction

In this section we describe briefly the specifioatiaspects behind the software deliverable.
This section is a summary (with some updates) alddt was proposed in the internal
delivery H5.3.2 [1]. This summary is proposed ttphitbe understanding of the new concepts
and functionalities proposed in the in this delal®e.

2.2 Collaboration diagram

PPL (Privacy Policy Language), the new proposedcpdianguage considers the scenario
depicted in Figure 1, where the Data Subject wtmtaccess a resource hosted by the Data
Controller, but has to reveal some personal datader to access the resource. Furthermore,
the Data Controller may want to further forward tbata Subject's personal data to a
Downstream Data Controller. The PPL policy langualiews the Data Controller to express
which personal data he needs from the Data Subjethow he will treat this data, and allows
the Data Subject to express to whom she is willimgelease her personal data and how she
wants her data to be treated.

@ Requestresource
_ 5
Requestpersonal data setvices,
«— webpages, Requestpersonal data
resources,... A —

e Personal data —— s
- 5 e = = Personal data
= B
@ resource @ @
1\%
& & &
Policy Engine Policy Engine Policy Engine
Data Subject Data Controller Third party
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Figure 1: Collaboration diagram

The PPL policy language supports the following dess that we see as its main contributions
over the current state-of-the-art:

Two-sided data handling policies/preferences wittomated matching: Both the Data
Controller and the Data Subject can specify inrthigita handling policies (resp.
preferences) how collected personal data will batéd (resp. should be treated). An
automated matching procedure detects whether ahntatic be found between the
policies of both sides. Policies and preferencesbeaspecified for explicitly revealed
personal data (e.g., hame, birth data) as wellaaa that is implicitly revealed by
setting up a connection (e.g., IP address).

e Credential-based access control: The access cartralitions can be specified in
terms of the credentials that need to be presefitezlconcept of credentials acts as a
useful abstraction for many authenticating techgiel®, including in particular
anonymous credentials.

* Language symmetry: By considering personal data gigecial type of resource in its
own right, the same language can be used on the Babject's side to express to
whom and under what conditions she is willing twei@ her data, as on the Data
Controller's side to specify which personal datadseto be revealed in order to access
a service and how that data will be treated.

» Downstream usage: By exploiting the above symmehg, Data Subject's personal
data can itself become a resource offered by théa B@ontroller to further
Downstream Data Controllers. Our policy languadeved the Data Subject to specify
to whom and under which such forwarding can takeel

2.3 Functional specification
2.3.1 PPL language specification

As described above in a simplified way, the newamy policy language should define
different new requirements to strengthen the usprwacy. The language handles access
control and data usage at the same time. It prevad@ew obligation handling mechanism
taking into account temporal constraints, pre-ail@ns, conditional obligations, and
repeating obligations together with a down-streaage authorization. The downstream usage
authorization system definines the access contrlglsrunder which personal information
collected by an entity can be forwarded to a thady. Moreover, the language should support
privacy enhanced credential-based access contrelcfledential-based aspect of the language
introduces credentials as a common abstractiothévarious authentication mechanisms.

The privacy enhancements allow attaching two-sidath handling policies to privacy-
sensitive resources, specified by means of a ctmcset of obligations and set of
authorizations.

Moreover, the typical interaction sequence is ckdngo that the Data Subject is informed
about the applicable policies and if his prefersnagree with the data handling policy by an
automated matching mechanism, before transmittim@drsonal information.

11



2.3.1.1 Credential

The credential-based aspect of the new languagedintes credentials as a common
abstraction for the various authentication mechasisThe privacy enhancements allow
attaching two-sided data handling policies to prvaensitive resources, specified by means
of a concrete set of obligations. Moreover, we ¢eathe typical interaction sequence so that
the Data Subject is informed about the applicalllcies before transmitting his personal

information.

The requirements language is oriented towards ewphiser-centric and privacy-friendly
access control on the basis of certified credentidhile the language leverages the advanced
privacy and anonymity features offered by anonymeusdential systems, it should be
designed to be technology-agnostic in the sengeittha@dresses general credential concepts
without targeting one technology in particular.

By a credential we mean an authenticated stateafmmit attribute values made by an issuer,
where the statement is independent from a conanetghanism for ensuring authenticity. The
statement made by the issuer is meant to affirnlifqpadion. A credential serves as means for
proving qualification, i.e., it typically serves psoof of identity, proof of authority, or both
proof of identity and authority at the same time.

For example, national identity cards are proofsidgntity, movie tickets are proofs of
authorization to watch a particular movie from #tigalar seat, and driver's licenses are proofs
of identity and of authorization to drive motor ughs of a certain category at the same time.

2.3.1.2 Obligation

We define an obligation as: “A promise made by &aliZontroller to a Data Subject in relation
to the handling of his/her personal data. The [@aiatroller is expected to fulfill the promise
by executing and/or preventing a specific actioteraf particular event, e.g. time, and
optionally under certain conditions".

Obligations play an important role in daily busiseSlost companies have a process to collect
personally identifiable information (personal date) customers and ad-hoc mechanisms to
keep track of associated authorizations and olntigsit State of the art mechanisms to handle
collected personal data accordingly to a privaclicpoare lacking expressiveness and/or

support for cross-domain definition of obligations.

We identify and define four main challenges reld@tedbligations.

» Service providers must avoid committing to obliga that cannot be enforced. For
instance, it is not simple to delete data when bpatopies do exist. Tools to detect
inconsistencies are necessary.

» Services should offer a way to take user's preta®into account. Preferences may be
expressed by ticking check boxes, be a full polmyeven be provided by a trusted
third party. Mechanisms to match user's privacyfgoesces and service's privacy
policies are necessary.

e Services need a way to communicate acceptable adiolics to users, to link
obligations and personal data, and to enforce atitigs.

12



« Finally, users need a way to evaluate the trushirgss of service providers, i.e. know
whether the obligation will indeed be enforced.sTbould be achieved by assuming
that misbehavior impacts reputation, by audit aadifeccation mechanisms, and/or by
relying on trusted computing.

The first challenge is focused by providing a medéa to enforce obligations, and the second
and the third aspect by providing mechanisms toccimabligations. The fourth challenge is
addressed by assuming a simple trust model: anditegputation mechanisms.

13



Chapter

Architecture

In this chapter we will present the design phasin®fPPL engine. We present the architecture
of the PPL system by defining a high level andtaitksl architecture.

3.1 High level architecture

As presented previously in the collaboration diagr@igure 3, the high level architecture
presents an abstract overview of the PPL architectnd the interaction between the different
entities; DS, DC and third party.

Policy Engine

_I\\
Repuositary

Third party

Rcoository Reoository

Interface + communication |

Data Subject Data Controller

Figure 2: High level architecture

3.1.1 Data Subject
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Policy engineThis component is in charge of parsing and intdipg the privacy preferences

of the Data Subject. This policy engine supports ¢htire PrimeLife Language capabilities
(Preferences, Access control, DHP, Obligationgjeméals etc). For this reason this module is
replicated on the Data Controller side and theltparty side.

Repository: represent the PIl and policy repositories. It database containing data owned by
the Data Subject. This data could be composed rsbpal data, credentials, certificated, and
other information that should be used during theeraction with the Data Controller
application. It contains also the policy files regenting his privacy preferences.

Interface & communicationThis interface represents a communication interfaith the Data
Controller implementing the message exchange pobtoc

3.1.2 Data Controller

Policy enginethis component is the same as the one descriltbeé iData Subject section.

Repository:this repository represents a database that centdinthe information collected
from the Data Subject during her interaction witle tData Controller. This data represents
Plls, credentials, certificates, and other infoiorafprovided by the user. Also, this database
contains the privacy policies related to the ddferresources and services that the Data
controller held.

Interface & communicationThis interface represents a communication interfaith the data
subject implementing the message exchange protdtus. interface plays the role of user
interface described in the data subject sectiocase of downstream interaction between the
data controller and a third party.

3.1.3 Third party
All the components supported by these actors arestime as those described in the Data

Controller section. This is due to the fact that fhhird Party plays the role of a Data
Controller in case of downstream usage of the data.

3.2 Detailed architecture

The entire architecture can be represented by tlagars: the first one presents the user
interface layer. The second, business layer, repteghe core of the PPL Engine. The last
layer represents the persistence layer that ibange of data persistence.

15
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Figure 3: PPL architecture

3.2.1 Presentation layer

The presentation layer is responsible for the dispb the end user. The presentation layer
contains two components:

* The policy editor: displays and provides a way &nage all the information related to
the Data Subject, Data Controller and the thirdyparhis information can be the
personal data (Plls, the credentials, etc), theapyi policy or preference, the
information involved during a transaction betweehe tdifferent entities.This
component is not yet integrated to the currentivarsf the demonstrator but should
be part of the next release. Actually policieswarigten manually.

* The matching handler: displays to the user thelre$uhe matching. In the case of a
mismatch a set of tools are provided that allovesdhta subject to manage, or make an
informed decision about, the mismatch.
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The Ul layer should be independent from the busin@ger. For that, an interface component
might is deployed between these two layers in ai@erovide an abstraction level.

3.2.2 Business layer

The business layer which represents the core oP®le engine is composed of four main
elements that implements the new concepts intrablwithin PrimeLife. These components

are:

Policy Enforcement point (PEP): this component formats and then dispatches the
data to the corresponding component accordingédcstate of the execution process.
The decision made by the PDP is enforced in the, PR#aning that if the PDP
decided to provide data or enforce the access ®fresource, this data or resource is
collected, formatted and sent to the receiver thinahe PEP.

Policy Decision Point (PDP)it is the core of the PPL engine where all decisiare
made. It can be broken down into two subcomponents

0 Matching engine:this functionality matches between the prefereraethe
Data Subject and the privacy policy of the Data t@uler. The matching is
done to verify if the intentions of the data cofiaoin terms of Pl usage are
compliant with the data subject’s preferences.

0 Access control enginghis component is in charge of the applicatiorthsf
access control rules related to the local resouritesnalyses the resource
query, checks the access control policy of the estaad resource and decides
whether or not the requester satisfies the rules.

Credential handler: one of the new features introduced in PPL is tigpsert of the
credential based access control. This feature jideimented by the credential handler
that manages the collection of credentials heldabyentity, selects the appropriate
credentials in order to generate a cryptographimfpand verifies the cryptographic
proofs of the claims received from external erditiEhe credential handler component
contains the subcomponent Rule Verification; tRé& Policy contains a description of
the credential requirements (for access contrtig, Rule Verification component
evaluates whether the claim provided by a usentlats to access a resource satisfies
the credential based access control rule.

Obligation handler: it is responsible for handling the obligations ttishould be
satisfied by the Data Controller/third party. Tleisgine executes two main tasks; it
setups the triggers related to the actions requiyetthe privacy preferences of the Data
Subject, and executes the actions specified bydhe subject whenever it is required.

The other components of the architecture play arstary role in the concept introduced by
the PPL engine:

Web server: an embedded web server that represents the avitrlyqd the core of the
PPL Engine. It can be seen as an interface tolRe P

17



» Persistence handler:can be described as an interface between thedsssiayer and
persistence layer. It encapsulates access to ¢hnagst medium business objects. It
makes transparent to the business layer locatiahstorage model of the data it
manipulates. In general, this layer is supportedabiersistence Framework. The
defined objects in this layer are generally DAOat@Access Object). The persistence
handler provide management functions to handldb#®s known as CRUD (Create,
Retrieve, Update, Delete) methods. The persistaaoédler provides the functions to
manage the Plls and the policies in the differetabases.

3.2.3 Persistence layer

The persistence layer is represented by the:

* PIl/Policy store: this database (or other way ofsigence, such as LDAP, etc)
contains all the information related to the Plid &meir related policies.

* Credential store: this database contains all tleelesttials and certified information

held by an entity. Access to this store is exclelgivdedicated to the credential handler
component.

18



Chapter

The Language

4.1 Language Structure

The PPL language extends XACML 2.0 with a numbeprfacy-enhancing and credential
based features. The PPL language is intended tigdut
« by the Data Controller to specify the access m&siris to the resources that he offers;

* by the Data Subject to specify access restrictiorfeer personal information, and how
she wants her information to be treated by the Catatroller afterwards;

« by the Data Controller to specify how “implicithgbllected personal information (i.e.,
information that is revealed by the mere act of emmicating, such as IP address,
connection time, etc.) will be treated,;

* by the Data Subject to specify how she wants thgicit information to be treated.

For that, we maintain the overall structure of tACML language and we introduce a
number of new elements to support the advancedrisathat our language aims to offer.

19
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Figure 4: Domain class diagram

PolicySets, Policy and Rules

As in XACML, the main elements of our language RodicySet Policy andRules

EachRule element has an effect, eithdPermit’ or “Deny, that indicates the consequence
when all conditions stated in the rule have be¢isfial. Rulesare grouped together Rolicy.
When aPolicy is evaluated, the rule combining algorithai the policy (as stated in an XML
attribute of thePolicy) defines how the effects of the applicable rules eombined to
determine the effect of ttfeolicy. Policies on their turn, are grouped togethePiolicySet the
effect of aPolicySetis determined by the effects of the contaiReticiesand the stated policy
combining algorithm. Finally, differerPolicySetcan be further grouped together in parent
PolicySet

ThePolicySetPolicy andRuleelements are composed by different elements:

» a Target (plain XACML:Targe}, which describes the resource, the subject, had t
environment variables for which tholicySet Policy or Ruleare applicable;

» CredentialRequirementslescribing the credentials that need to be pteden order
to be granted access to the resource; this elem@nnot defined in XACML

» ProvisionalActions describing which actions (e.g., revealing attiésuor signing
statements) have to be performed by the requestordier to be granted access; this
element was not defined in XACML

 XACML:Condition specifying further restrictions on the applicabilof the rule
beyond those specified in the target and the ctedeaquirements;

2 Rule combining algorithms provides the final authorization decision by combining the effects
of all the rules in a policy, as: Deny-overrides: If one of the rules evaluates to Deny, then the
final authorization decision is Deny. Permit-overrides: If any rule evaluates to Permit, then the
final authorization decision is also Permit.

20



« DataHandlingPolicy describing how the information that needs to eeealed to
satisfy this rule will be treated afterwards; teisment was not defined in XACML

» DataHandlingPreferencesdescribing how the information contained in tlesaurce
that is protected by this rule has to be treatdds element was not defined in
XACML.

Credential Requirements
The policy language that we present is geared wsvanabling technology-independent, user-

centric and privacy-friendly access control on Itlasis of certified credentials. By a credential
we mean an authenticated statement about attrialtees made by an issuer, where the
statement is independent from a concrete mechaioisensuring authenticity. The statement
made by the issuer is meant to affirm qualificatida credentials are not directly supported in
the traditional policy languages, we extended tW&KIL Rule element such that credentials
are the basic unit for reasoning about accessaontr

EachRulecan contain £redentialRequirementement to specify the credentials that have to
be presented in order to satisfy tRele The CredentialRequirementelement contains a
separateCredential element for each credential that needs to be piredeEachCredential
element contains a unique identifi@redentialld that is used to refer to the credential from
elsewhere in thRule

The CredentialRequirementslement can also occur in paré&dlicy andPolicySetelements.
They follow a typical distributive semantics; nagel one should treat the
CredentialRequiremen®lement of &Ruleas if it contained alCredentialelements specified
within the rule itself, as well as those specifigthin all parentPolicy andPolicySetelements.

Provisional Actions

TheProvisionalActionslement is used to specify the provisional actibias a requestor must
perform before being granted access to the reso@uoeently supported actions include
revealing of attributes (to the Data Controllertera Third Party) optionally under handling
policy and credential proof, signing a statemend} so-called “spending” of credentials, which
allows to put restrictions on the number of timkattthe same credential is used to obtain
access. Each action is described ifPravisionalAction element; the language has to be
extensible so that new types RifovisionalActionscan easily be added later on, and can refer
to DataHandlingPolicyandCredentialelements.

Data Handling Policies
The main purpose of the data handling policie®igtie Data Controller to express what will

happen to the information about the Data Subjeat ith collected during an access request.
The provisional action to reveal an attribute vahoe example, therefore contains an optional
reference to the applicabBataHandlingPolicy

Each Rule Policy, or PolicySetelement can contain a number DataHandlingPolicy A
DataHandlingPolicycan be referred to from anywhere in the rule tsyuhiquePolicyld
identifier.

A DataHandlingPolicyconsists of a set dkuthorizations that the Data Controller wants to
obtain on the collected information, and a sédbfigations that he promises to adhere to.
Before the Data Subject reveals her informatiomséhuthorization and Obligation are
matched against the Data SubjedDataHandlingPreferenceo see whether a matching
StickyPolicy can be agreed upon.

Data Handling Preferences
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The dataDataHandlingPreferencéow the information obtained from the resourcetquied

by the Data Subject is to be treated after aceegsanted. The preferences are expressed by
means of a set diuthorizationsandObligations just like DataHandlingPolicy When access

to the resource is requested, betaHandlingPreferencelement has to be matched against a
proposedataHandlingPolicyto derive the applicablgtickyPolicy- if a match can be found.

An important difference betweebataHandlingPreferenceand DataHandlingPolicyis the
resource that they pertain t®@ataHandlingPreferencealways describe how the resource
protected by the Data Subject itself has to be taceaafter being collected.,While
DataHandlingPolicypertain to inform that a requester will have toe@vinformation in order

to be granted access to the resource.

The main use obataHandlingPreferencés for a Data Subject to specify how she wants her
Pll to be treated by a Data Controller, i.e., whiththorizationsshe grants to the Data
Controller with respect to her personal data, amitlvObligationsthe Data Controller will
have to adhere to.

Optionally, if theDataHandlingPreferenceontain aAuthorizationDownstreamUsagthis can

be interpreted by, optionally, including a Poligyesifying the downstream access control
policy, i.e., the access control policy that hasb® enforced on the downstream data
controllers.

Sticky Policies

The StickyPolicyelement is associated to a resource, meaninggiieedupon sets of granted
authorizations and promised obligations with respe@ resource. Th&tickyPolicyis usually
the result of an automated matching procedure Imtweahe Data Subject’s
DataHandlingPreferencand the Data ControllerBataHandlingPolicy

The main difference between tl&ickyPolicyand theDataHandlingPreferencess that the
former contains thduthorizationsand Obligationsthat the policy-hosting entity itself has to
adhere to, while the latter contaiAsithorizationsand Obligationsthat an eventual recipient
has to adhere to. Typically, a Data Subject will ingpose on his or her self adythorization
or Obligation concerning her own PII, so her policy will not tain aStickyPolicyelement.
The Data Controller, on the other hand, will ddseiin theStickyPolicythe Authorizationand
Obligation that she, herself, has to adhere tolentheDataHandlingPreferencesontain those
that a Downstream Data Controller has to adher&saally, the Downstream Data Controller
(Third Party) will be subject to the same or stmmngestrictions than the Data Controller
herself, meaning that the policy specified in DetaHandlingPreferencewill usually be at
most as permissive as the policy specified inStiekyPolicy

Obligations
The data handling policies, preferences, and stiicies contain a set @bligations An

Obligationis defined as: “A promise made by a Data Contratiea Data Subject in relation to
the handling of her PIl. The Data Controller is esjed to fulfill the promise by executing
and/or preventing a specific action after a paldicevent, e.g. time, and optionally under
certain conditions".

An obligation is often defined as Event-Conditionti&n:

OnEventlf ConditionDo Action.
For facilitating the comparison dDbligations we considerTriggers as events filtered by

conditions. In other words, we replace the notiohgvents and conditions Birigger. The
Triggers are events that are considered by an obligatiohcan be seen as the set of events
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that result in actions. Additionally, in order tionplify obligations management, we specify a
validity period for each obligation: DactionwhenTrigger (from Startto End)

For example, we can define “Do {Notify User} whebder's personal data is read} (from .. to
..)". Obligations are thus defined as a setiaggers anAction

Obligationsin PPL language, consists of a seOdiligation elements. This latter defines a set
of Triggersdescribing the events that trigger the obligatemg the relatedction that has to

be performed.

The reason that we didn’'t choose to use the stdndaCML Obligationselement to specify
the obligations that we embed in the data handbiolicies or preferences, is that XACML
Obligations can only be used to specify obligatitimst the PEP has to adhere to when an
access request occurs for the resource that isgbeot by this rule. This cannot be used for our
data handling policies, since the latter pertairinformation that the requestor will have to
reveal in order to obtain access, rather thanaadlsource being protected. It cannot be used
for our data handling preferences either, sincddtier specify obligations that the recipient of
the resource has to adhere to, rather than thetR&Hs protecting access to the resource.
Meaning, by populating th&XACML:Obligationselement that protects her personal data, a
Data Subject would impose obligations that shediiefsas to adhere to each time a Data
Controller requests access to the personal daterrthan imposing obligations on the Data
Controller.

The only use that we could have had for ¥&CML:Obligationselement is to store and
enforce those obligations, that the Data Contrafl@mmitted to in an agreed-upon sticky
policy that are triggered by access requests. Sibligations triggered by access requests are
only a small subclass of the obligations that wesater here, we chose to leave the storage
and enforcement of obligations entirely up to tidigation Engine, and let the PEP simply
signal the obligation Engine each time an accagses occurs.

Authorizations
DataHandlingPolicy DataHandlingPreferenceandStickyPoliciescontain, apart from the set

of Obligationsdescribed above, also a setfaithorizations While obligations specify actions
that the Data Controller is required to performtbe transmitted information, authorizations
specify actions that it is allowed to perform. Sarly to what we did for obligations, we
recognize that it is impossible to define an exhaedist of authorizations that covers all
needs that may ever arise in the real world. Ratlver define a generic, user-extensible
structure for authorizations so that new, possibtustry-specific authorization vocabularies
can be added later on. We do provide however & laashorization vocabulary for using data
for certain purposes and for downstream accessatamo forward the information to third
parties), and we describe how these authorizawamsbe efficiently matched via a general
strategy.
< Authorization Purposes: The first concrete authorization type that we defig the
authorization to use information for a particulat ef purposes. Purposes are referred
to by standard URIs specified in agreed-upon voleai®s of usage purposes. These
vocabularies of URIs may be organized as flat tistas hierarchical ontologies.

< Authorization for downstream usage: The second concrete authorization type that
we define is the authorization to forward the infation to third parties, so-called
downstream data controllers. Optionally, this atiftasion enables the data subject to
specify the access control policy under which tiferimation will be made available,
i.e., the minimal access control policy that thenjary) data controller has to enforce
when sharing the information with downstream datatollers.
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4.2 Defining matching rules

This section describes the matching rules, by meahsw a Data Controller's proposed data
handling policy (DHPolicy) is matched with a Dataibfect’'s required data handling
preferences (DHPreferences). Matching is genedallye by the Data Subject but, depending
on the trust model, may occur at Data Controlldesi

Note that the same mechanism is used by a Datardlentin order to decide whether a
collected piece of data can be shared with a thamdly (downstream data controller). In this
case, the Data Controller matches the proposed [dyRaf the downstream Data Controller
with committed DHPreferences attached to a pieqeeofonal data.

Matching service's privacy policy ‘PS’ with usepsvacy preference ‘PU’ is necessary to
inform the user under which condition his Pl sltbbe used. We express the fact that policy
PS is less (or equally) permissive than preferdtideas PS2 PU. This intuitively means that
PS provides less (or equal) authorizations thandPd that PS defines more (or equal)
obligations than PU. Note that BSPU does not imply PU< PS. We define a service data
handling policy as the set of authorizations and a set of obligations. We deRi$< PU as
following:

L:Policy = R:Policy & ( ( L.authorizations < R.authorizations ) A ( L.obligations<
R.obligations ) )

This can be read as left-side policy (L) is legseually) permissive than right-side policy (R)
if and only if the set of authorizations specifiadhe left-side policy (L.authorizations) is less
(or equally) permissive as the set of authorizati@pecified in the right-side policy
(R.authorizations) and the set of obligations djetiin the left-side policy (L.obligations) is
less (or equally) permissive as the set of obligeti specified in the right-side policy
(R.obligations). The meaning of less permissivedaet of authorizations and obligations is
defined below.

This means that a policy (e.g. service policy B3gs$s restrictive than another policy (e.g. user
preferences PU) when the list of authorizations #uedlist of obligation are more restrictive.
The matching function for lists of rights is:

L:ListAuthorizations= R:ListAuthorizations& V (i € L) : 3 (j € R) where (i9j)
This means that for each authorization in the polithere exists a more permissive
authorization in the preferences.
The matching function for obligations is quite difént:

L:ListObligations= R:ListObligations < V (j € R) : 3 (i € L) where (i)

This means that for each obligation in the prefeesnthere exists a less permissive obligation
in the policy. Obligations are compared as follagvin
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L:Obligation 2 R:Obligation < ( ( (L.action = R.action) A (L.triggers 2 R.triggers) ) A
(L.validity < R.validity) )

Where “action” is the action resulting from the ightion, “triggers” is the list of triggers
resulting in the execution of the action, and “d&yi" is the validity period of the obligation.
Validities are compared as follows:

L:Validity 2 R:Validity & ( (L.start < R.start) A (L.end = R.end))

The matching function for a list of triggers is:

L:ListTriggers<= R:ListTriggers & V (b € R) : 3 (a € L) where (a 2 b)

In other words, for a given obligation, all triggen the preferences must be in the policy, but
the policy can specify other triggers.
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Chapter

Use Case

To explain in a more easy way how the PPL enginksyave present a scenario that describes
a subscription to an online shopping website. Wasgmt inFigure 5the different information
exchanged between the different parties using rikiess format presented in the domain class
diagram above.

Alice is a privacy-aware user who regularly shop$ine, but who is concerned about what
happens to the data that she provides about heBsdtire starting shopping online, she has to
Ccreate an account at an online store store.exaropte(step 1). In order to validate her
subscription, the online store will need to collscme personal information, namely her
(uncertified) e-mail address and her street addressated on her identity card..

‘E/

\}y.

— & el

e

Alice
1 Resbu rce
l 7 reguest
' =_ 1q)
O b 1 www.Llravel.example.com
A | r; =
r Policy f=3

PPL Engine

PPL Engine

Figure 5: Domain sequence diagram

This information is contained in an access contmicy (step 2 and 3). The online store will
send this policy to Alice (sequence 4), togethehwhe privacy policy related to the requested
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personal data, and an assertion proving the autitgraf the web store and its privacy seals.
The access control and data handling policy seAtite will contain these elements:
¢ Policy
0 Target (represents the assertions about the Data Controller):
= Subject:- ID: store.example.com
- EuroPriSe privacy seal: true
0 ProvisionalAction:
= Reveal [e-mail] Under DataHandlingPolicy [DHPolicy1]
= Reveal [id.address®] Under DataHandlingPolicy [DHPolicy1] and should
be certified by a credential
= Reveal [cc.number?] Under DataHandlingPolicy [DHPolicy2] and should
be certified by a credential
= Reveal [cc.exp] Under DataHandlingPolicy [DHPolicy2] and should be
certified by a credential

0 DHPolicyl:
= Use for purposes: Statistics, Administration, Marketing
= Can pass the data to Downstream usage: yes
= Obligation: Delete after 1 year

0 DHPolicy2:
= Use for purpose: Payment
=  Obligation: Delete within 1 month

0 CredentialRequirements:
= Credential id::NationallD by fgov.be
=  Credential cc::CreditCard by visa.com or amex.com
=  Condition: id.birthdate < today — 18Y and cc.exp >today and id.name
= cc.name

After receiving this resource request, Alice’s PBhgine will process the policy by first
checking if the required credentials can be pravigep 5 and 6). Suppose that her credential
store contains one Belgian elD card, one Visa trealid and one American Express credit
card, so that Alice has two possible ways of satigfthe policy: either by using her elD card
and Visa card, or by using her elD card and Amerigapress card. For both combinations,
let's suppose that the proposed website privacycypds matched with Alice’s privacy
preferences for the different requested attribuaéise elD card (all attributes), and uncertified
e-mail preferences contain these elements:
e Policy
0 Target (represent the access control):
=  Permit: any subject, any action

31d.address : the address under the identity identification
4 cc: means credit card. cc.number: means the credit card number
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0 DHPreference:
= Use for purposes: Statistics, Administration, Marketing, Contact, Account
= Can pass the data to Downstream usage: yes, with this restriction
e Policy (Europrise privacy seal, any action)
e Purpose: Contact, Marketing
e Obligation: Delete after 3 months
= QObligation: Delete after 1 year

Alice credit card preferences contain these elesnent
e Policy
0 Target (represent the access control):
=  Permit: any subject, any action

0 DHPreference:
= Use for purposes: Payment
= Can pass the data to Downstream usage: no
=  QObligation: Delete within 7 days

Alice’s matching engine generates two possiblendaiat she can reveal to obtain access, one
using her Visa Card and one using her American &gcard. She is notified however that the
proposed retention time of 1 month for the crediimumber is longer than the 7 days that she
specified in her preferences. She chooses (stap @¥e her Visa card to authenticate and
agrees to overrule her preferences regarding ttemtien time of the credit card number,
resulting in the following claim to be transportedhe online store:
e Policy
0 Target: Europrise privacy seal, any action
0 StickyPolicyl:
=  Purpose: Statistics, Administration, Marketing
= Downstream usage: yes, with restriction - Policy (Europrise privacy seal,
any action)
e Purpose: Contact, Marketing
¢ Obligation: Delete (3 months)
= Obligation: Delete (1 year)

0 StickyPolicy2:
= Purpose: Payment
= QObligation: Delete within 1 month

0 Credentials:
= Credential id::NationallD by fgov.be
= Credential cc::CreditCard by visa.com or amex.com

=  Condition: id.birthdate < today — 18Y and cc.exp > today and id.name
= cc.name
0 ProvisionalAction:

= RevealUnderDHP (e-mail = "alice@example.com”, StickyPolicyl)
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=  RevealUnderDHP (id.address = “Kerkstraat 1, 1000 Brussel”,
StickyPolicyl)

= RevealUnderDHP (cc.number = “1234 005678 90”, StickyPolicy2)

=  RevealUnderDHP (cc.expirationdate = “2011-02-28", StickyPolicy2)

The online store receives Alice’s personal data igdticky policy (step 8). First, the PPL
Engine verifies by the credential handler Alicefsdentials (step 9), after that the data will be
used to create Alice’s account. Then the Plls tmed in a secure repository with a pointer to
their respective sticky policy. Finally, the onliseore configures the actions and the triggers
related to the obligations defined in the stickligo
The online travel agency (www.travel.example.coraided to start an e-mail advertising
campaign. In order to target a wide scope of pesstme www.travel.example.com admin
asked his partner store.example.com (step 10)deige him with valid e-mail addresses for
marketing and statistics purposes. The requestcaiitain a resource query for e-mail and a
privacy policy:
- DHPolicy:

0 Purpose: Marketing, Statistics

0 Obligation: Delete within 2 months

The policy engine of store.example.com will matl privacy policy of travel.example.com
with the sticky policy related to the e-mail of édi (step 11), and will conclude that access
must be refused, because the sticky policy doesahiotv to forward for the purpose of
statistics (marketing alone would have been allothedgh).

In general, the full matching occurs between trax@mple.com’s policy and
store.example.com’s preferences, then betweenlgaaenple.com policy and Alice sticky

policy.

The shipping company shipping.example.com needsttin touch with Alice to inform her of
the tracking number of her package. The shippingpamy requests access to Alice’'s email
address, with the following privacy policy:
- DHPolicy:

0 Purpose: Contact

0 Obligation: Delete within 7 days

After the matching, a new sticky policy will be ggated from the matching result:
- StickyPolicy:

0 Purpose: Contact

0 Obligation: Delete in 7 days

The shipping.example.com website receives the é-awlairess of Alice with a sticky policy
and configures the actions and the triggers reladdtie obligations, after storing the PIl and
the sticky policy in a secure manner.
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Chapter

Demo

6.1 Getting Started With the Demo

In this section we explain how to install and exedhe Demo proof of concept of the PLL engine.
We decided to add a web interface in the scenariorder to make more user friendly the
interaction with the engine. For this version of ingine, since the policy editor is not yet ready,
the tester has to check manually the XML policlest are used and generated by the engine. The
idea here is to deploy the PPL engine on the DatdrGller and the Data Subject sides and execute
a simple scenario of a registration to a websitee 3cenario is quite simple, but the idea here is t
play with this tool by verifying the generated p@s, sticky policies and claims. The user of this
demo can modify the policies and the preferencesdserve the behaviour of the engine. For
some integration reasons the Credential Handlaoisyet connected to the PPL engine and does
not work for this Demo.

6.1.1 System Requirement

First of all copy the zip file , extract the anehion your local folder that we will call
$root.

6.1.1.1 Database

We used the MySQL 5.1.43 database (should be ctdongehe final deliverable). In order to
manage this database we used the EasyPHP 5.3 &gesditlat includes the Apache HTTP web
server, PHP, MySQL and phpMyAdmin. You can find thstallation file for EasyPHP 5.3.2
in the $root /Install folder of the deliverable or at this url:
http://www.easyphp.org/download.php

6.1.1.2 .Net Framework 4
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The obligation handler and the obligation matchemgine are launched as Web Services
running over the .Net framework. You can find thstallation file for the .Net Framework 4 in
the$root/Install folder of the deliverable or at this uhlttp://www.microsoft.com/net/

6.1.1.3 Java VM

The executable for the PPL engine requires Java
version 1.6.0_18. In order to install it you careu
the JDK file in the$root /Install folder called jdk-
6ul8-windows-i586.exe or go to this wur
http://www.oracle.com/technetwork/java/javase/do
nloads/jdk6-jsp-136632.html

Preferences Test

PPL Engine LIRL:
I http:ff127.0.0.1:9477 fcontraller)

AP call suffix flike .php or .py):

6.1.1.4 Mozilla Firefox 4 Beta 3
0K I Cancel |

The demo is web-based and the user interface shourd
be displayed in a browser. The user interface Frefox Plug-in that is compatible with the
Firefox 4 Beta 3 version. For this reason this ieersf the browser must be installed and the
setup file can be found in the $rofstall folder or go to this urlhttp://www.mozilla.com/en-
US/firefox/4.0b3/releasenoteslf an automatic update of the browser is asked, have to refuse
it.

6.1.1.5 PPL Firefox Plug-in

This plug-in is only available in the Install ditery under the name
PrimeLifePolicyUl.V4.2.xpi

In order to install the plug-in you just have t@grand drop this file into the Firefox browser.
In order to configure it please do the followindni§ has to be done only once. Go to Firefox:
Choose Tools >> PrimeLife Policy Ul; in preferenad please set PPL Engine URL to
http://127.0.0.1:9477/controlleVerify thet the API call suffix box is empty

6.1.2 Installation of the Demo
6.1.2.1 Creating the persistence database

Launch your MySQLAdmin session from you're my SQpphcation Eigure 6 shows the
admin interface of the EasyPHP application) . Inryadmin interface you have to import the
SQL files$root //sqlippl.sgland /sqippl-dc.sqlif the admin interface does not have an import
function, just edit the two files in Notepad, capg contents and execute it as an SQL query in
phpMyAdmin.

32



| A localhost | 127.0,0.1 | phptyadmin 3,25 % | L1 cliqus Lkl ~

&2 - el [ s bt fflacalhost fhome/mysqlfindex. php?db=ppl-dcstoken=1e175373d5301 dfac75caB5249c92c3b
N — —
mj‘y]y,f;:}fﬂjﬂ & Server: 127.0.0.1
atabases . JESQL ¥FStatus  E]Variables harsets EiiEngines =3 Privileges
rFile to import
= ppl (209)
* ppkde (209) Location of the text Browse.. 2,045 KiB)

Character set of th
Irnported file comg

Flease cselect a database

frarn: Mone, ozip, bzip2, zip

rPartial import
¥ Allow the interruption of an import in case the script detects it is close to the PHP timeout limit. This might be gnod way to import large files, however it can
break transactions

Murnber of records (queries) to skip from start |0

rFormat of img | file
@ 300
Options
S0L compatibility mode NMOMNE -
¥ Do not use AUTO_INCREMENT for zero values

1]

= Open new phphyAdmin window

Figure 6: Creating the persistence database

Figure 6 shows how to create the databases ustngasyphp admin tool.

Figure 7 shows how to check if the persistencebdeta is created and where to find the PII
elements stored these.

| i localhost 127,001 {pplf pitype | ph... % | L] cligue |+ =
6 ) i e ‘ﬁ [ i httpifilocalhostihome frysliindex, php?db=ppldtoken=18176373d5301 df 3c75caB52490 9203k F
o — —
B ohligationszet_0 &
5 obligationstype | &3 Server: 127.0.0.1 »
B obligationtype — — _ - =
Q [EBrowse 5 Structure 7 SOL ‘Search Fclnsert [ Import Operations  fffiEmpty ¥ Drop
B papdatatypecontgniitem 7 Showing rows 0 - 2 (3 total, Query took 0.0012 SéE)
=] SELECT *
pepelierEetorpolicyitem FROM “pidtypet
B policycombinerparameterstype LIOT W 20
B HelDy s teorDiterparone et 0 I~ Profiling [ Edit ] [ Explain SL | [ Create PHP Code | [ Refresh |

B policysettype
B policysettypepolicysetorpali_0

alicysettype 0

g wa,wpg” - Show 30 row(s) starting from record #{0

B policytypecombinerparameters_0 in | horizontal > | mode and repeat headers after 100 cells
B palicytype 0

B primelitaapplytype Sort by key: | None

B pravisionalactionstyps +Option
B provisionalactiontyps
B proxyrestrictiontype HJID ATTRIBUTENAME ATTRIBUTEVALUE CREATIONDATEITEM MODIFICATIONDAT
B proxyrestrictiontypeaudience_0 et 1 hitp:ifwwv example.org/names#user_name test NULL NULL

B purposelisttyps =
B purposelistypepurposetem

1 list
S :z'z:::g:‘:mmsre'mmem o 3 hittpedAwew w3, org 2006/ ard/ms#ernail test@dtest.com

Bliiatsipnoenips i Check All # Unche A.d 5
B reterencetypeanyitem P —ﬁl

B referencetype_0 Show 30 row(s) starting from record #|0
st
g :::;imgxﬂmwes,gna‘mﬂ In| horizontal ~| mode and repeat headers after [100 cells

B resourcecortenttype
Bl resaurcecortenttypecontentt_0 Query results of
resaurcematchlype ¢ 5
gmswmmype e ’7 o Printview ‘o Print wiew (with full texts) [ Export [B) CREATE WIEW ‘
Bl resourcetype
B resaurcetype_0
B responsetype_0 i :
= k this SQL query

Eliasalnatiicy pe Label: [ [ Letevery user access this bookmark
B reakeyvaluetyps

B rulecambinerparsmeterstype
B rulstype Bookmark this S0L queny
B rulstype_0

B signaturemethoctype
B signaturamethoctypecontentit 0 = Open new phphyAdmin window
B signaturepropertisstype

2 httpesiwew. examplecorg/ames#display_name  tester NULL NULL
NULL MULL

Figure 7: Checking the PllIs in the database

6.1.2.2 Starting the Demo

To run the demo, please launch:
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1. Run the installer “/Obligation Matching Engine/Pehbife Obligation Matching
Engine.msi (this installer is only executable ostgiand Windows 7)

2. Check if the obligation engine is running on thel@mation on your Start-> Programs
menu of Windows

3. Lauch the Data Subject’s Serv@rdot/dsts.baj)
4. Launch the Data Controller Servérdot/dc/dc.ba)
The Firefox orhttp://localhost:8081/

6.2 Scenario

The task for the demo is to register a new useg.grbcess works as follows.
1. Please click on thRegister_ink in the Login box on the main page. (Figure 8)

2. The Register page (register.ntml) will open. Afseme time (at few seconds), the
PrimeLife plugin overlay shows the result of theligo matching. (Figure 9).
IMPORTANT: don not fill the form, everything willdbdone automatically.

In case there are mismatches accept the mismatictliak on send (Figure 10).

4. After some seconds, the success-page opens andavijlofind links to the sticky
policies. (Figure 11). After displaying the resplge, you can click on the links in
order to see what are the PII collected by the D& @nder which sticky policy they
are handled.

5. To try again, you can use the liRlestart

) Clique - Mazilla Firefox 4.0 Beta 3 -lof x|
Fle Edit Wew History ‘Bogkmarks Iodls  Help

s osshos {127,081 pottydnn 325+ | L] chaue = [+] .
z& - El[u http:fflocalhast:a081 findex. html [ g ']m' Google )7']

Log in Welcome to Clique

Registration is open to everyone.

Username

Password New: This Quicktime animation explains some of Clique's
basic concepts, The movie opens in a new window,

[ remember me Getting Started [ =clerlans]

1. Register with yourreal name or a nickname. —
2. Confirm your ragistration by clicking on tha link sent to your amal acsount
Register | Lost password 3. Choose g piciure which everyane may see, upload this fo your profile
4. DASHBOARD: the main entry to all your profles, go to edit page dop right)
5. EDITPAGE {of DASHBOARDE Droig the boxes you wish to display on your
profle fom the right hand side fo the middle 3 panes, .g

Newest members a. The WIRE: here you can wiite and place your status updates
b. CONTACTS: to displary your contacts om your profle
<. WUITTER: acid for fwitter posts to appear on your profle
H . 1 fhake your ‘COLLECTIONS go to the 1ok “TOOLS’ » ‘COLIECTIONS.
Default COLLECTION? Yes, if his s the COLLECTION you nomally aicidress

Invite FRIENDS: from your DASHBOARD, go fo TOOLS™ > ‘CONTACTS®
Place CONTACTS in the COLLECTIONS you made: ‘TOOLS"3 ‘COLLECTIONS®

EERTES

[read more]

Latest blog posts
2 Blog: buy branhd new rolezes
Ronald 6 days ago

Done

KN
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Figure 8: Clique page

jue: Register - Mo Firefox 4.0 Beta 3

Ele Edit Wew History EBookmarks Tools  Help

]_,w localhost { 127.0.0.1 | phpMyAdmin 3.2.5 = I] || Clique: Reqister. x “ eE |

- ] [-'.] ~ Goor

" S <N [Ll http:filacalhast: 3051 fregister, html

Why am I seeing this dialog?
This dialague provides information about the privacy policies of services sides requesting personal data and shows how Far these
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Figure 9: PrimeLife plug-in dialog
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-Why am I seeing this dialog?
This dialogue provides information about the privacy policies of services sides requesting personal data and shows how Far these
policies are compliant with your privacy settings, ‘You have the choice bo either consent to the disclosure of the requested personal
data under these policies or ko cancel the transaction.

Data requested by
[ 111 Example.com's store subscription {store example.com, contact@esxample, corn)  wiew Full privacy policy

-Your data is requested for the ing purposes

Admin  Individual-analysis  Marketing

Email;

I tesk@test.com

User_niame:
Itest

Display_name:

Itester

> Dats will be sant ta
[ratais requested [ratais neither requested nor sent

» Forwarded to third parky

r~Privacy policy matching

Mismatch X Found mismatches:
- Authorization mismatch.

My current privacy sethings:

| e‘ Mearly Anonymous

¥ accept mismatch

Ifor this transaction only
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Figure 10: Mismatching example
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Congratulations!
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Your data and corresponding sticky policies:

o httpe Afveww, w3.org/2006/veard/ns# ermail
o http Afveww, example.org/names#display_name
s Pttp Afveww, example org/names#user_name

Restart

| About | Terms | Privacy |
Powered by Elgg, the leading open source sacial netwarking platform

=
4

| Cione

Figure 11: Display result for accessing resource

6.3 Playing and Changing the Configuration of the Demo

To change the policy preferences on the client,sigeu can edit the$root //pii-
import/preferenceBlemoPii.xmland the corresponding preference files. Initiallg provide
the files $root /Ipii-import/preferencesiddressPreferences.xmland $root //pii-
import/preferenceEimailPreferences.xmhll these files can be found in tesourcefolder.
These files must be imported to the client datalippd by running$root //pii-import/pii-
import.bat.

NOTE: To make the changes take effect, please re-launch the DS Server (/ds/ds.bat) after
the import.

Examples:

- Add a new PII to the DemoPii.xml
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1 <2¥ml version="1.0" encoding="UTF-8" standalone="yes"??:
z |%|<!DOCTYPE piiscript [

3 <!ELEMENT piis (pii*)*

4 <!ELEMENT pii EMPTY¥>

5 €!ATTLIST pii AttributeNsme CDATRE #REQUIRED

6 T AttributeValue CDATA ¥REQUIRED

7 Policy CDATA #REQUIRED:

g8

1=
=] <piis»
10 <pii AttributENamE="http:ffwww.example.urgfnamzsﬂuser_name" httributeValus="test" Policy="AddressPreferences.xml"></pii>
11 <piil A:cr1huceName="http:ffwww.exammle.urgfnamgsﬂdisplay_namg" httributeValue="tester" Policy="AddressPreferences.sml"></pii>
1z <pii AttributeNsme="http:/fwew. w3.org/2006/vcard/nsf#femail" AttributeValue="test@test.com" Policy="EmailPreferences.xml"></pii>
13
14 <!-- New PII -->
15 ©piil AttributeName="http:f/fmnr.w3.0rgf2006fvrcardfns:postalCode" AttributeValus="12345" Policy="DemoPreferences.H:ml"></pii>
18 <fpiis>

- Create file DemoPreferences.xml, using AddressRmfes.xml as a draft and modify the
authorization preferences in DemoPreferences.xml:

o allow DownstreamUsage or

o0 change the purpose from individual-analysis to gtafistics

<ppl:DataHandlingPreferences>
<ppl:Authorizationsset>

<ppl:huthzUseForPurposer
<ppl:Purposerhttp:f/fwwwr.w3.orgf2002/01/P3Pr1findividual-analysis</ppl:Purposes
<ppl:Purposerhttp: f/fvww. w3 . org /2002701 /P3Prlfadmin</ppl: Purposes
<ppl:Purposerhttp: ffwwwr. w3 . orgf 200601 /P3Pv1l/marketing</ppl:Purposes

</ppl:iuthzUseForPurposes

<ppl:huthzlownstreamUsage allowed="false"/> <!—— change to true to allow DownstreamlUsage —-—>

</ppl:iuthorizationsSets

- Change the $rodtdc/policies/DCtoDSpolicy.xml (that is the DC proyapolicy related to
the Cligue Website) to ask for the postal code tigirey a provisional action. You may
also add a new DataHandlingPolicy which matcheb wdtur privacy preferences in order
to get a matching

In order to see the content of the sticky policattis generated after every matching go to the sub-
folder $root//ds/sticky_policies

In order to see the claims sent by the DS to thegp@ the subfolder $rodfdc/claims
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Chapter

PPL Engine Data Model

In this section we define all the implementatiotads of the PPL engine. We are using class
and package diagrams to describe in detail howditierent components of the engine are
implemented and how the communication betweenréifiieentities (sometimes developed by
different partners of the project) are done.

In order to facilitate the manipulation of the difént elements of the XML policy we decided
to map all these elements into Java classes. Tdlasees are then stored into the persistence
database and called as soon as we need to reaily modenerate a new policy. for example

if we want to generate a sticky policy, after matgha privacy policy and a preference, we call
all the classes related to the elements of thikystbolicy and we generate an XML file. This
method is less complex than the selection and ddsgmof pure XML elements. In this
chapter all the PPL language elements are des@théava classes.

7.1 Data model package diagram

The package diagram is used to represent the depeied between the different packages.
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The Figure 12 represents the dependencies betliegpatkages that we will describe in the

next section.

For the next sections, we define the PPL prefiprud element to define that it as a PrimeLife

Figure 12

: Data model package diagram

element, and the XACML prefix for the XACML element

7.1.1 Package pii

The packageii contains the data class to represent the Pll.ctitsstituted by thélIType
class. ThePPITypeis used to represent the Personally Identifiabferination (PIl) in a

simple way.
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e primelife.ppl I

pii

Il

impl

PliType

#attributeMName : String

#attribute’alue : String

#policySetOrPolicy : List

#creationDate : JAXBE lement

EmodificationDate : J AXBElement

#hjic : Long

#policySetOrPolicyitems: List

+P 11T ype()

+g etAttributeMame() : String
+setittibuteMame(parameter: String) : void

+g etAttribute’value() - Sting
+setiitibute’Value(parameter : String) : void

+g etP olicySetOrPolicy) : List

+setPolicySetO P olicy(parameter: Listy: void

+g etCreationDate() : JAXBElem ent

+setCreationD ate(parameter : JAXBE lement): void
+g etModificationDate() . JAXBElement
+setModificationD ate(parameter : JAXBElement) : void
+g etHjid() : Long

+setHjid{parameter : Long) : void

+g etP olicySetOrPolicyitem =) : List
+setPolicySetO P olicyltem s{parameter : List) ; void
+g etCreationDateltemn(): Date
+setCreationD ateltemn (parameter | Date): void

+g etModificationDateltem(): Date
+setModificationD ateltem (parameter: Date): void
+& quals{parameter : Object, parameter2 : EqualsBuilder) : void
+& quals{parameter : Object): boolean
+hashCode(parameter . HashCodeBuilder): void
+hashCode() : int

+to String(parameter : ToStringBuilder) : void

+ta String() : String

Figure 13: Simplified PIl package

This class is composed by:

- The AttributeNameelement, describing the name identifier of the, Pdr example,
http://www.w3.0rg/2006/vcard/ns#temaiwhich indicates the email PIl, or also
http://www.fgov.be/elD/addreds indicates the address information;

- TheAttributeValueelement, describing the value of the PII, for eghmif we consider the
previousAttributeNameexamples, we can haweail@mail.comas a value corresponding
to thehttp://www.w3.0rg/2006/vcard/ns#temadittributeValue

- CreationDateandDateModification describing some extra date information to the.use

7.1.2 Package policy.Impl

This package contains all the data classes to geprehe skeleton of the language data
structure.
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Figure 14: Simplified policy data model class dagr

At the high level, we have the PPRolicySetTypeand PPLPolicyType elements that
successively extend the XACMPBolicySetand the XACMLPolicy classes. The latter are
present in the XACML package, and the former im@eta thePPLEvaluatablanterface.

The use oPPLEvaluatablanterface is to provide a generic way to defirfPalicy, because a
Policy can be defined by either tRelicySetTypelass or by th@olicyTypeclass.

The PolicySetTypelass is a top level element. It is an aggregadioatherPolicySetsType'’s
and PolicyType’s And the PolicyTypeclass is an aggregation of otheolicyType'sand
RuleType’slements.

The PolicySetTypge PolicyType and RuleTypeclasses are composed of a different class;
CommonDHPSPType which is a generic class for theDataHandlingPolicy
DataHandlingPreferencesand StickyPolicy classes, CredentialRequirementsclass and
ProvisionalActionglass.

As theDataHandlingPolicy Typethe DataHandlingPreferencesTymd theStickyPolicyType
classes represent the same data structure, andatbeynly different from the interpretation
meaning, they extends the generic cl&snmonDHPSPType
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The CommonDHPSPTypeconsists of a set of authorizations, defined bye th
AuthorizationsSetTypelass, and a set of obligations, expressed inCbkgationsSetclass
(defined in the next section).

The AuthorizationsSetTypelass is composed of a set of authorizations défby the abstract
classAuthorizationTypeThis is due to that our language supports amsitike authorization
vocabulary, but we predefine two concrete authtomatypes here. The first is the
authorization to use the information for a list plrposes, enumerated inside the
AuthzUseForPurpose class. The second predefined authorization type
,AuthzDownstreamUsageontains a Boolean attribute indicating whethmmigstream usage is
allowed or not in association withRolicy Typeattribute that represents the policy preferences
for the third party.

The ProvisionalActionsTypelass is composed by a setRybvisionalActionTypeThis latter
describes a single provisional action that needsetdulfilled in order to satisfy a rule. The
ProvisionalActionType&lass contains thactionld attribute and a set of xacwttributeValue

The Actionld attribute represent the identifier (URI) of thdiac to be performed. The set of
the XACML AttributeValue represents arguments of the action, which mayudelother
functions. The semantics of the argument depentherparticular action being performed.
Some actions are defined:

« http://www.primelife.eu/RevealThis action requires the Data Subject to reveal a
attribute. The attribute could be part of one af ¢redentials, or could be a self stated,
uncertified attribute. The action takes one or twoguments of data-type
http://www.w3.0rg/2001/XMLSchema#anyURI. The fi(standatory) argument is the
URI of the attribute to be revealed. The secondigopl) argument is a URI referring
to the credential identifier (CredentiallD)of thedential that contains the attribute.

e http://www.primelife.eu/RevealUnderDHP his action requires the Data Subject to
reveal an attribute while specifying the data heagdpolicy that will be applied to the
attribute after it is revealed. The attribute cobkl part of one of her credentials, or
could be a self-stated, uncertified attribute. @b#on takes two or three arguments of
data-type http://www.w3.0rg/2001/XMLSchema#anyURThe first (mandatory)
argument is the URI of the attribute to be revealde second (mandatory) argument
is a URI referring to the data handling policy unaeénich the attribute has to be
revealed. The third (optional) argument is a URémeng to the credential identifier of
the credential that contains the attribute.

« http://www.primelife.eu/RevealToThis action requires the requestor to reveal an
attribute to an external third party. The attribatelld be part of one of her credentials,
or could be a self-stated, uncertified attributiee Biction takes two or three arguments
of data-type http://www.w3.0rg/2001/XMLSchema#anyURhe first (mandatory)
argument is the URI of the attribute to be revealdt second (mandatory) argument
is the URI defining the third party to whom theriatite will be revealed. The third
(optional) argument is a URI referring to the cretgd identifier of the credential that
contains the attribute.

e http://www.primelife.eu/RevealToUnderDHPhis action requires the Data Subject to
reveal an attribute to an external third party @tipecifying the data handling policy
that will be applied to the attribute after it msvealed. The attribute could be part of
one of her credentials, or could be a self-staiedertified attribute. The action takes
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three or four arguments of data-type http://wwwaud/2001/XMLSchema#anyURI.
The first (mandatory) argument is the URI of thiiladite to be revealed. The second
(mandatory) argument is the URI defining the thiedty to whom the attribute will be
revealed. The third (mandatory) argument is a U&eérmring to the data handling
policy under which the attribute has to be revealda fourth (optional) argument is a
URI referring to the credential identifier of theedential that contains the attribute.

»  http://www.primelife.eu/Sign This action requires the requestor to sign aestant
before accessing the resource. How the signatuiempgemented depends on the
underlying technology, but carries the semantieg th verifier can check later that
some Data Subject satisfying the policy explicélyreed to the statement. The action
takes a single argument of data-typ#p://www.w3.0rg/2001/XMLSchema#string
describing the statement that needs to be signed.

» http://www.primelife.eu/SpendThis action requires the requestor to “spend” ohe
her credentials, thereby imposing restrictions ow many times the same credential
can be used in an access request. The actionfakesmandatory arguments. The first
is of data-type http://www.w3.0rg/2001/XMLSchemaydRI| and contains the
Credentialld of the credential that has to be spEme second and third arguments are
of data-type http://www.w3.0rg/2001/XMLSchema#irdegThe second argument is
the number of units that have to be spent fordbtess; the latter is the spending limit,
i.e., the maximum number of units that can be spetft this credential on the same
scope. The fourth argument is of data-type
http://www.w3.0rg/2001/XMLSchema#string and defing®e scope on which the
credential has to be spent.

7.1.3 Package Credential
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Figure 15: Simplified Credential data model clasgychm

The CredentialRequirementsTypeass is composed of a set of credentials and itomsl

Each individual credential is a condition withicr@dential.

The PPLConditionTypeclass contains an abstract attribute of 4#e&CML:ExpressionThis

latter class provides a way to define an obligatigthin a credential.

The CredentialTypeclass is used to declare a credential that hdsetbeld by an access

requester. It contains @redentialld attribute that identifies the credential elemend & in

relation of 1..0 with theJndisclosedExpressionTymtass. This class acts as a placeholder to

indicate that a credential condition was omitted tupolicy sanitization.

Also, theCredentialTypeclass is related to th&ttributeMatchAnyOfTypelass. This class can

specify conditions directly within théredential Typelass.

TheAttributeMatchAnyOfTypelass is used for matching a given attribute \aittst of values,

whereby for every list element an individual matghalgorithm is used.

Although in principle any attribute can be matchid AttributeMatchAnyOftonstruction is

particularly useful for providing lists of acceptededential types or issuers. Clearly, if no

credential types are explicitly specified, then amgdential type that contains the necessary

attributes can be used to satisfy the policy. lfissuers are satisfied, then credentials by any

issuer are accepted.

The elementAttributeMatchAnyOfTypeslass contains the following attributeAttributeld

which determine the name of the attribute in thiexdential that is matched against the list of

values, disclose attribute, the type of policy lisare used for this element when this policy is

sent to the Data Subject. Possible values are ,'Y&®”, and "attributes-only”. When the

attribute is omitted, the default value “yes” isased.

When set to “yes”, thigttributeMatchAnyOglement is sent unmodified to the Data Subject.

When set to “no”, thidAttributeMatchAnyOfelement is sanitized by means of the following

substitutions:

- The value ofAttributeldis replaced with “undisclosed”.

- EachMatchValuechild element within thigttributeMatchAnyOglement is replaced with
anUndisclosedExpressiogiement.
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When set to “attributes-only”, then only the lattsubstitution is performed, i.e., all
<MatchValue child elements are replaced with &mdisclosedExpressioelement. See
appendix policy sanitization.
The MatchValueTypelass defines a literal value against which thegiattribute (specified
with Attributeld in the parentAttributeMatchAnyOfelement) is matched as well as the
matching algorithm that is used. The class contiiadollowing attributes;
» Matchldthat indicates the name of the matching algorithat is used to match the
attribute with the literal.
» DataTypeattribute of the literal value against which tliilute will be matched
» Discloseattribute that defines the type of policy disclesused for this element when
this policy is sent to the Data Subject. Possiblees are “yes” and “no”.

7.1.4 Package Obligation

The obligation package contains all the data ctassalefine obligations. The main class in
this package i©bligationsSetlass which is composed of a setQifligation objects. Each
Obligation contains on@riggerSet which in turn contains a set dfigger objects describing
the events that trigger the obligation, and Aidon element defining the action that has to be
performed.
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Figure 16: Simplified obligation data model clagsgdam

There are different types of triggers that extemal dbstract clasbrigger, and also, different

types of actions that extend the abstract clas®n

The language and the design for defining obligatioay be slightly different to express
obligations in Data Controller’s privacy policy, Data Subject’'s privacy preferences, and in

sticky policies.

» The Data Subject’s privacy preferences specifiegfired obligations”, i.e. what the
Data Subject requires in terms of obligations tovfate a given piece of personal data

to a given Data Controller.
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» The Data Controller's privacy policy specifies “posed obligations”, i.e. what the
Data Controller is willing (and able) to enforce terms of obligations for a given
collected data.

* The sticky policy specifies “committed obligationge. the obligations the Data
Subject and the Data Controller agreed upon andntiuast be enforced by the Data
Controller.

Here is a briefly description of some of the comnaggers and actions:

» Trigger at Time: A time-based trigger that occuntyance between start and start +
maxDelay.

» Trigger Periodic : A time-based trigger that occomsltiple times on a periodic basis
between start and end.

» Trigger Personal Data Accessed for Purpose: Antdsased trigger that occurs each
time the personal data associated with the obtigats accessed for one of the
specified purposes.

» Trigger Personal Data Sent: An event-based trigipat occurs when the Pl
associated with the obligation is shared with adthparty (downstream Data
Controller).

» Action DeletePersonalData This action deletes a specific piece of infoioatand is
intended for handling data retention.

» Action NotifyDataSubjectThis action notifies the Data Subject when triggk i.e.
send the trigger information to the Data Subject.

» ActionLog: This action logs an event, e.g. write in a triileethe trigger information.

7.1.5 Package StickyPolicy

The StickyPolicypackage contains all the data classes to defiaeadbult of the matching
process. This package is composed of three sutagask

7.1.5.1 Sub-package impl

The sub-package impl of the sticky policy packagetains the data structure skeleton of the
matching process result.
The StickyPolicy class represents the main componerontains matching attribute which
indicate if the final matching is true (there’'s ofd@hg) or not (there’s mismatch), and is
composed by different AttributeType elements.
The AttributeType class represents the data tyeroitching PII. So, if in the policy we have
three revealing action, under some data handlidgypoof three PII, we will have three
AttributeType objects within the StickyPolicy objecThis class contains, as for the
StickyPolicyclass:

« amatchingattribute to indicate if the PIlI has a matchingot.

» anattributeURIelement to represent the attribute name valubeoPtl, and composed

by:
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o authorizationsSeelement, which represent tlaithorizationSestickyPolicy
of the matching
o obligationsSetlement, which represent tbbligationsSeStickyPolicyof the
matching process, andnaismatchelement in cast that we have a mismatch
result of the matching
e The MismatchesTypeclass contains two typesauthorizationsMismatchand
obligationsMismatchThese elements are only present if it occurs @amaich of the
corresponding type. EadlismatchTypes defined in a separate packalgecausehe
PPL language is extensibleand the definition of the mismatch depends of the
DataHandlingtype.

el primelife ppl sticky ool oy J

|
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Figure 17: Simplified Sticky policy data model datiagram

7.1.5.2 Sub-package Authorizations mismatch
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Figure 18: Simplified authorizati mismatch data model class diagram

50




The sub-packagauthorizationrepresents the data classes of the authorizatismatch.

The AuthorizationsMismatchTypelass represents the main class. It contaimsissmatchld
attribute that is used to be referred within ghehorizationsSe¢lement, and composed either
by the AuthorizationsSetMismatchTyper with the two AuthzUseForPurposeTypand
AuthzDownStreamUsageTyggether (or only one of the elements).

The Mismatchclass is defined to help the engine and the Utligplay the mismatching
elements and permit to the user to make a decwithrout being obliged to come back to his
preferences and compare it with the sticky policy.

We distinguish the authorization and the obligatimmsmatches using the two classes
AuthzUseForPurposeTypand AuthzDownStreamUsageTypdn some cases, we can have
either an authorization use for purpose mismattieeian authorization downstream usage
mismatch, or both together. To notify and descihme mismatch, we use the same concept
mentioned above, we indicates the policy valuesidiwhepresent the data controller values)
and the preferences values (which represent tiaesddject values).

7.1.5.3 Sub-package Obligations mismatch

eu.primelife.ppl.stickypulicy)
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Figure 19: Simplified obligation mismatch data miotlass diagram
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To notify and describe the mismatch, we use theesapmcept mentioned previously in the

authorization mismatch, we use the matching atiilta indicate whether a matching occurs
or not, and we indicates the policy values (whiepresent the data controller values) and the
preferences values (which represent the data sulgkees), in case of matching.

7.2 Detailed Sequence diagrams

Let suppose that the Data Subject wants to accessoarce that is held by a Data Controller,
and makes a request. The controller will interdbs request, and notice that it's a restricted
resource and needs some proof for that the aceesbe grant. the Data Controller asks the
PPL Engine to provide him the privacy policy copesding to this resource. The PEP asks
the persistence handler for the resource privadicypoThe persistence handler makes a
request to the database to have the appropriatey mflthe resource. Then, this policy is sent
to the DS.

DC Controller PEP Persistence handler ==gydem=>
Database

1
b o

1: azktReszource

g

I
|
|
2 getPoli eyresoures) I
|

3 getPolicyiresourcs)

4 reguestPalicyesource)

5 policy
G policy . | e — — —

& responsipalicylaim { _________

Figure 20: Resource request sequence

The Data Subject Ul intercepts the Data Ccontralémponse and notices that it is a PPL
response and that contains a PPL privacy policis [Hiter is then, send to the PEP bypassing
the PPL web server. The PEP starts to procespahisy which is in a special format (SAML
[5] policy claim) to extract the different neededarmation. The way how SAML is used in
the message formatting is explained in the spetifio document [1]. The policy is then sent
to the Credential handler to process the credeptdl of the policy and returns a response
containing different claims combinations
After, the PEP formats the original policy clainoncatenates the combinations returned by the
credential handler and sends this new request éoPDP that will generate a response
containing a sticky policy.
The PDP will intercept the request . For each coatimn, the PDP generates a response
decision evaluation that contains the:

 sticky policy result of the matching process

® Let’s consider an example to better explain the meaning of the combinations. Let’s suppose that we
have two credit cards (Visa and Master Card with different numbers and expiration dates), and we
suppose that the DC asks the DS to reveal the credit card information (card number, expiration date,
name...) the credential handler will provide two combinations. One with each credit card (because the
DS has two).
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 list of the missing PII

 list of the PII that present a ‘Deny’ access

 list of the PII that present a mismatch

» list of the response result for each provisiondloac This response will be used to
create the final response decision of the PDP.

The PDP uses:

e The provisional action handler to process the dffie provisional actions;

e The attribute enforcement class to make the emnimeot of the requested PIl and to
check whether the access can be granted or not.

* The matching handler to provide the sticky poli€tie obligation handler is called at
this point to process the obligation matching.

After that, the PDP returns the final decision. Thsult is sent to the PEP that formats the
result into a claim policy and sends it to the wsebver that will redirect this response to the Ul
to notify the DS about the decision and the maghigsult. The Data Subject, handle this
result either by accepting or denying the access.

if there is a mismatch, the user is informed alibist mismatch and and has to possibility to
evaluate it regarding to his privacy preferencenttcreate an exception to this communication
and sends the agreed sticky policy to the DatarClert.

r
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Web server ‘
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Figure 21: DS policy handling sequence diagram

The Data Controller intercepts a resource requastracludes the cryptographic proof for the
authentication.

Before the Data Controller grants access to thea Fatbject , she has to verify the proof
regarding the resource policy.. The Data Contrakmnds the proof to the PEP then contacts
the credential handler to verify the authenticityte requested attributes.

If all the verifications are successful, the olliga handler activates the different triggers.

7.3 Component diagram

Figure 22 presents the component diagram of the BRjine. The Ul component represents
the user interface. It provides the Data Subjexdpectively the Data Controller) with tools to
manage the PII -personal information-, (respectitie¢é services, resources, web pages...) and
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their corresponding preferences (respectively ghelicies). The Ul notifies grafically the Data
Subject with the matching result, .
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Figure 22: Component diagram

The Ul component communicates with the PEP. Itroeets the request, and uses the
XMLProcessor component to convert the data fromXk data structure to a Java object, so
that the PPL Engine can process the enforcemerg. HEP and the PDP components

communicates with the credential handler.

The PDP is composed of two subcomponents; Matcling the AC (Access Control)
components. The matching component contains thee dagses that perform the authorization

matching,

and uses the subcomponent OME (Obligatatching Engine) of the

ObligationHandlercomponent for the obligation matching. The AC comgnt performs the
access control enforcement, this done by delegatiisgfunctionality to the Heras XACML
implementation component.
Apart from the OME subcomponent, ti@bligationHandler component contains also the
Obligation Enforcement Engine (OEE) subcomponent.

6 Hears XACML is an open-source project that provides an XACML 2.0 implementation
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Annex: XSD Policy Schema

In this annex we publish all the XSD schema usetiénPPL engine.

XACML 2.0 schema

<?xm version="1.0" encodi ng="UTF-8"?>

<xs:schema tar get Nanespace="urn: oasi s: names: tc: xacml : 2. 0: cont ext : schema: os"
xm ns: xacm ="urn: oasi s: nanes: tc: xacm : 2. 0: pol i cy: schema: os" xmnl ns: xacmn -
cont ext ="urn: oasi s: nanmes: tc: xacmnl : 2. 0: cont ext : schera: os"

xm ns: xs="http://ww. w3. org/ 2001/ XM_Schema" el enent For mDef aul t ="qual i fi ed"
attri but eFor nDef aul t ="unqual i fi ed">

<xs:inport nanespace="urn:oasis:nanes:tc:xacm:2.0:policy:schema: os"
schemalLocati on="access_control - xacm - 2. 0- pol i cy- schema- 0s. xsd"/ >

<l-- ->
<xs:el ement name="Request" type="xacml - cont ext: Request Type"/>
<xs: conpl exType nanme="Request Type">

<XSs:sequence>

<xs:el ement ref="xacm -context: Subj ect"
maxCccur s="unbounded"/ >

<xs: el enment ref="xacnl -cont ext: Resource"
maxQccur s="unbounded"/ >

<xs:el ement ref="xacm -context: Action"/>
<xs: el ement ref="xacnl-context:Environment"/>
</ xs: sequence>
</ xs: conpl exType>
<l-- -->
<xs: el ement name="Response" type="xacnl - cont ext: ResponseType"/ >
<xs: conpl exType name="ResponseType">
<Xs:sequence>

<xs: el ement ref="xacnl -context: Result"
maxQccur s="unbounded"/ >

</ xs: sequence>
</ xs: conpl exType>
<l-- -->
<xs: el ement name="Subj ect" type="xacnl -cont ext: Subj ect Type"/>

<xs: conpl exType nanme="Subj ect Type" >
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<XS:sequence>

<xs:elenment ref="xacml -context:Attribute" m nCQccurs="0"
maxQOccur s="unbounded"/ >

</ xs: sequence>

<xs:attribute nane="Subj ect Cat egory" type="xs:anyURl"
def aul t ="ur n: oasi s: nanmes: tc: xacn : 1. 0: subj ect - cat egory: access-subj ect"/ >

</ xs: conpl exType>
<l-- -->
<xs: el emrent nane="Resource" type="xacm -cont ext: ResourceType"/>
<xs: conpl exType name="ResourceType">
<Xs:sequence>

<xs: el ement ref="xacnl -cont ext: ResourceCont ent"
m nCccurs="0"/>

<xs:elenment ref="xacml -context:Attribute" m nQccurs="0"
maxQccur s="unbounded"/ >

</ xs: sequence>
</ xs: conpl exType>
<l-- -->

<xs: el enent nanme="ResourceContent" type="xacnl -
cont ext : Resour ceCont ent Type"/ >

<xs: conpl exType nane="Resour ceCont ent Type" m xed="true">
<Xs: sequence>

<xs:any nanmespace="##any" processContents="1ax"
m nCccur s="0" maxQOccur s="unbounded"/ >

</ xs: sequence>
<xs:anyAttribute namespace="##any" processContents="|ax"/>
</ xs: conpl exType>
<l-- -->
<xs: el ement name="Action" type="xacnl -context:ActionType"/>
<xs: conpl exType nane="Acti onType" >
<xs: sequence>

<xs: el ement ref="xacm -context:Attribute" m nCccurs="0"
maxQccur s=" unbounded"/ >

</ xs: sequence>
</ xs: conpl exType>
<l-- -->
<xs: el ement name="Environment" type="xacnl -context: Envi ronnent Type"/ >
<xs: conpl exType nane="Envi ronnent Type" >
<xs: sequence>

<xs: el ement ref="xacm -context: Attribute" m nCccurs="0"
maxQccur s=" unbounded"/ >

</ xs: sequence>
</ xs: conpl exType>
<l-- -->
<xs: el ement name="Attribute" type="xacn -context:AttributeType"/>

<xs: conpl exType name="Attri buteType">
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<XS:sequence>

<xs: el ement ref="xacnl -context: Attri buteVal ue"
maxQccur s="unbounded"/ >

</ xs: sequence>

<xs:attribute nane="Attributeld" type="xs:anyURl"
use="required"/ >

<xs:attribute nane="DataType" type="xs:anyURI " use="required"/>
<xs:attribute nane="Issuer" type="xs:string" use="optional"/>
</ xs: conpl exType>
<l-- -->

<xs:el ement name="AttributeVal ue" type="xacn -
context: Attri buteVal ueType"/ >

<xs: conpl exType nanme="Attri buteVal ueType" ni xed="true">
<Xs: sequence>

<XS:any nanmespace="##any" processContents="1ax"
m nQccurs="0" maxQccur s="unbounded"/ >

</ xs: sequence>
<xs:anyAttribute nanespace="##any" processContents="|ax"/>
</ xs: conpl exType>
<l-- -->
<xs:el ement name="Result" type="xacnl -context: ResultType"/>
<xs: conpl exType name="Resul t Type" >
<XS:sequence>
<xs:el ement ref="xacnm -context: Decision"/>
<xs:el enment ref="xacm -context: Status" m nCccurs="0"/>
<xs:element ref="xacm :Obligations" m nQccurs="0"/>
</ xs: sequence>

<xs:attribute nane="Resourcel d" type="xs:string"
use="optional "/ >

</ xs: conpl exType>
<l-- -->
<xs: el ement name="Deci sion" type="xacnl - cont ext: Deci si onType"/ >
<xs: si npl eType nane="Deci si onType" >
<xs:restriction base="xs:string">
<xs:enumeration value="Permt"/>
<xs:enuneration val ue="Deny"/ >
<xs:enumeration value="Indetermn nate"/>
<xs:enuneration val ue="Not Appl i cabl e"/ >
</xs:restriction>
</ xs: si npl eType>
<l-- -->
<xs: el ement name="Status" type="xacnl -context: StatusType"/>
<xs: conpl exType name="Stat usType" >
<Xs:sequence>

<xs: el enent ref="xacnl -context: StatusCode"/>
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<xs: el ement ref="xacnl -context: StatusMessage"
m nQccur s="0"/>

<xs: el ement ref="xacnl -context: StatusDetail"
m nCccurs="0"/ >

</ xs: sequence>
</ xs: conpl exType>
<l-- -->
<xs: el ement name="StatusCode" type="xacml -cont ext: St atusCodeType"/>
<xs: conpl exType nane="St at usCodeType" >
<xs: sequence>
<xs: el ement ref="xacnl -context: StatusCode" m nCccurs="0"/>
</ xs: sequence>
<xs:attribute nane="Val ue" type="xs:anyURI " use="required"/>
</ xs: conpl exType>
<l-- -->
<xs: el ement name="St at usMessage" type="xs:string"/>
<l-- -->
<xs: el ement name="StatusDetail" type="xacnl -context: StatusDetail Type"/>
<xs: conpl exType nane="StatusDetail Type">
<xs: sequence>

<xs:any nanmespace="##any" processContents="1ax"
m nCccur s="0" maxQOccur s="unbounded"/ >

</ xs: sequence>
</ xs: conpl exType>
<l-- -->

<xs: el ement name="M ssingAttributeDetail" type="xacm -
cont ext: M ssi ngAttri buteDetail Type"/ >

<xs: conpl exType nane="M ssi ngAttri buteDetail Type">
<Xs: sequence>

<xs: el ement ref="xacn -context: Attri buteVval ue"
m nCccur s="0" maxQOccur s="unbounded"/ >

</ xs: sequence>

<xs:attribute nane="Attributeld" type="xs:anyURl"
use="required"/>

<xs:attribute nane="DataType" type="xs:anyURl" use="required"/>
<xs:attribute nane="Issuer" type="xs:string" use="optional"/>
</ xs: conpl exType>

<l-- -->

</ xs: schema>

PPL main schema

<?xm version="1.0" encodi ng="UTF- 8" ?>

<xs:schema xnm ns="http://ww. prinelife.eu/ppl" xmns:ppl="http://ww. prinelife.eu/ppl"
xm ns: xs="http://ww. w3. or g/ 2001/ XM_Schema"

xm ns: xacm ="urn: oasi s: nanes: tc: xacnl : 2. 0: pol i cy: schema: 0s"

xm ns: ob="http://wwm. prinmnelife.eu/ppl/obligation"
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xm ns:cr="http://ww. prinelife.eul/ppl/credential"
t ar get Namespace="http://ww. prinelife. eu/ ppl" el ement For nDef aul t ="qual i fi ed"
attri but eFor nDef aul t ="unqual i fi ed" >

<xs:inport namespace="urn: oasi s: nanes: tc: xacm : 2. 0: pol i cy: schema: os"
schemalLocati on="access_control - xacnl - 2. 0- pol i cy- schema- os. xsd"/ >

<xs:inport nanespace="http://ww. prinelife.eul/ ppl/credential"
schemaLocat i on="Pri meLi f eCredenti al . xsd"/ >

<xs:inport namespace="http://ww. prinelife.eu/ ppl/obligation"
schemaLocati on="PrineLi f el i gati on. xsd"/>

<l-- PolicySet -->

<xs: el ement name="Pol i cySet " type="ppl : Pol i cySet Type"
substitutionG oup="xacm : PolicySet"/>

<xs: conpl exType nane="Pol i cySet Type" >
<xs: conpl exCont ent >
<xs:ext ension base="xacn : Pol i cySet Type" >
<xs:sequence>

<xs: el ement ref =" ppl : Dat aHandl i ngPol i cy"
m nCccur s="0" maxCccur s="unbounded"/ >

<xs: el ement ref =" ppl : Dat aHandl i ngPr ef er ences"
m nCccur s="0"/>

<xs:element ref="ppl:StickyPolicy" m nCccurs="0"/>

<xs: el ement ref="cr: Credenti al Requi renent s"
m nCccurs="0"/>

<xs: el ement ref ="ppl : Provi si onal Acti ons"
m nCccur s="0"/>

</ xs: sequence>
</ xs: ext ensi on>
</ xs: conpl exCont ent >

</ xs: conpl exType>

<l-- -->
<!-- Policy-->
<xs: el ement name="Pol i cy" type="ppl : Pol i cyType"

substitutionG oup="xacnl : Policy"/>
<xs: conpl exType nanme="Pol i cyType">
<xs: conpl exCont ent >
<xs:extensi on base="xacn : PolicyType">
<xs:sequence>

<l-- <xs: el ement ref="ppl : Rul e"
maxCccur s="unbounded"/ > -->

<xs: el ement ref =" ppl : Dat aHandl i ngPol i cy"
m nCccur s="0" maxQCccur s="unbounded"/ >

<xs: el ement ref =" ppl : Dat aHandl i ngPr ef er ences"
m nQccurs="0"/>

<xs:element ref="ppl:StickyPolicy" m nQGccurs="0"/>

<xs: el ement ref ="cr: Credenti al Requi renent s"
m nQccurs="0"/>

<xs: el ement ref ="ppl : Provi si onal Acti ons"
m nCccur s="0"/>

</ xs: sequence>
</ xs: ext ensi on>
</ xs: conpl exCont ent >
</ xs: conpl exType>

<l-- -->
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<l-- Rule -->
<xs: el ement name="Rul e" type="ppl: Rul eType" substituti onG oup="xacnl:Rule"/>
<xs: conpl exType nanme="Rul eType">
<xs: conpl exCont ent >
<xs:ext ension base="xacm : Rul eType">
<Xs: sequence>

<xs: el ement ref =" ppl : Dat aHandl i ngPol i cy"
m nQccur s="0" maxQOccur s="unbounded"/ >

<xs: el ement ref ="ppl : Dat aHandl i ngPr ef er ences"
m nCccurs="0"/>

<xs:element ref="ppl:StickyPolicy" m nQccurs="0"/>

<xs: el ement ref ="cr: Credenti al Requi renment s"
m nCccurs="0"/>

<xs: el ement ref ="ppl : Provi si onal Acti ons"
m nCccurs="0"/>

</ xs: sequence>
</ xs: ext ensi on>
</ xs: conpl exCont ent >
</ xs: conpl exType>
<l-- -->

<l-- Common Type of DHP, DHPreferences and StickyPolicy DHPSP;, Data Handling
Policy/ Pref Sticky Policy-->

<xs: conpl exType nane=" ConmonDHPSPType" >
<xs: sequence>
<xs: el ement ref="AuthorizationsSet" m nCccurs="0"/>
<xs:element ref="ob: ligationsSet" m nCccurs="0"/>
</ xs: sequence>
</ xs: conpl exType>

<l-e o>

<!-- DataHandlingPolicy -->
<xs: el ement nane="Dat aHandl i ngPol i cy" type="ppl: DataHandl i ngPol i cyType"/>
<xs: conpl exType name="Dat aHandl i ngPol i cyType" >
<xs: conpl exCont ent >
<xs: extensi on base="ppl : CormonDHPSPType" >

<xs:attribute nanme="Pol i cyl d" type="xs:anyURl"
use="required"/ >

</ xs: ext ensi on>
</ xs: conpl exCont ent >
</ xs: conpl exType>

<l-e o>

<xs: el enent name=" Dat aHandl i ngPr ef er ences"
t ype="ppl : Dat aHandl i ngPr ef er encesType"/ >

<xs: conpl exType name="Dat aHandl i ngPr ef er encesType" >
<xs: conpl exCont ent >
<xs: extensi on base="ppl : CormonDHPSPType"/ >
</ xs: conpl exCont ent >

</ xs: conmpl exType>
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<l-- -->

<xs: el ement nanme="StickyPolicy" type="ppl:StickyPolicyType"/>
<xs:conpl exType nanme="StickyPolicyType">

<xs: conpl exCont ent >

<xs: ext ensi on base="ppl: CormonDHPSPType"/ >

</ xs: conpl exCont ent >
</ xs: conpl exType>
<l-- -->
<!-- List of Authorization -->
<xs: el ement nane="Aut hori zationsSet" type="ppl: Authorizati onsSet Type"/>
<xs:conpl exType nane="Aut hori zati onsSet Type" >

<xs:sequence>

<xs: el enent ref =" Aut hori zati on" mi nOccur s="0"
maxCccur s="unbounded"/ >

</ xs: sequence>

<xs:attribute name="nmat chi ng" type="xs: bool ean" defaul t ="true"
use="optional "/ >

<xs:attribute name="m smatchld" type="xs:|DREF" use="optional"/>
</ xs: conpl exType>
<l-- -->
<!-- Authorization -->
<xs: el ement nane="Aut horization" type="AuthorizationType" abstract="true"/>
<xs: conpl exType nanme="Aut hori zati onType">

<xs:sequence m nCccurs="0" maxCccurs="unbounded" >

<xs:any nanespace="##any" processContents="|ax"/>
</ xs: sequence>

<xs:attribute nane="nat chi ng" t ype="xs: bool ean” defaul t="true"
use="optional "/ >

<xs:attribute name="m smatchl d" type="xs:|DREF" use="optional"/>
<xs:anyAttribute/>
</ xs: conpl exType>

<l-- -->

<!-- Purposes -->
<xs: el ement nane="Pur pose" type="xs:anyURl "/>

<l-- -->

<l-- Authorization: Use for purpose -->
<xs: el ement nane="Aut hzUseFor Pur pose" substituti onG oup="Authori zation">
<xs:conpl exType>
<xs: conpl exCont ent >
<xs:restriction base="Authorizati onType">
<xs: sequence maxCccur s="unbounded" >
<xs:el ement ref="ppl:Purpose"/>
</ xs: sequence>

</xs:restriction>
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</ xs: conpl exCont ent >
</ xs: conpl exType>
</ xs: el ement >
<l-- -->
<l-- Authorization: Downstream usage -->
<xs: el ement nanme="Aut hzDownst r eanlJsage" substituti onG oup="Authorization">
<xs: conpl exType>
<xs: conpl exCont ent >
<xs:restriction base="AuthorizationType">
<xs: sequence m nCccurs="0">
<xs: el ement ref="ppl:Policy"/>
</ xs: sequence>

<xs:attribute name="al | owed" t ype="xs: bool ean"
use="optional "/ >

</xs:restriction>
</ xs: conpl exCont ent >
</ xs: conpl exType>

</ xs: el enent >

<l-- o>
<l-- Provisional Action extension -->
<l-- Provisional Actions -->

<xs: el ement name="Provi si onal Acti ons" type="ppl:Provisional Acti onsType"/>
<xs: conpl exType name="Provi si onal Acti onsType" >
<xs: sequence>
<xs:element ref="ppl:Provisional Action" maxCccurs="unbounded"/>
</ xs: sequence>
</ xs: conpl exType>
<l-- -->
<!-- Provisional Action -->
<xs: el ement name="Provi si onal Action" type="ppl:Provisional Acti onType"/>
<xs: conpl exType nanme="Provi si onal Acti onType">
<xs: sequence>
<xs:el ement ref="xacm :AttributeVal ue" maxQccurs="unbounded"/>
</ xs: sequence>
<xs:attribute name="Actionld" type="xs:anyUR " use="required"/>
</ xs: conmpl exType>

<l-e o>

</ xs: schema>

PPL authorization schema

<?xm version="1.0" encodi ng="utf-8"?>

<xs:schena
xm ns="http://ww. prinelife.eul/ppl/authorization/m smatch"
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xm ns: aummE"htt p: // www. prinelife. eu/ ppl/authorizati on/m smatch"

xm ns: ppl ="http://ww. prinelife.eulppl"

xm ns: xs="http://www. w3. or g/ 2001/ XM_Scherm"

target Nanespace="http://ww. primelife.eul/ ppl/authorization/msmatch"
el ement For nDef aul t ="qual i fi ed"

attri but eFor nDef aul t ="unqual i fi ed" >

<Xs:inmport nanmespace="http://ww. prinelife.eul/ppl"
schemaLocat i on="Pri neLi f eSchena. xsd" />

<!-- Authorization Msnmatch -->
<xs:el ement name="Aut hori zationsM smat ch" type="aunmm Aut hori zati onsM smat chType"/ >
<xs: conpl exType nanme="Aut hori zati onsM smat chType" >
<Xs:sequence>
<xs:el ement ref="aumm Aut hori zationsSet" m nQCccurs="0" maxQccurs="1" />
<xs: el ement ref="aumm Aut hzUseFor Pur pose" m nCccurs="0" maxQccurs="1" />
<xs:el ement ref="aumm Aut hzDownst r eanlJsage" m nCccurs="0" maxCccurs="1" />
</ xs: sequence>
<xs:attribute nane="mi smatchld" type="xs:ID' use="optional"/>
</ xs: conpl exType>
<l-- -->

<xs:el ement name="Aut horizationsSet" type="aunmm Aut horizati onsSet M snmat chType"/>
<xs: conpl exType nanme="Aut hori zati onsSet M smat chType" >
<Xs:sequence>
<xs: el ement nanme="Policy" type="ppl:AuthorizationsSet Type" />
<xs: el ement name="Preference" type="ppl:AuthorizationsSet Type" />
</ xs: sequence>
<xs:attribute name="m smatchld" type="xs:ID"' />
</ xs: conmpl exType>

<xs: el ement nanme="Aut hzUseFor Pur pose" type="aunmm Aut hzUseFor Pur poseM smat chType"/ >
<xs: conpl exType name="Aut hzUseFor Pur poseM smat chType" >
<Xs:sequence>
<xs: el ement name="Policy" type="aumm Purposeli st Type" />
<xs: el ement nane="Preference" type="aunm Purposeli st Type" />
</ xs: sequence>
<xs:attribute name="m smatchld" type="xs:ID"' />
</ xs: conmpl exType>

<xs: conpl exType nane="Pur poseli st Type" >
<Xs:sequence>
<xs: el ement ref="ppl:Purpose" m nCccurs="0" maxCOccurs="unbounded"/>
</ xs: sequence>
</ xs: conpl exType>
<l-- -->

<xs: el ement name=" Aut hzDownst r eanlJsage"
t ype="aumm Aut hzDownst r eanlUsageM snat chType"/ >
<xs: conpl exType nane="Aut hzDownst r eanlJsageM smat chType" >
<Xs:sequence>
<xs: el ement name="Policy" type="ppl:AuthorizationType"/>
<xs: el ement nanme="Preference" type="ppl:AuthorizationType" />
</ xs: sequence>
<xs:attribute nane="m smatchld" type="xs:I1D" />
</ xs: conpl exType>

</ xs: schema>

PPL Obligation Schema

<?xm version="1.0" encodi ng="utf-8"?>
<xs:schema t ar get Nanespace="http://ww. primelife.eul/ppl/obligation"
el ement For nDef aul t ="qual i fied" attributeFornDefaul t="unqualified"

xm ns="http://ww. prinelife.eu/ppl/obligation"

63




xm ns: ob="http://ww. prinelife.eu/ppl/obligation"
xm ns: ppl ="http://ww. prinelife.eu/ppl"
xm ns: xs="http://ww. w3. or g/ 2001/ XM_Schenma" >

<xs:inport namespace="http://ww. prinelife.eu/ ppl"
schenmalocati on="Pri meLi f eSchena. xsd" />

<xs:attribute name="match" type="xs:bool ean" default="true"/>

<l-- List of nligations -->
<xs: el ement name="CbligationsSet" type="ob: CbligationsSet"/>
<xs: conpl exType nane="0bl i gati onsSet" >
<xs:sequence>
<xs: el ement ref="ob: ligation" m nCccurs="0" nmaxCccurs="unbounded" />
</ xs: sequence>
<xs:attribute name="matchi ng" type="xs:bool ean" default="true" use="optional"/>
<xs:attribute name="infinit" type="xs:bool ean" default="fal se" use="optional"/>
<xs:attribute name="m smatchld" type="xs:string" use="optional"/>
<xs:attribute name="el enent|d" type="xs:string" use="optional" />
</ xs: conpl exType>

<l-- Qbligation -->
<xs: el ement nanme="0bligation" type="ob: Cbligation" />
<xs:conpl exType nane="Cbligati on">
<Xs:sequence>
<xs:el ement ref="ob: TriggersSet" m nCccurs="1" maxCccurs="1" />
<xs:el enent ref="ob: Action" m nQccurs="1" nmaxQccurs="1" />
</ xs: sequence>
<xs:attribute name="matchi ng" type="xs:bool ean" default="true" use="optional"/>
<xs:attribute name="m smatchld" type="xs:string" use="optional"/>
<xs:attribute nane="el enentld" type="xs:string" use="optional" />
</ xs: conpl exType>

<l-- List of Triggers -->
<xs:el ement name="TriggersSet" type="ob: TriggersSet" />
<xs: conpl exType nanme="Tri ggersSet">
<xs:sequence m nCccurs="1" maxCccur s="unbounded" >
<xs: el ement ref="ob: Trigger" />
</ xs: sequence>
<xs:attribute name="nanme" type="xs:string" use="optional"/>
<xs:attribute name="matchi ng" type="xs:bool ean" default="true" use="optional"/>
<xs:attribute name="m smatchld" type="xs:string" use="optional"/>
<xs:attribute name="el enent|d" type="xs:string" use="optional" />
</ xs: conpl exType>

<!-- Trigger (abstract) -->
<xs: el ement nanme="Trigger" abstract="true" type="ob: Trigger" />
<xs:conpl exType nane="Trigger">
<xs: sequence/ >
<xs:attribute nanme="nanme" type="xs:string" use="optional"/>
<xs:attribute nanme="matchi ng" type="xs:bool ean" default="true" use="optional"/>
<xs:attribute name="m smatchld" type="xs:string" use="optional"/>
<xs:attribute name="el enent|d" type="xs:string" use="optional" />
</ xs: conpl exType>

<l-- Action (abstract) -->
<xs:el ement name="Action" abstract="true" type="ob:Action"/>
<xs: conpl exType nanme="Action">
<xs:sequence/ >
<xs:attribute nanme="nanme" type="xs:string" use="optional"/>
<xs:attribute name="matchi ng" type="xs:bool ean" default="true" use="optional"/>
<xs:attribute name="m smatchld" type="xs:string" use="optional"/>
<xs:attribute nane="el enentld" type="xs:string" use="optional" />
</ xs: conpl exType>

<l-- TriggerAtTine -->

<xs: el ement name=""Tri gger At Ti ne" type="ob: Tri gger At Ti ne"
substituti onG oup="ob: Tri gger"/>

<xs:conpl exType nanme="Tri gger At Ti me" >
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<xs: conpl exCont ent >
<xs: ext ensi on base="ob: Tri gger">
<Xs:sequence>
<xs:el ement name="Start" type="ob: Dat eAndTi me" m nCccurs="1" maxQccurs="1"/>
<xs:el ement name="MaxDel ay" type="ob: Duration" m nCccurs="1" maxQccurs="1"/>
</ xs: sequence>
</ xs: ext ensi on>
</ xs: conpl exCont ent >
</ xs: conmpl exType>

<!-- DateAndTinme -->
<xs: el ement nanme="Dat eAndTi ne" type="DateAndTi mre" />
<xs:el ement name="Duration" type="Duration" />

<xs: conpl exType nane="Dat eAndTi ne" >
<xs: choi ce>
<xs: el ement nanme="Dat eAndTi me" type="xs:dateTime" m nCccurs="1" maxCQccurs="1" />
<xs: el ement name="StartNow' />
</ xs: choi ce>
<xs:attribute nane="matchi ng" type="xs:bool ean" defaul t="true" use="optional"/>
<xs:attribute name="m smatchld" type="xs:string" use="optional"/>
<xs:attribute nane="el enentld" type="xs:string" use="optional" />
</ xs: conpl exType>

<!-- Duration -->
<xs: conpl exType nane="Duration">
<Xs:sequence>
<xs:el ement name="Duration" type="xs:duration" m nCccurs="1" naxCccurs="1" />
</ xs: sequence>
<xs:attribute nane="matchi ng" type="xs:bool ean" defaul t="true" use="optional"/>
<xs:attribute name="m smatchld" type="xs:string" use="optional"/>
<xs:attribute nane="el enentld" type="xs:string" use="optional" />
</ xs: conpl exType>

<l-- TriggerPeriodic -->
<xs: el ement name=""Tri gger Peri odi c" type="ob: Tri gger Peri odi c"
substituti onG oup="ob: Tri gger"/>
<xs:conpl exType name="Tri gger Peri odi c">
<xs: conpl exCont ent >
<xs:extension base="ob: Tri gger">
<Xs:sequence>
<xs:el ement name="Start" type="ob: Dat eAndTi me" m nCccurs="1" maxCQccurs="1" />
<xs:el ement name="End" type="ob: Dat eAndTi me" m nCccurs="1" maxCccurs="1" />
<xs: el ement nanme="MaxDel ay" type="ob: Duration" m nCccurs="1" maxCQccurs="1" />
<xs:el ement name="Period" type="ob:Duration" m nCccurs="1" maxCccurs="1" />
</ xs: sequence>
</ xs: ext ensi on>
</ xs: conpl exCont ent >
</ xs: conmpl exType>

<!-- TriggerPersonal Dat aAccessedFor Pur pose -->
<xs: el ement name=""Tri gger Per sonal Dat aAccessedFor Pur pose"
type="ob: Tri gger Per sonal Dat aAccessedFor Pur pose" substitutionG oup="ob: Tri gger"/>
<xs: conpl exType nane="Tri gger Per sonal Dat aAccessedFor Pur pose" >
<xs: conpl exCont ent >
<xs: ext ensi on base="ob: Tri gger">
<Xs:sequence>
<xs: el ement ref="ppl:Purpose" m nCccurs="0" maxQccurs="unbounded" />
<xs:el ement name="MaxDel ay" type="ob: Duration" m nCccurs="1" naxCccurs="1" />
</ xs: sequence>
</ xs: ext ensi on>
</ xs: conpl exCont ent >
</ xs: conmpl exType>

<l-- TriggerPersonal Dat aDel eted -->
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<xs: el ement nane="Tri gger Per sonal Dat aDel et ed" type="ob: Tri gger Per sonal Dat aDel et ed"
substituti onG oup="ob: Tri gger"/>
<xs: conpl exType nanme="Tri gger Per sonal Dat aDel et ed" >
<xs: conpl exCont ent >
<xs:extensi on base="ob: Tri gger">
<Xs:sequence>
<xs: el ement nanme="MaxDel ay" type="ob: Duration
</ xs: sequence>
</ xs: ext ensi on>
</ xs: conpl exCont ent >
</ xs: conpl exType>

m nCccurs="1" maxQccurs="1" />

<!-- TriggerPersonal Dat aSent -->
<xs: el ement nane="Tri gger Per sonal Dat aSent " type="ob: Tri gger Per sonal Dat aSent "
substitutionG oup="ob: Tri gger"/>
<xs: conpl exType nanme="Tri gger Per sonal Dat aSent " >
<xs: conpl exCont ent >
<xs: ext ensi on base="ob: Tri gger">
<Xs: sequence>
<xs: el ement nanme="1d" type="xs:anyURl" m nCccurs="1" maxCccurs="1" />
<xs: el ement name="MaxDel ay" type="ob:Duration" m nCccurs="1" maxCccurs="1" />
</ xs: sequence>
</ xs: ext ensi on>
</ xs: conpl exCont ent >
</ xs: conpl exType>

<!-- TriggerDat aSubj ect Access -->
<xs: el ement nane="Tri gger Dat aSubj ect Access" type="ob: Tri gger Dat aSubj ect Access"
substitutionG oup="ob: Tri gger"/>
<xs: conpl exType nane="Tri gger Dat aSubj ect Access" >
<xs: conpl exCont ent >
<xs: ext ensi on base="ob: Tri gger">
<Xs: sequence>
<xs:el ement name="url" type="xs:anyURl" m nCccurs="1" maxCccurs="1" />
</ xs: sequence>
</ xs: ext ensi on>
</ xs: conpl exCont ent >
</ xs: conpl exType>

<!-- TriggerDatalLost -->
<xs: el ement name="Tri gger Dat aLost " type="ob: Tri gger Dat aLost "
substituti onG oup="ob: Tri gger"/>
<xs: conpl exType nanme="Tri gger Dat aLost ">
<xs: conpl exCont ent >
<xs:extensi on base="ob: Tri gger">
<Xs:sequence>
<xs: el ement name="MaxDel ay" type="ob:Duration" m nCccurs="1" maxCccurs="1" />
</ xs: sequence>
</ xs: ext ensi on>
</ xs: conpl exCont ent >
</ xs: conpl exType>

<l-- TriggerOnViolation -->
<xs: el ement nanme="Tri gger OnVi ol ati on" type="ob: Tri gger OnVi ol ati on"
substitutionG oup="ob: Tri gger"/>
<xs: conpl exType nanme="Tri gger OnVi ol ati on">
<xs: conpl exCont ent >
<xs: ext ensi on base="ob: Tri gger">
<Xs: sequence>
<xs: el ement nane="MaxDel ay" type="ob: Duration" m nCccurs="1" maxCccurs="1" />
<xs: el ement ref="ob: ligation" m nCccurs="0" maxCccurs="unbounded" />
</ xs: sequence>
</ xs: ext ensi on>
</ xs: conpl exCont ent >
</ xs: conpl exType>
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<l-- ActionDel et ePersonal Data -->
<xs: el ement nane="Act i onDel et ePer sonal Dat a" t ype="ob: Acti onDel et ePer sonal Dat a"
substitutionG oup="ob: Action"/>
<xs: conpl exType nanme="Acti onDel et ePer sonal Dat a" >
<xs: conpl exCont ent >
<xs:extension base="ob: Action">
<Xs:sequence>
</ xs: sequence>
</ xs: ext ensi on>
</ xs: conpl exCont ent >
</ xs: conmpl exType>

<l-- ActionAnonyni zePersonal Data -->
<xs:el ement nane="ActionAnonyni zePer sonal Data" type="ob: Acti onAnonymi zePer sonal Dat a"
substitutionG oup="ob: Action"/>
<xs: conpl exType nanme="Acti onAnonym zePer sonal Dat a" >
<xs: conpl exCont ent >
<xs:extension base="ob: Action">
<Xs:sequence>
</ xs: sequence>
</ xs: ext ensi on>
</ xs: conpl exCont ent >
</ xs: conmpl exType>

<I-- ActionNotifyDataSubject -->
<xs: el enent name="Acti onNot i f yDat aSubj ect " type="ob: Acti onNot i f yDat aSubj ect "
substitutionG oup="ob: Action"/>
<xs: conpl exType nanme="Acti onNoti f yDat aSubj ect" >
<xs: conpl exCont ent >
<xs:extension base="ob: Action">
<Xs:sequence>
<xs: el ement name="Medi a" type="xs:string" mnQCccurs="1" maxCQccurs="1" />
<xs:el ement name="Address" type="xs:string" mnCccurs="1" maxCccurs="1" />
</ xs: sequence>
</ xs: ext ensi on>
</ xs: conpl exCont ent >
</ xs: conmpl exType>

<l-- ActionLog -->
<xs: el ement name="ActionLog" type="ob: ActionLog" substitutionG oup="ob: Action"/>
<xs:conpl exType name="Acti onLog">
<xs: conpl exCont ent >
<xs:ext ension base="ob: Acti on">
<Xs:sequence>
</ xs: sequence>
</ Xxs: ext ensi on>
</ xs: conpl exCont ent >
</ xs: conpl exType>

<l-- ActionSecurelLog -->
<xs: el ement name="Act i onSecur eLog" type="ob: Acti onSecur eLog"
substituti onG oup="ob: Action"/>
<xs:conpl exType name="Acti onSecur eLog">
<xs: conpl exCont ent >
<xs: extensi on base="ob: Action">
<Xs:sequence>
</ xs: sequence>
</ xs: ext ensi on>
</ xs: conpl exCont ent >
</ xs: conpl exType>

</ xs: schema>
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PPL Credential Schema

<?xm version="1.0" encodi ng="utf-8"?>

<xs:schema xm ns: xacm ="urn: oasi s: nanmes: tc: xacm : 2. 0: pol i cy: schema: 0s"
xm ns:cr="http://ww. prinelife.eu/ppl/credential"

xm ns: xs="http://ww. w3. or g/ 2001/ XM_Schena"

target Nanespace="http://ww. prinelife.eu/ppl/credential" elenentFornDefault="qualified"
attri but eFor nDef aul t ="unqual i fi ed">

<xs:inport nanespace="urn: oasi s: nanes: tc: xacm : 2. 0: pol i cy: schena: os"
schemalLocat i on="access_control - xacn - 2. 0- pol i cy- schema- 0s. xsd"/ >
<l-- Credential Requirements extension (note: MatchValueType is nopdeled on

xacm : Attri but eval ueType) -->
<xs:conpl exType name="Mat chVal ueType" m xed="true">
<Xs:sequence>
<xXS:any nanespace="##any" processCont ent s="1 ax" m nCccur s="0"
maxCQccur s="unbounded"/ >
</ xs: sequence>
<xs:attribute name="Matchld" type="xs:anyURl " use="required"/>
<xs:attribute nane="DataType" type="xs:anyURlI" use="required"/>
<xs:attribute nane="Discl ose" type="cr: Di scl oseType" use="optional "
defaul t="yes"/>
</ xs: conpl exType>
<xs:conpl exType name="Attri but eMat chAnyOf Type" >
<xs: sequence maxCccur s="unbounded" >
<xs: choi ce>
<xs:el enent ref="cr: MtchVal ue" m nCccurs="0"/>
<xs: el ement ref="cr: Undi scl osedExpressi on" m nCccurs="0"/>
</ xs: choi ce>
</ xs: sequence>
<xs:attribute name="Attributeld" type="xs:anyURl " use="required"/>
<xs:attribute nanme="Di scl ose" type="cr:Di scl oseType" use="optional"/>
</ xs: conmpl exType>
<xs: conpl exType nanme="Credenti al Type">
<xs:sequence maxQCccur s="unbounded" >
<xs: choi ce>
<xs:element ref="cr:AttributeMatchAnyO" mi nCccurs="0"/>
<xs: el ement ref="cr: Undi scl osedExpressi on" m nCccurs="0"/>
</ xs: choi ce>
</ xs: sequence>
<xs:attribute name="Credentialld" type="xs:anyURl" use="required"/>
</ xs: conmpl exType>
<xs: conpl exType nanme="Credenti al Requi rement sType" >
<xs:sequence>
<xs: el ement ref="cr:Credential" maxCccurs="unbounded"/>
<xs:element ref="cr:Condition" mnQccurs="0"/>
</ xs: sequence>
</ xs: conmpl exType>
<xs: conpl exType nane="Condi ti onType">
<xs:sequence>
<xs: el ement ref="xacnl : Expression"/>
</ xs: sequence>
</ xs: conpl exType>
<xs:el ement name="Mat chVal ue" type="cr: MatchVal ueType"/>
<xs:el ement name="AttributeMatchAnyOF" type="cr: AttributeMat chAnyOf Type"/ >
<xs: el ement name="Credential" type="cr: Credential Type"/>
<xs:el ement name="Credential Requi renents" type="cr: Credenti al Requi renent sType"/>
<xs: el ement name="Condition" type="cr: ConditionType"/>

<xs: si npl eType nanme="Di scl oseType" >
<xs:restriction base="xs:string">
<xs:enuneration val ue="yes"/>
<xs:enumeration val ue="no"/>
<xs:enuneration value="attributes-only"/>
</xs:restriction>
</ xs: si npl eType>
<xs: conpl exType name="Undi scl osedExpr essi onType" ni xed="fal se">
<xs: conpl exContent mi xed="fal se">
<xs: extensi on base="xacnl : Expressi onType" >
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<xs: sequence m nCccurs="0" maxQccur s="unbounded" >
<xs: el ement name="Attributeld" type="xs:anyURl "/>
</ xs: sequence>
</ xs: ext ensi on>
</ xs: conpl exCont ent >
</ xs: conpl exType>
<xs:conpl exType nane="Credential Attri but eDesi gnator Type" m xed="fal se">
<xs: conpl exContent m xed="fal se">
<xs:extensi on base="xacn : Expressi onType" >

<xs:attribute name="Credenti al | d" type="xs:anyURl"
use="required"/ >

<xs:attribute name="Attri buteld" type="xs:anyURl"
use="required"/ >

<xs:attribute nane="Dat aType" type="xs:anyURl"

use="requi red"/ >
</ xs: ext ensi on>
</ xs: conpl exCont ent >
</ xs: conpl exType>

<xs: el ement nane="Undi scl osedExpr essi on" type="cr: Undi scl osedExpr essi onType"
substitutionG oup="xacnl : Expressi on"/>
<xs: el ement nane="Credenti al Attri but eDesi gnat or"

type="cr: Credential Attri buteDesi gnat or Type" substitutionG oup="xacnl : Expressi on"/>
<!-- Redefined XACM. el ements -->
<xs: conpl exType name="PrinelifeAppl yType" m xed="fal se">
<xs: conpl exContent m xed="fal se">
<xs:ext ensi on base="xacm : Appl yType" >
<xs:attribute nane="Di scl ose" type="cr: D scl oseType"
use="optional" default="yes"/>
</ xs: ext ensi on>
</ xs: conpl exCont ent >
</ xs: conpl exType>
<xs: el ement nane=" Appl y" type="cr: PrinelifeAppl yType"
substitutionG oup="xacn : Appl y"/ >
</ xs: schena>

PPL Sticky Policy Schema

<?xm version="1.0" encodi ng="UTF- 8" ?>
<xs:schema target Namespace="http://ww. prinelife.eu/ppl/stickypolicy"
xm ns="http://ww. prinelife.eul/ppl/stickypolicy"
xm ns: sp="http://ww. prinelife.eul/ppl/stickypolicy"
xm ns: ppl ="http://ww. prinelife.eul/ppl"
xm ns: ob="http://ww. prinelife.eul/ppl/obligation"
xm ns: obmre"htt p: //www. primelife.eul/ ppl/obligation/msmatch”

xm ns: aunm="http: //ww. prinelife.eul ppl/authorization/msmatch"

xm ns: xs="http://www. w3. or g/ 2001/ XM_Scherm"

el ement For nDef aul t =" qual i fi ed" attributeFornDefaul t="unqualified">

<xs:inport namespace="urn: oasi s: nanes: tc: xacm : 2. 0: pol i cy: schema: os"
schemalLocati on="access_control - xacnl - 2. 0- pol i cy- schema- os. xsd"/ >

<xs:inport nanespace="http://ww. prinelife.eul ppl"
schemaLocat i on="Pri nmeLi f eSchena. xsd"/ >

<xs:inport nanmespace="http://ww. prinelife.eu/ ppl/obligation"
schenmaLocati on="Pri neLi feQol i gati on. xsd"/ >

<xs:inport nanespace="http://ww. prinelife.eul/ ppl/obligation/m snatch"
schemaLocat i on="Pri meLi f eol i gati onM smat ch. xsd"/ >
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<Xs:inmport namespace="http://ww. prinelife.eu/ ppl/authorization/ m snmatch"
schenmalocat i on="Pri meLi f eAut hori zati onM smat ch. xsd"/ >

<xs:el ement name="StickyPolicy" type="sp: StickyPolicy"/>
<xs: conpl exType nanme="Sti ckyPol i cy">
<Xs:sequence>

<xs:element ref="sp: Attribute" maxCccurs="unbounded"/>

</ xs: sequence>

<xs:attribute name="mat chi ng" t ype="xs: bool ean" defaul t="true"
use="optional "/ >

</ xs: conmpl exType>

<xs:el ement name="Attribute" type="sp: AttributeType"/>
<xs:conpl exType name="AttributeType">
<xs: sequence>
<xs:el ement ref="ppl:AuthorizationsSet"/>

<xs:el ement ref="ob: bligationsSet"/>

<xs:element ref="sp: M snmatches" m nCccurs="0" maxCccurs="1" />

<l-- <xs:el ement ref="obmm ObligationsSet" mnCccurs="0"/> -->

</ xs: sequence>
<xs:attribute nane="AttributeUR " type="xs:anyURI " use="optional"/>

<xs:attribute name="mat chi ng" t ype="xs: bool ean" defaul t="true"
use="optional "/ >

<xs:attribute name="1D"' type="xs:anyURl " use="optional"/>

</ xs: conmpl exType>

<xs: el ement name="M smat ches" type="sp: M smat chesType"/ >
<xs: conpl exType nanme="M smat chesType" >
<xs: sequence>
<xs: el ement ref="aunmm Aut hori zati onsM smatch" m nQccurs="0"/>

<xs: el ement nane="Cbl i gati onsM snat ch" t ype="obmm M snat ches"
m nCccurs="0"/>

</ xs: sequence>

</ xs: conmpl exType>

</ xs: schema>
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