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Abstract

As the usage of information and communication teédqy increases in private and professional
life, personal data is widely stored. While servigeviders need to rely on identifying their
customers, conscious identity management and pridewelops into a new value for the service
user, especially in the electronic service contebere, modern technology infrastructures can assist
in providing security to both sides by assuringniifecation and privacy at the same time.

This paper introduces the ‘Security of Service’ agpt and presents different technical
environments through which it can be establisheivaBy in service composition is elaborated
conceptually and from a technological standpoimtteRtial authentication scenarios and emerging
use cases are introduced. In conclusion, implinatior the needed technological infrastructures are
derived and necessary future research directiensdicated.
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Executive Summary

Mobile devices have developed into omnipresent @mgms of modern life. They fuel an
increasingly IT-based and virtual mode of humasrimttion in the business and private world as
they enable services such as payment, access altichedia-based communication. They are
becoming important enablers in the identificatidringlividuals. Further, internet-based services
are increasingly provided through mobile devicesntg, the security and privacy issues that
already exist in the world wide web gain importafarethe mobile world too.
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In this context, the two parties of a service (e provider on the one side and the customer
on the other) increasingly perceive service secardt a crucial selling proposition. At the same
time, service quality is becoming a non-differetitig basic requirement.

From a service provider perspective, the securityaoservice is dependent upon the
identification of the respective individual in tlepecific service encounter. From a customer
perspective, security roots in the minimum possitstlnsmission of the specifically needed
personal data and the highest possible level ghpyifor the data that is transferred.

The challenge of secure service provision is infieasby the trend that customers tend to
present themselves under different identities wheesracting with various service providers. This
calls for a process which identifies the individuakr in the moment of a service request, secures
his privacy herein, and enables him to flexibly@daarious identity profiles.

The trend towards more flexible and customizedisesy for example in mash-up approaches
and service structures that span across trust-cienaaid applications, impacts the identification of
individuals. Such composite services span cliewt service side applications and require new
mechanisms for data handling and trust evaluation.

The here presented Work Package (i.e. WP 6.2iigstto explain which infrastructure may
be applied to establish an environment of secumwicgs. In this environment, flexible
identification shall be possible whilst privacyaissured.

Particular attention is given to web-related tedbgies and trusted computing (i.e. Trusted
Platform Modules (TPMs)) as future infrastructuras well as Smart Cards (including
GSM/UMTS/SIM and signature cards) and PKI solutiaagresent infrastructures.

Hence, a technological infrastructure is definedwihich trusted mobile devices can be
applied to enable secure services. As a resulsepting and authenticating various identities in
service encounters will be possible while highestgey can still be guaranteed.
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Chapter

Introduction: ldentity Management,
Mobile Devices and the Internet

1.1 Overview of the Total System

The definition of a scalable privacy model in camgtion with different levels of security is a corsi®ne

of identity management. It is common to use diffiérieentities or roles when acting as, for instarare
employee, a customer, or a parent. Extreme caseswsn be observed in a tribe in New Guinea where
people change their name (identity) depending oorwthey are talking to. Thus, each person has akver
identities. This behaviour is even more commorh@nélectronic and virtual world: For example, oanlk
has different information about us than a mobilerajor, a business partner or the government.

eg. Smart Card eg. Smartphone
(w/ TPM, SIM SD)

{Secure CardTrusted Component '[

©  Protected Identity |

|

J

lw (Full User Profile)
| ‘
e |

|
|
|
1

Service B

Service A

Q9@ Shared Identities|

|| (Customized
(1] Profiles) !

User Internet
Core Periphery

Figure 1: Managing different identities from onefected core data set

Hence, the bank’s perception of our identity idedént to the way we are seen by other institutidigs is
because different privacy settings are applied hEsatting or level of privacy corresponds to aetiht
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data subset. The various data bundles providerdiffesets of knowledge and presentation schemearof
selves. Therefore, there is a direct connectiowden security levels and identity.
In consequence, managing your identity means magagrious privacy settings with different security
features as enablers. From a technical standghmtverall concept of identity management in thdew
service context can be established by using aeslustmponent which provides different levels ofracy
and identity information to its surrounding contdxrtsum, this establishes a secure service envieoh
As sketched in Figure 1, the secure client / tdustemponent will represent the core entity and -user
perspective of a secure service. The internet sgte as service periphery. Taken together, these t
perspectives will establish an environment in whiebure services can be provided when the useadatse
with the internet. Typical secure environment fimmlities required in conjunction with identity
management are:

« All kinds of authentication mechanisms (mutual/exéd/internal)

« Security policy enforcement (as far as possible alient component)

e Secure Communication Endpoint, e.g. SSL-Endpoint

« Secure Display and Keypad (only in high-end deyices

Overall, the PrimeLife project addresses a widéetsof architectures for identity management. Tieee
presented deliverable focuses on managing diffdears of privacy through the support of a mobile
device.

Using identity management in combination with saamobile device in order to establish a secureicerv
environment faces three different challenges:

1. Challenge from the user perspectiveDuring the past years, mobile devices have beaammitous
companions and IT services are providing technebg¢hat match information with a user’s interesis a
annotate usage profiles. This optimization of aatiohs and profiles in connection with security mak
portable secure device a suitable participant skmantic secure environment. Mobile devices are no
longer mere enabling tools for decentralised serpiovision. Today, the devices themselves incnghsi
play important roles in establishing secure seregeironments and enabling a participation in thése
this context, privacy for the individual user ipesially ensured only if the respectively neededspaf the
whole user-related data (profile) are transfermednfthe personal mobile device. This assures coadin
privacy whilst providing a clear identification aadthentication of the user for the service pravide

2. Challenge from the security perspectiveAt present, systems and technology architecturesssil
complex because many technology modules are deaglop different companies and no dominant design
has been established in the market of privacy wirialy use security modules such as Smart Cards.etHenc
it remains a reality that most of the componeniis¥otheir own security concepts.

In such a fragmented setting, achieving coherefceaurity (i.e. a solid and seamless security steays
pervasive through the whole architecture) contirtadse a big challenge.

The here presented deliverable addresses thigobalin chapter 3 (“Privacy in Service Compositjon”

3. Challenge from the infrastructural perspective:To work properly, a secure service may depend upon
the cooperation of different companies and/or titegration of different sub-services. To achievis,th
each service provider first needs to identify wkiatl of subscription is asking for which servic&o do

so, each provider initially requires a genuine tignof the individual user. This genuine identity
presented before the service is provided. In argdipdragmented market and in cross-industry servi
provision, each service provider can be expectetaie his own mechanism of matching identities to
services. Hence, several ways to validate and nesidegtities can be expected.

The infrastructural challenge is to integrate d#dfe identity systems and the way how the
subscription/identity can be recognized in and ugtothe infrastructure composed by different servic

 According to the International Organization fomdardization (ISO), security is defined as theimization of “the vulnerability of the
value and other resources” [106].

2 Subscription refers to a legally binding interantbetween the service provider and the service Urse subscription, the service user
requests the provision of a pre-defined set ofisesvfor a set timeframe. If service provisionud-€ontracted to another service provider,
this 3rd party will have to initally check whethtée actual subscription covers the requested servic
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providers. Integrating this infrastructure perspectis closely linked to solving the above mentidne
security challenge.
Therefore, this challenge is also addressed inteh&q“Privacy in Service Composition”).

1.2 Security Considerations

In the services industry — and particularly in és#8 which are based on electronic devices — a new
paradigm seems to be emerging: The conscious maneag®f identity in a secure service context. Quali

of Service (QoS) has already become an indispemsathibute as a foundation to this understanding.
Hence, QoS is already defined in the deploymeangfservice architecture.

Treating Security of Service (SoS) as a similarlyc@l attribute of a service calls for an explaratand
definition of the term.

In the PrimeLife project, the SoS concept will fibe conceptualised from a general point of vied #uen
adapted to the whole service architecture in teyins

e Size

«  Mobility

e Complexity

< Distribution of knowledge in the system, of deadisipoints in the software, and in the services
provided.

It is obvious that security needs a kind of trustheor. Such a security anchor enables the user:
* To define a secure domain, which also is contepeddent (home/family, friends, work, travel).
* To manage the user's personal environment so lieamnanagement of the user's device base is
both secure and easy.
« To define which of his devices can be publicly estrictedly accessed and how interactions occur.
A secure client in combination with a trusted comgmat in a mobile device can serve as a securiti@anc
in the overall SoS concept and system architecture.

1.3 Environments for the ‘Security of Service’ Concept

The Security of Service (SoS) concept can be eggddotdevelop along three phases. These phasastare
only important to anticipate the characteristicSuifire security requirements, but can also assigin-
point the definition of the concept alongside itgicpated path of development. Therefore, defining
SoS-concept could be accomplished in 3 stéfigese match the respectively needed capability: tie

Step 1. Security requirements in a static environment:This will consider fixed and concrete
client and server components, actors and scenartos.definition of SoS will result in fixed
security requirementfor the given scenarios. At this level, SoS bebtawvican be developed and
modified in the client and server component.

Step 2. Security rules in a dynamic environment: This will consider the heterogeneity of
scenarios. The definition of SoS will resultsacurity rules The equipment, context-aware, will
know rules of behaviour under different situatione SoS will be changed in a situation-specific
manner according to the rules defined during tleed@velopment. Hence, the SoS is dynamic and
co-evolves with the isotropic and steadily changemntext into which it is embedded. This
approach is similar to the way in which Europay,skéacard, and Visa (EMY consider security
in different and continuously changing scenarios.

Step 3. Security policies in an adaptive environmentThis will consider unknown equipment,
actors, and heterogeneity of space. The defingfdBoS will result irsecurity policiesThe client
and the server will know the policies. Both willngider whether a given service is to be continued
or blocked for a dedicated actor in a specificagitin. In an adaptive environment, QoS and SoS

% The here presented steps of defining an SoS-coreae been developed for application in future kpackages, when the various
scenarios become more detailed and preferred sss eae elaborated more profoundly in conceptuhteshnical terms.

“ Note: EMV is a standard for interoperation of Iilccards and IC capable Point of Service termiaats Automatic Teller Machines for
authenticating credit and debit card payments.
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take a “flexible and secure”, “pervasive and setuhesilient and secure”, “recoverable and
secure” character, depending on the situation.clibat and the server components will deploy an
adaptive SoS and QoS ad hoc by negotiating theaSo&ding to the agreed security policies.

14



Chapter

Variants of Secure Environments

The objective of this chapter is to sketch theedéht possibilities for the protection of secuitjtical data
in conjunction with identity management infrastuuress.
As a starting point, the mobile secure environnrghitrequire a root user profile that can be usederive
a profile compatible for different dedicated seedc From a user perspective there are three easenti
requirements for these profiles:
< Integrity: No manipulation of the content (tampeoqf), e.g. by viruses
e Availability: No denial of service caused by pofahattacks
< Confidentiality: Value reading (i.e. extracting tfespectively needed information) and no leakage
of profile information to a non-trustworthy thircy

It is common practice to achieve a protection ofspeal data by isolation in a tamper-proof/resistan
environment. The applied technologies vary fromhlyigamper-proof or tamper-resistant environments
like Smart Cards to software-based isolation meishas with hardware support, e.g. virtualization or
ARM Trust Zone. To enable a cross-domain compasitio is necessary to integrate such security
environments in identity management infrastructutdsreover, it is necessary to have standardized,
highly accepted interfaces to security componegtsabse the identity management infrastructures are
composed across different systems and domainsefbiney it is the aim of PrimeLife to investigate in
Work Package 6.2:

e Security environments to protect personal data

* The integration of security environments in idgntitanagement infrastructures

e Mechanisms for the life cycle management of seam@ronments and personal data storage

devices.

2.1 Overview of Secure Environments

First ideas about tamper-proof and tamper-resistamts with an embedded chip already appeared76.19
Since then, the Smart Card market has grown anlgzidot of different kinds of Smart Cards currgnt
ensure the security of authorization processekjding and thereby enabling identity management.

Since a few years, Smart Cards also appear in aew factors, e.g. with a USB connector or as at4iil
device in a PC, i.e. the so-called TPM (Trustedf®a Module). Especially different applications of
TPMs [38] are an example for the increasing neezhgure the integrity of data and the identity efspns
within global networks.

The intention of the following diagram is to givea @verview of the different varieties of secure
environments. They range from software-based swlstin embedded systems to Smart Cards and tokens.
It is not the intention of Figure 2 to comprehep$iumention all possible kinds of secure environtaemd
also not to be exclusive, which means that thezecambinations possible. For example, a SIM can lads
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a Java Card or a virtualization can also appearoirjunction with a tamper-resistant device suctaas
Smart Card.

Secure Environments

_— T

(Embedded) Systems Smart Cards & Tokens
ARM Virtualization ards/ISO7816 Token
Trust Zone Tce / \
Trusted Computing
usB SecureFlash

JavaCard u/i/SIM EMV Cards PKI Smart Cards

G&D Internet Smart Card
Figure 2: Overview of different secure environments

Within the here presented Work Package, focusidsda the secure environments sketched in Figure 2.
This corresponds to the target set in the projespgsal’

2.2 Capabilities of Smart Cards and Token Technology

The main usage of Smart Cards is the storage dilyhigpnfidential information, such as cryptographic
keys, and the execution of security critical preess such as an authentication to prove the igieuitia
person or device. Classical Smart Card use casdg8H [33]:

e Authorization in communication networks, such asiteophone networks or the Internet,

e Execution of security-critical processes with bawgkiand payment applications, e.g. credit and

debit operations on an electronic purse,

« Storage of sensitive personal information, e.ghealth and identity cards,

« Physical and logical access control.
Major Smart Card milestones in the past were tlreduction of the SIM (Subscriber Identity Modube
the security device in mobile networks and the mti# of Java on Smart Cards, i.e. the JavaCard™
Standard. With JavaCard™ the flexibility of Smagr@s increased, because it was the first time lplessi
to develop Smart Card applications in an interdperdormat. The so-called JavaCard™ Applets can be
executed in an almost interoperable manner onrdiffelavaCards™ from different Smart Card vendors.
With the increasing computing capabilities of pRsEDr Smart Cards new opportunities appear. Newer
Smart Cards, connected to a host over the USBféictroffer a full TCP/IP stack in the operatingtsyn.
These Internet-Smart Cards no longer depend on toRf@ able to communicate because they can act
independently as a network node in a global netwiskk the Internet. So, they may serve as a good
protection mechanism for personal data in comtnatiith information exchange in a cross-domain
network. A person can determine, which informatiabout her/him/is published by help of the
communication gateway Internet-Smart Card that suppstandard Web technologies like HTML
(hypertext markup language) pages and HTTP (hygemansfer protocol). Therefore, the Internet-Smar
Card ([28], [29]) hosts a Smart Card Web ServerWST which acts as graphical user interface for the
personal token. The Internet-Smart Card technotogySCWS also appear in the future USIiismobile
networks. On the user side, a web-like look and deaplifies information exchange with a Smart Card
For example, users browse a phone book or FA(dised on HTML pages stored directly on the Smart
Card Web Server (SCWS) hosted on the (U)SIM. Orptbeider side, an HTTP-based update mechanism

° Note: The proposal specifically calls for web-teth technologies, web-service architectures, tdusiemputing, GSM/UMTS-SIM,
signature cards and citizen cards, PKI, and lagg&paccounts.

® Note: A Universal Subscriber Identity Module isapplication for UMTS mobile telephony running oSmart Card which is inserted into
a 3G mobile phone. The USIM is not the Smart Césdlfi but merely a logical entity on the physicard It stores user subscriber
information, authentication information and prosdstorage space for text messages and phone botadct For authentication purposes,
the USIM stores a long-term preshared secret kbichwis shared with the Authentication Center ia tietwork. The USIM also verifies a
sequence number that must be within a range usiwig@ow mechanism to avoid replay attacks, and ishiarge of generating the session
keys to be used in the confidentiality and intggaigorithms.
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simplifies the exchange of content with previouggued (U)SIMs. In conjunction with the Internet
technology on Smart Cards, the variety of differéata types stored on the Smart Card and deliveyed
the SCWS is considerably increasing. Moreover imart Card can be responsible for protecting ceastl

data such as music, video clips, purchased ringstopersonal data, and access information for wsrio
mobile service$.

2.3 Selected Standardization Bodies for Secure
Environments

2.3.1 ISO/IEC7816

The International Organization for Standardizati@80O) is an international standard-setting body
composed of representatives from various natidiaaldards organisations. Founded on February 23,194
the organisation promulgates worldwide industrial a&commercial standards. 1ISO also has a strong
position in the field of IT Security and Smart CarcHere, ISO’s Sub-Committee 17 (SC17) has
responsibility for developing standards for Idanéfion Cards and personal identification, inclgdan lot

of Smart Card-related aspects.

One key factor for the success of Smart Cards e@$307816 series, which has been issued by th& SC1
group and several national groups. The ISO781&sahescribes many Smart Card-related aspects from
physical and electrical characteristics to the camication protocols and data structures. Therefibre,
ISO7816 is the basis for other standards, whiclkdingw functionalities on top of the 1ISO7816 series
Examples for standards using ISO7816 as basidharspecifications issued by ETSI S@® the JavaCard
standard.

In a greater granularity, SC17 has different Woroups (WGs). Here, WG1, for example, focuses its
attention on physical characteristics and test aughfor identification cards [107]. Within WG1, kas
Force 2 (TF2) dedicates its attention to durabditguch cards.

International National
17 Sﬂé:art—cards NI17
A\ 4 l : \ 4 l
WG1 WG... NI17.1 NI17...
v other v other
TR2 LLC TFC

a a

Figure 3: Correspondence of ISO SC17 standardizatith NI17 group

Each international dimension of ISO’s Sub-Commities the respective work groups is complemented by
national initiatives (NIs). Taken together, thefféedent groups represent the overall standardizdbody.

" In addition to Smart Cards, technologies such msst&d Platform Modules (TPMs) and ARM Trust Zoii€Zs) have recently been
conceptualised and presented to the market pladdifference to the Smart Cards and Tokens, thexfeblogies are physically mounted
into mobile devices. As they mainly serve the séemget as Smart Cards and can in fact be undersmptiysically integrated Smart Cards,
the here presented argumentation focuses on Sraagts @nd Tokens only. By doing so, it inherentlgludes aspectes of TPM and TZ
technologies.

8 ETSI SCP stands for European Telecomunicationsdatas Institute Project for Smart Cards.
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2.3.2 Java Card Forum

The Java Card Forum (JCF) enabled Java for theeumagmart Card programming language. The JCF
comprises a technical and a business committe@résously mentioned, Java has certain advantages i
conjunction with Smart Cards, especially because Jpplications can be developed, validated and
interoperability-tested rapidly across suppliersaipliant Smart Cards. This can significantly reglthe
time-to-market for new Smart Card programs, appéeid allow rapid changes to in-field schemes. e d
and over the last 8 years, the JCF has worked @piterations of the Java Card ARpecifications and
associated test and compatibility kits. The graupurrently working on enhancements to the 2.2 Card

API and, in parallel, the newest generation of Jaaed specification requirements (3.0).

2.3.3 Trusted Computing Group

The Trusted Computing Group (TCG) [38] is a staditation body, which defines open standards for
hardware-enabled trusted computing and securitynt@ogies, including hardware building blocks and
software interfaces, across multiple platforms,igharals, and devices. TCG specifications will daab
more secure computing environments without compsomgi functional integrity, privacy, or individual
rights. The primary goal is to help users protieirtinformation assets (data, passwords, keys, feten
compromise due to external software attack and ipalysheft. The TCG, a successor to the Trusted
Computing Platform Alliance (TCPA), is an initia¢istarted by AMD, Hewlett-Packard, IBM, Infineon,
Intel, Microsoft, and Sun Microsystems to implem&ntisted Computing. TCG's original major goal was
the development of a Trusted Platform Module (TP&l)semiconductor integrated processor core or
integrated circuit that conforms to the trustedtfptan module specification put forward by the Tedst
Computing Group and is to be included with computir enable trusted computing features. TCG-
compliant functionality has since been integratedatly into certain mass-market chipsets. Basedhen
TPM concept, TCG has also introduced a specifinatar so called Mobile Trusted Module (MTMs)
which extends the aspect of security to mobile phdevices:
“The TCG has created a core set of security speifins to be used as standardized building
blocks. Both the TPM and Mobile Trusted Module Bjgation are based on this same core set of
security functions providing the same essential Ti@Gts of trust. The MTM is tailored to the
verified mobile phone framework and offers enhamrgmsuitable for that framework. [...These
MTM specifications provide] the core framework, coamds and control specifications needed to
provide a TCG based security building block solutio mobile phones.[108]
The key element of trustable computing in TPMs sfTdMs is a secure boot process. Therefore, one major
working topic of the TCG is the definition of suahsecure boot sequence in conjunction with differen
computing environments (e.g. PCs and embeddednsgktds the TPM/MTM is a passive device, it has to
interact with a trustworthy bootloader to placewst anchor in the system. The TCG boot procegssreh
the storage of trust measurement values and aognggthic key hierarchy.

2.4 Security in Embedded Systems and Virtualization

Security in embedded computing environments becomese and more important since the usage of
embedded systems, such as PDAs and cell phonkssiness transactions increases. Different usescase
in conjunction with Near Field Communication (NFQequire a secure environment. A security
component, which is embedded in a mobile devicagtessary to store and handle business and pkersona
information in a secure manner. This goes much teybe functionality of a classical SIM, which has
been the first secure element in a mobile device.

Tamper-resistant devices like Smart Cards alonehagkly secure, but offer only limited computing
capabilities and memory capacity. Combining therhiwia secured mobile device and the corresponding
secure environment eliminates such restriction®rdthy, greater flexibility can be offered and addit

° Note: API = Application Programming Interface. AR is a set of declarations of the functions (agedures) that an operating system,
library or service provides to support requestsenadother computer programs.
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spheres of service provision can be enabled. ThrerePrimeLife will also work on secure computing
environments in WP 6.2.
Virtualization is a broad term that refers to theparation of computing resources between different
operating systems, processes, or other runtime@maents. The technology behind virtualizationhe t
abstraction of computer resources. One definitfovirtualization taken from Wikipedia is:

"Virtualization is a technique for hiding the phyaicharacteristics of computing resources

from the way in which other systems, applicati@ngnd users interact with those resources.

This includes making a single physical resourcet{sas a server, an operating system, an

application, or storage device) appear to functas multiple logical resources; or it can

include making multiple physical resourcef39]
Throughout WP 6.2, PrimeLife wants to focus on #leeurity aspects of embedded devices and also
virtualization [39]. Virtualization offers the pabdity to isolate security-sensitive (personal)talaand
processes dealing with this data. The separatidcheotomputing resources offers the possibilityspdit
computing hardware into two process environmentge @rocess environment is dedicated to security-
sensitive information and the other one to standafarmation processing. To realize multiple praces
environments on a single hardware platform, a hyiper® is required. Part of each process environment
is a virtual representation of the underlying haadevthat makes it possible to host a standard tipgra
system and a secure operating system.

2.5 Usability Analysis of Secure Environments

It is obvious that the security, which is requideg identity management systems, can be on different
levels. Therefore, it is a goal of PrimeLife in VR to sketch a scalable security environmentdentity
management systems and a general proposal to #pplypreviously described security environments
according to the desired level of security thattodse guaranteed.
Looking at the requirements of an identity manag#rsgstem, it is important

e to have a portable device to store personal infaoman a highly secure manner,

e to have a secure environment to process this pargdormation and to give information away on

an authorized request.

It is therefore advisable to have a combined sarutif a security token or Smart Card, which excleang
data with a secure execution environment on an dddzkesystem or PC.

A Smart Card or token can then offer a maximumarfgbility and flexibility whilst still assuring aigh
level of security. The secured embedded systeno@mplementing partner in the overall security soluti
will in turn offer much more memory capacity, cortipg power and also flexibility in usage.

Moreover, there are approaches to use the comppitigr of embedded systems also in conjunction with
security critical processes (e.g. on the Smart ahrdugh the definition of different isolation nfeamisms.
The following two sections give a brief overviewtbe different strength and weaknesses of Smad<Car
and Tokens versus Secure Embedded Systems:

2.5.1 Strengths & Weaknesses of Smart Cards and Tokens

Smart Cards and Tokens show the following application strengths:
@ High Security

@ Highly standardized interfaces e.g. ISO7816, ESCP...

@ Centralized personalization and individualizatmocesses

@ High portability of the personal secure environinen

In turn, they also show the following application weaknesses:

1 Note: A hypervisor (also: virtual machine monitis)defined as a software-based virtualizationfptat that allows multiple operating
systems to run on a host (e.g. PCs or mobile dg\atethe same time. A hypervisor establishes araéipn of various open and / or secure
software modules within the host’s software.
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© Limited memory capacity and computing power
© Not always under control of the device owner, 8141, Company ID

© No user interface

2.5.2 Strengths & Weaknesses of Embedded Security Systeraad
Virtualization

Embedded Security Systems / Virtualization show the following application strengths:
@ Easy to integrate, because no hardware interfaces

@ Large memory and computing power in compariso@rtart Cards

@ The device user has control over the device

@ Availability of a display and keypad

In turn, they also show the following application weaknesses:

© Midrange Security

© Limited portability of the personal secure enviramt

In essence, Smart Cards and Tokens can provideskiglrity in a mobile and flexible manner. Embedded
Security Mechanisms and Virtualization may provgignificant processing power for security relevant
applications. Hence, a combination of these twoedisions could provide a system which can cover all
levels of security, be static as well as flexibhel &ighly performing.

As an example, such systems could provide SmadsCar Tokens for mobile devices which can store
different identities and assist in using selectegsoof these for different services such as paysment
bookings or participation in online communities.eTEmbedded Security Mechanism would assist in
decoding and processing the data stored on thet&raed or Token, thus making the overall systenuisec
and highly performing.

2.6 Interoperability Layer

2.6.1 Introduction

This chapter mainly investigates authentication aathorization infrastructures as the prevalenthoekt
used to establish trust in content distributed renlioday. While the prior sections dealt with tedst
computing infrastructures and the next sections mdinly deal with the mechanisms deployed to make
and keep content trusted on the server side, ¢etsos is concerned with finding flexible ways tadgrate
those two layers.
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Figure 4: The Interoperability Layer within a Geslered Overall Architecture.

Current authentication deployments exhibit sevehairtcomings. In the web environment, users need to
come up with passwords for a lot of different seegi Examples are web based mail, e-commerceasites
discussion forums. Passwords are also widely useadthentication in email, operating system login,
remote shells, databases, and instant messagimgddminance of isolated password systems leads to
large number of passwords that a user has to genemamorize, and rememberHowever, remembering
a lot of randomly selected, independent passwardsite straining for users, especially if somespasds
are used only occasionally. Users tend to eitheosh weak passwords [4], enabling dictionary oneve
brute force attacks, or choose related passwondseeeral or even all accounts [2], which makes the
authentication system vulnerable to cross-sentieeles [11].
This behaviour occurs in addition to general insgies attributed to password systems, well as
interception of passwords [42]. Even projectionshaf password authentication infrastructure’s gskaas
a whole exist [41]. These projections are baselihuted cognitive capacities of the users in conmgaar to
the exponentially growing power of automated haelteacks.
So, there are three main ways in which currentemtitation infrastructure developments try to adean
the state of the art:
« Claim-based authentication proposes to use crederfé.g. SAML Tokerd) to authenticate by
showing claims asserted by trusted third parties.
+ Protocols like IDEMIX® improve claim-based authentication by ensuring ngmity and
unlinkability.
- Specific deployments often advertise offering afiadi interface for identity management,
including single sign-on (SS&)support for web sites, to improve the user expege

However, those improvements, and specifically t8®Saspect, depend on a broad adoption of identity
federation protocols by services, which has notnbaehieved by any proposed protocol as of yet.
OpenID” is quite broadly adopted at the moment by blog$ similar services and MS Passpbmas
during its heyday even adopted by big players &Bay and monster.com, but a perceptible adoption of
sign-on in everyday internet use for a broad groiupsers would still require an even broader adoptif
these technologies. Service providers implemergungh protocols obviously have to make an investment

 Note: Memorizing relates to the ad hoc storingp@ssword in your mind. Remembering refers toigeing’ the password from your
memory after a longer period of time in which yoight not used the password.

12 SAML = Security Assertions Markup Language. SAMkens are XML representations of claims. [109]

3 IDEMIX = Identity Mixer. IDEMIX is an anonymous edential or pseudonym system. [110]

4 Supporting each and every service is often ndiiliés for SSO systems spanning large networks [PB& scenario where only partial
integration is reached will be referred to as “rtlisign-on”.

5 OpenID is a an open and decentralized identitiesyslt eliminates the need for multiple usernam@wss different websites, simplifying
your online experience. [111]

6 Microsoft Passport Network was originally namedINEassport and is now administered under the Wisddawe 1D brand. It is a single
sign-on service developed and provided by Microgt allows users to log in to many websites using account (see [45] and [112]).
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that may be jeopardized by protocols emerging efibld afterwards. Also, replacing passwords as an
authentication mechanism may add complexity and tmmtribute to the loss of users. Additionallymiy

not be in a service provider's best interest toddadize in the area of authentication. He may uténg

his lock-in of existing customers at risk by allogyithem to easily apply their stored identity iment
contexts.

So, while reaping the benefit of such solutiongmftequires the implementation of specific intezfaby
the individual service providers, missing incensifer services to become relying parties often lead
limited adoption by services which in turn limitsetbenefit for the user and by this hinders theagbiof
the identity management infrastructure.

Employing an extra interoperability layer to trasl authentication tickets (which are defined iis th
context as the secrets sent to service providayspasswords or credentials) originating fromahed into

a format that is digestible by non-cooperating isey (see Figure 7), may alleviate this problem by
enabling the system to deliver a meaningful redwsigd-on experience to the user without requiriitigee

the implementation of specific protocols or the pemation of services. Thus, interoperability wiggacy
authentication systems at services — such as #mmarse/password authentication interfaces domipatin
today’'s web — may be a valid strategy to incredse user-side adoption of identity management
infrastructures.

This reflects similar experiences from enterprisenarios, where integration with legacy systems not
supporting the protocols employed by the newly dggdl Electronic Identity Management systems isnofte
a business requirement [22]. However, in additmiit being applicable to the services he or shetsvem
use, a user may also have security requirementrtisnan envisioned new authentication infrastrectur

2.6.2 Requirements for Interoperable Authentication

Several requirements can be derived from the dismuisn section 2.5.1 and will be listed in thigtsan,
together with a short summary of the rationale mhe&hhem. To allow for a structured presentatioe, th
requirements will be categorized as either secuidtjuirements, necessary to ensure the securitiieof
basic operations of the system, interoperabiligunements, necessary to ensure its capabilitptegrate
with different identity management infrastructures further stakeholder requirements, reflecting
requirements that do not directly influence thefulsess of the infrastructure, but rather improve ¢ase
of use for the different stakeholders.

2.6.2.1 Security and Privacy Requirements

e Security of Generated Authentication Ticket: The authentication tickets sent to services
must be pseudorandom and independent. Furthermaervice authentication ticket for any
site must not give any information on any otheves’ tickets. As a corollary, generated
tickets should be chosen from a suitably largeasdtshould ideally be uniformly distributed,
to avoid efficient (e.g. dictionary) attacks foausion a specific, more probable subset.

» Protection of Central Authentication Secret: Given a single secret, e.g. a secret signature
key or master password, the system should gengeatee, distinct authentication tickets, e.g.
passwords, for each web site. The central secratldhbe protected using the strongest
available measures, as it is also a single poinfaddre (“Keys to the Kingdom”) [14].
Preferably, the usage of a single secret shouldbroénforced, but it should rather be an
option for the users to employ several secretdifégrent services, if they deem it necessary.

e Minimization of Attack Surface against Insiders: Unlike protocols employing an
authentication proxy, we aim to realize a protott@t cannot be executed by a third party
alone in order to thwart impersonation of the usethis third party. The same holds true for
the individual service providers, who in the wigeesad password authentication scenario
could leverage the tendency of users to reuse padsvat several services [14] for cross-
service attacks (this has been referred to asDienfno Effect”, as affected services fall - in
potentially great numbers - one after another [3]).

 Minimal Release of Personal Information: The personal information released by the
interoperability layer should default to the smstilpossible amount. This amount is dependent
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2.6.2.2

upon the requirements of the respective service, dhpabilities of the client, and the
underlying identity federation protocdHlence, the interoperability layer shall not lowke t
security of the overall system by releasing mofermation than required by the front- and
the back-end.

Interoperability Requirements

Compliance with Legacy Server-Side Authentication Blicies: The generated
authentication tickets must conform to servicegestations. E.g., in the case of passwords,
each generated password needs to be accepted mekhsite, i.e. it must comply with the
service’s password policy. A certified credentialuld require that the service trusts the CA to
reap the benefits of certification.

Integration of Strong Authentication: The architecture should be able to build on existi
Smart Card or public key infrastructures (PKIs) alder existing infrastructures providing
strong authentication to be applicable to high-ggcscenarios. To make the system easily
deployable on top of e.g. an existing signature aarastructure, we would prefer to use only
algorithms present on a wide range of hardware.

2.6.2.3 Stakeholder Requirements

Pervasiveness: We aim for inter-device mobility, making storagd authentication
information on the device impractical. Additionallythe implemented authentication
mechanism should be executable on mobile deviaespife of their limited performance.
Minimal Interaction: The system should require minimal user interactimneach necessary
interaction step significantly reduces the accepanf security-related systems. It has been
stated that “The user base for strong cryptogragdwglines by half with every additional
keystroke or mouse click required to make it woKkEllison’s Law”) [3]. However, note that
this does not necessarily override other requirésnéior the release of personal information,
for example in banking applications, it is stilloessary to collect the user’s consent in some
fashion and therefore have a step of interactiothénoverall process. But still, reports from
the field suggest that the impact of an overabuoelaf options on the adoption of the system
will probably be negativé’

Consistency: The user experience offered by the system acregsra log-in domains,
potentially using several protocols, should berdfoum as possible, easing the learning curve
and operation of the system.

Minimal Provider Costs: We aim to minimize necessary server infrastructuriile still
meeting the interoperability and usability requiesits. This applies to the number of services
involved, the complexity of server-side componeaty] costs of the integration of additional
identity management infrastructures.

Controlled Release of Personal Information: Control over the release of his personal
information shall always be held by the user. Thiguirement is mandated by user concerns,
legislation [23], and can also be seen as a sgaeduirement

2.6.3 Design of an Exemplary Interoperability Layer

2.6.3.1 Overview

We here propose a pluggable architecture, desigmeshake adding new Smart Card APIs or other
authentication factors easy. Also, password encadgitransmission components have been desigriesd to
easy to replace. An additional benefit of this madapproach is a small, portable core containfregkiey
algorithms.

" Note: It canbe expected that systems which waaffés too many functionalities may cut themselgéfom any meaningful adoption, as
complexity lowers ease of use, and missing eassekills adoption.
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The basic data flow can be summarized in four steplsis based on [17]:

1. Define a scheme for deriving service identifiers tiee different service providers the user might
want to authenticate to. This can be implementeddmgatenating several attributes of the service,
such as a service name, URL, user’s login namagddPess, and so on.

2. Combine the identifier for the service with the nseentral authentication secret using strong
cryptography [1] [8].

3. Transform the resulting value into a pseudorandemice authentication ticket, for example an
account password.

4. Transfer the password to the appropriate web serifibis may be realized by an application that
e.g. integrates with current browsers, maybe akigrip [9] [16], or alternatively operates as a
proxy, intercepting and rewriting network traffie,g. HTTP requests [8]. Implementations that
generate passwords for additional services, suctatsbase access or remote login, are also
possible.

Steps 1. and 2. allow for multiplexing of autheation tickets, which is useful when only a limitedmber

of tickets can be supplied, due to restrictiongodens holding the information or because of cogmit
restrictions in the case that passwords are usedtlyi

Steps 3. and 4. are especially relevant in theesdff interoperability. They allow for presentiagierived

security ticket to a service as a password. Howéaath of these steps require additional meta-médion,

describing the authentication deployment of théviddal services.

2.6.3.2 Exemplary Data Flow

In this section, a sample design for an interoginakayer connecting a signature-capable SmamdGa
legacy password-based mechanisms is presentedrofese a design for a proof-of-concept demonstrator
in a specific scenario, not a full-scale infrastue yet. We propose using a multi-platform langutike

e.g. Java for easy porting of the core componamiseasy deployment on many platforms, including e.g
mobile devices and various host applications, xangple web browsers.

This is chosen as an arbitrary existing SIM carflastructure, demonstrating the adaptability of the
system. It offers strong cryptographic capabilitie@mely it is capable of creating RSA signatufdés pnd
also provides 3DES encryption.

We propose a pluggable architecture, designed t&enadding new Smart Card APIs or other
authentication factors easy. Also, password encadértransmission components are designed to lye eas
to replace, to allow plugging in other infrastruettadapters in their place (see Figure 5). An auluit
benefit of this modular approach is a small, pdet@ore containing the key algorithms.

BaseG4Encoder
r=3
PasswordBuilder PasswordEncoder| |
[
e o
|
I I DefaultEncoder
L
L ’
CardSignature WiTness Signature
L

Figure 5: Interoperability Layer Design Overview.

Several cryptographic primitives, such as hashtfans [1], signatures, or a combination of algarith[8],
are suitable for step 2. In this example scenaigmature enabled Smart Cards are used as an exafrgl
widely-deployed trusted component.

Like hash functions, electronic signatures can $eduo generate strong service passwords for the us
Unlike hash functions, digital signatures have seeurity property of unforgeability, meaning that a
attacker can't produce the user’s signature fortaryif he does not have the secret key, even i§lgiven
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the user’s public key and several examples of signessages. This would also translate to passwards:
attacker cannot compute any of the user’'s senasswords without knowing the secret key storedhen t
Smart Card, even if he knows the user's passwardssdveral other accounts. The whole process is
illustrated in Figure 6:

2} Web site reguest
B) Transmit generated password,
sEr name

4) Determine service identifier
7) Transform signature to password

3) Response containing password field
9) Response; Login successiul

B} Sign service identifier

1) User requests web sl T

5) User authenticates to smartcard

Figure 6: Smart Card Integration with Password @ystData Flow.

When the user needs to authenticate to an e-corarséec(1-3), the local system first derives thevise
identifier from the available context informatiosuch as the accessed service’s domain name and IP
address (4). The user authenticates to the Smadt @&ng his PIN, thus unlocking the private sigmat
key (5). The service identifier for the relevant@ant is then signed by the signature card usiegtivate
key, producing an electronic signature (6). Thaultesy value is encoded as a password (7). Thig is
critical step. While unforgeability is guaranteagedo the fact that signatures are used, the luligioh and
set size of generated passwords are also a famtseturity of the system - it needs to output wasds
chosen from a suitably large set, and may not eynple overly skewed selection algorithm. The
transcoded signature is transmitted to the semiogider requiring authentication, along with theetls
login name (8). Access to the protected resouscteen granted (9).

One advantage of this approach is that the cestaket — the user’s private key — is actually stane the
Smart Card and not directly dependent upon a usesen password. Guessing the PIN will only allow
access to this key if the attacker is also in pssiea of the token.

It has to be noted that the consistency requireroantonly be achieved using deterministic signature
This limits the theoretical strength of the systdmwever, it is an obvious requirement when intgrfg
with password authentication mechanisms.

The usage of passwords derived from signatures limk user’s identity to his intent to use the isenOf
course, signatures in this scenario are not lirtkeitidividual transactions. This is due to the fihett the
widely deployed password systems do not perform aisihentication on a transactional level.

The generated service passwords are directly depengon the user’s cryptographic signature kdytbel
user’s key pair needs to be replaced, becaus& @as been revoked, all the generated servicenpads
will change. While this poses a serious usabildyrier in the described basic version of the systawing
account meta-information on a server can imprower egperience during this and other use cases. The
system is able to iterate over all the accounisgubhe same architecture as the master passwardyty
assistant in [7]. Note that, while the revoked keyr's signatures can no longer be verified, they raf
course still be encoded and submitted as passwords.
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2.6.4 Discussion and Outlook on the Interoperability Laye

Of course, in a SSO system, loss of the centraéseahe secret key on the Smart Card token — sneas

of all derived passwords. This deliverable doesdistuss mechanisms for ensuring the robustness wit
regard to lost passwords in detail. However, mestises offer a means to reset or retrieve a lassword.
Additionally, conventional methods, like saving smted password lists to secure storage, e.g. en th
token, as a backup or replacement, may be used.

As pointed out in [1] and [8], unlinkable user pdeayms may also be generated in a similar fashion,
which would be especially useful when combined waitonymous communication channels, based on e.g.
TOR [8].

Apart from storing passwords in an encrypted foitnis also possible to generate them on the flingis
strong cryptography. However, such methods havené®t several requirements to guarantee their
usefulness for user and service provider. Our mystenain concern is building a secure, interoperabl
authentication infrastructure on legacy systemsa®@ard infrastructures and password authentitatio
mechanisms), rather than e.g. aiding anonymouscsengage [8].

Also, the portability of the Smart Card token, gowith the pervasiveness offered by the algorithm’s
operability without saved passwords, suggest implging the system on mobile terminals. There are
functions on standard-issue GSM SIMs that may tgkthe role of the signature algorithm presenteitién
example scenario. However, real-life implementatiof these functions are dependent on the indiVidua
mobile operator. Also, keys are often shared batveescriber and mobile operator. So, while théesys
may be easily implementable if a signature-capahte is implemented in a mobile terminal, employing
standard-issue SIMs for a similar functionality lwéquire additional investigation, and - at leimssome
cases - additional authentication secrets.

Using the SSO system does not require trust towtinids parties, as opposed to systems based on an
authentication proxy or similar architecture. Theth@ntication secret is only handled by user amdics
with the central authentication secret remaininghlauser side — more specifically, on the tokeat all
times. The system offers an alternative to hashtions for the purpose of generating password$ertily.

In addition to the capabilities of hash-functiorséd systems, the presented implementation makesfuse
the strength of Smart Card-based two-factor-auibestiin. It also meets the technical requirements
outlined, offering a mobile and interoperable dyaauthentication infrastructure built on legacgtsyns.
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Chapter

Privacy in Service Composition

3.1 Overview of Service Composition

This chapter describes the challenges of secunty @rivacy assurance in service composition. The
document describes various approaches on dataihgudtich are only lightly covered in today’s state

the art technology.

Service-oriented architecture (SOA) has become rapoitant concept when talking about service
composition today. It is defined as a form of tembgy architecture that adheres to the principles o
service-orientation [56]. It defines a set of gogiprinciples to enable the development and usége o
applications that are built by combining servicEhose services should be autonomous, interoperable,
discoverable, potentially reusable, and vendorrdivEhe interactions between these services aneaftyr
defined through contracts that are independenthefunderlying platform and from the programming
language used. SOA establishes the potential pposti and promote these principles throughout the
business process and automation domains of ampester

In PrimeLife, we define ¢ross-domain service compositiosis any combination of existing services and
resources hosted in different security domainss Toimposition can be an application (e.g. Java, &#)
workflow (e.g. Microsoft Work Flow [86], Businessdeess Execution Language (BPEL) [71]), or a mash-
up (e.g. openkapow [73], Microsoft Popfly [76]). éfrplary use cases for cross-domain service
composition could, for example, be: Very formal gmwition (e.g. virtual organizations, hospital
workflow), data mash-up created with a visual editr more ad-hoc collaborations between multiple
parties.

When services are composed, constraints have tolfiled. For instance, the type of data providega
service has to be compliant with the type of datasamed by another depending service. Performing
dynamic service compositions based on securitypaivdcy constraints is only partially covered iatetof

the art. Only, rudimentary identity management aadess control solutions are provided today, when
heterogeneous, ad-hoc composed services requirerdichtion. The same applies on privacy conssaint
This chapter summarizes the research work planned/® 6.3, which deals with security and privacy
aspects of service composition.
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Figure 7: Overall vision of service composition lwé@onstraints.

Figure 7 gives a high-level vision of service comsifion: On top of the different services, the mostabws
the data flow between different services. They regresented as black boxes. Constraints such as dat
handling, trust or authentication needs are astatisith the links between the servic8s.

3.2 Different Types of Service Composition

Cross-domain service composition follows differeahcepts and can be enabled by different techredogi
These are briefly classified and explained below.

3.2.1 Mash-up

A mash-up is a web application that combines daten fmore than one source into a single integrated
application. Mash-ups make use of ABlpublished by service providers such as Yahoo!, gBno
Amazon, eBay, Microsoft, and others. Those APIsbaged on web standards and allow making use of the
functionality of the services. The actual invocatiof the APIs is quite different; it ranges from
programming approaches where programmers consgitakse advantage from all details of a given API to
more “graphical” invocations which allow servicenggosition without being an expert in programming.
For instance, often mash-ups are created usingaphigr designer where services can be dragged and
dropped as e.g. boxes and connected to each Btiréiner user input and data can be provided toridrgh-
up and be consumed / distributed further by thehrugis Hence, mash-ups can also use other mashsups a
data source. Depending on the technology, mastcapse executed either in the browser, on thetclien
side, or on the server side.
Three types of mash-ups can be identified:

* Presentation / Consumer mash-upbring information from more than one source inimamon

UI°, such as web portals (e.g. Live.com [64], iGooglz], My Yahoo! [69]) displaying the

8 Note: This Figure does not define the architecfrservice composition with constraints but onlyigh-level representation of the
problem space and envisioned approach.

19 Note: API = Application Programming Interface. AR is a set of declarations of the functions (magedures) that an operating system,
library or service provides to support requestsenadother computer programs.

2 Note: Ul = User Interface. The Ul (or Human Congpuhterface) is the aggregate of means by whidplee—the users—interact with
the system—a particular machine, device, computegram or other complex tools.
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information side by side. Little real integratianinvolved. Mechanisms such as drag and drop of
pre-built widgets or RSS feeds are used.

« Data mash-upsextract data from multiple sources and combin&liey enable cross-referencing
and comparison of data, e.g. mix of geographictd dath Wi-Fi hotspot locations, house prices,
or crime statistics. Extraction of these data migkt hard and require programming. Visual
development environments exist to build data mash{lyahoo! Pipes [87], Popfly [76], Dapper
[54], openkapow [73], Serena Software [80], etc.).

e Logic/business mash-upscombine data, people, and processes. They cormector more
applications and automate certain tasks. They awayolve programming. Within the enterprise,
they overlap with traditional workflow applicatiorend with composite applications, but they
should enable rapid customization and adoptionef&erSoftware). Mash-ups like these show
more overlap with SOA than the other two categowhsre client-side and server-side mash-ups
compete with server-side orchestration technologliet as BPEL.

The concept of mash-ups is advancing quickly. 8atae ways to use and mix different types of mgsh-u
Therefore, the description above gives just aicatesn of what is being done at the moment. Howeve
further combinations and variations among them khdearly be expected.

3.2.2 Orchestration

Orchestration allows creating service compositibgsconnecting different processes through common
workflow logics. An orchestration expresses busingsocess logics that are typically owned and
controlled by a single organization, even if thadit involves interaction with external businesstipers.

An orchestration establishes a business processcptdhat formally defines a business proces<sira.
The internal workflow logic is broken down into aries of basic and structured activities that can b
organized into sequences and flows. It is importarmotice that the workflow acts as a meta-stmactu
which organizes (“orchestrates”) the communicatietween different service nodes. Orchestratiomis a
important part of SOA because it provides the meahsxpressing business process logics in a
standardized and service-oriented way. WS-BPEL,[1¢ Web Service Business Process Execution
Language is an industry specification that staridasdorchestration.

3.2.3 Choreography

Choreography aims at organizing multiple appligaiovithin an organization and even information
exchange between multiple organizations. The gealoi establish a kind of organized collaboration
between services representing different entitiegaiaizations). The participants in a choreograpttyira
different roles and have different relationshipgpi€ally, there is no single owner of the collakima
logic. Once the collaboration protocol with the ssge exchanges has been defined, the choreogiaphy i
self-organizing. WS-CDL [51], the Web Service Clumeaphy Description Language, is one of several
specifications that deal with choreography.

The big difference between orchestration and chgyegahy is the way the control of data flow is done.
While orchestrations are organized by a centratltigat controls how the data flows, the controlhivi
choreography is more decentralized and is govehyethessage exchange patterns. There are certainly
overlaps between orchestration and choreographyentteoreography could be used to connect multiple
orchestrations etc.

3.3 Requirements for Advanced Service Composition

Composing cross-domain services can be seen agaomnthe black boxes presented in Figure 8. Those
boxes can represent concrete services, abstragtesgractivities, or users and can be hostedffardit

trust domains. State of the art technologies (hash-ups, orchestration and choreography) only take
functional constraints, such as the type of dawhamnged between different blocks, into account. The
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vision of Work Package 6.3 is to also consider fmetional constraints, such as security and pyivac
while composing services.

The connections between two blocks can be simplg. @rect link between data source to a data
consumet in a presentation mash-up) or complex (e.g. tadecision based on former results, combine
multiple data, and hand the result over to anqgthety).

Composition Deo

(Linkl) | —— —  |Source

< Capabilities Cso
3' Dso-co < Dso
logic  — Consumer

Requirements R,

Capabilities Cco

Capabilities C. _

Figure 8: Atomic service composition.

Figure 8 explains the potential interactions:

The variable D represents the data. Any CO inrnldexes means data consumer, SO refers to the safurce
the data, L the composition that links both ergitiegether. Requirements are of the service aetirag R
whereas its capabilities are C.
1) Source SO provides datagXo the composition L.
2) The composition L is the link between source SO@bsumer CO. L usessPto take a local
decision.
3) L provides to the consumer CO a subset &f Dso.co

Variations:
e Multiple sources SEwhere nJ {0..N}, N >0
¢ Multiple consumer CQwhere mJ {0..M}, M > 0
e Multiple parties (SO, CO, and/or L) implementecbas entity or hosted in same trust domain.

We do not pretend that this oversimplified pictuse sufficient to deal with all aspects of service
composition, but it makes clear that data handbiolicies are a key issue.

We also make a difference between static casegeveeeurity and privacy constraints are solveckatgh
time, and dynamic cases (also see section 1.3atino ahd dynamic environments of services and gggur

In static cases, a modelling tool to compose sesvigill combine services potentially hosted in eliéint
trust domains in order to define the business lo@it the one hand, security aspects must be pahieof
composition, since the composite service must leaaed to access the services because privaayigsl
of each service must be reflected to the usert@fésulting composite service. On the other hdrd,
must be done in an abstract way to avoid polluthg composition with non-relevant details whichlwil
complicate future updates of the composition.

In more dynamic cases, parts of those issues lalie solved at runtime, e.g. when the servicesateat
part of the composition depend on the identity bé tuser, contextual information, or discovery
mechanisms. For instance, the URL of a patientBnenmedical record service used by a hospital
workflow depends on the patient and cannot be knatgtesign time. Moreover, privacy constraints.(e.g
data handling, access history, etc.) may, for exanwary depending on the medical record service.

Figure 7 has indicated that cross-domain servieesf@ace numerous constraints. In general, theviaiig
ten types of constraints can be identified:

2 In the scope of privacy policies the data consumaiches the term ‘Data Receipient' from the DatzeRtion Directive 95/46/EC. We
will continue to use the term data consumer.
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* Interface: When composing services, it is necessary to erthatehe interfaces match, i.e. type
of data consumed should be compatible with the piadeided. This set of problems is related to
service discovery and somehow out of the scopkisftork. Therefore, basic mechanisms will be
used.

e Channel Services must be able to communicate. This pmldesomehow out of the scope of this
work, e.g. SOAP versus REST.

e Channel Security The designer of the composite application shcdagdable to define basic
security goals for data passed between the serinc#se composition. He should be able to
impose constraints such as, for example, that iiityegf data passed to and from a service within
the composition has to be protected through a gigaaypically generated by the respective
sending service. Similarly, confidentiality of datauld be enforced by encrypting the data and
authenticating the consumer. This should be dothereglobally at the composition level or for
single services used within the composition.

e Trust: This constraint defines restrictions on the origirservices that are used for composition.
If specified, the composite service can only useises that fulfil the trust requirements. The
constraint can have different level of trust, froabsolute/verifiable trust required to
partial/percentile requirements depending on theraaof the application to be designed. Trust can
be verified through the use of a PKI with X.5009 tifisates [99, 100], through belonging to
corporate domains, through a “white list” of seesg or through ad-hoc mechanisms such as
recommendation (web of trust [101], PGP [101],)edcreputation systems. This constraint can be
applied at design time as well as at runtime dejmgndn the purpose of abstract services. For
example, when designing a travel advisor compasteice for employees by using an abstract
service to get flight information, the company pglmight state that only services provided within
the company may be used for composition.

- Data Handling: Data handling directly depends on the privacyigyolanguage that will be
defined in PrimeLife’s Activity 5. Section 3.4 mopeecisely describes how service composition
(WP6.3) and privacy policies (A5) are related.

« Authentication and Identity Management Authentication is only slightly covered in statiethe
art service composition. For instance, MicrosoftpfBo (see Section A.1.3) offers a basic
mechanism to authenticate to Flickr [58]. Additibn@echanisms will be studied in WP 6.1 on
identity management and WP 6.2 on trusted infrasira.

« Authorization and Delegation of Access RightsWhoever wants to access such a service has to
be authorized to do so. Given today’s variety @fess control mechanisms, every service in a
service composition may use (and most likely walépits own mechanism. Hence, if Alice wants
to grant access rights for a service compositidBdb (act of delegation), she needs to express this
new access control policy in different ways depegdin the access control mechanism of each
respective service. Hence, authentication as veeliaess control have to be taken into account
during the modelling phase. The model has, howewesbstract the concrete details that are not
always available at modelling time.

e Audit / Storage / History / Non-Repudiation This is a set of constraints that deals with the
purpose for and the way in which data is accegwedessed and stored within a composite service
and the services it is composed of. A designerhzame strong requirements regarding the validity
and reliability of information within a compositersice and define a set of rules to which all
services have to comply in order to be auditabktaltorage constraints can be defined, e.g. for
how long data is stored, how well protected isanf exposure, etc. Other constraints can require
that all services keep a history of transactiors eperations or acknowledge the fact of having
executed an operation or received some data iryahaa cannot be repudiated.

« Reliability: Another set of constraints deals with the religbiof services that are used for
composition. For certain applications, the avaligbbf services and information is critical and
data loss or service outage could do a lot of dan&gr this kind of applications, reliability
constraints could be defined that would specifyt e composite service only wants to use
services that are duplicated, that are protectathagDoS attacks, that backup their data, etc.

2 REST stands for “Representational state transfad denotes a set of architecture principle forritisted systems. SOAP is seen as a
complementing pattern that takes advantages adwsfveb service standards.
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* Miscellaneous Finally, here is a non-exhaustive list of addiibconstraints:
0 Separation of duty, e.g. activity A cannot be exediy the same person/service as
activity B.
o0 QoS, e.g. only accept services with a given resptine.
o Price of the service usage, i.e. compare the dalfferent services (network access,
send message, etc.)

3.4 Requirements for Privacy Policy Composition

The objective of this section is to provide an upddist of technical requirements to PrimeLife’stifity

5. Therefore, this section lists some requiremtiretsemerged from the discussions on security aivdqy
aspects of service composition. The requiremertisate defined in “PrimeLife Privacy Policy Langeag
(i.e. Activity 5) need to be kept in mind to ensaresmooth integration of this language into the kVor
Package 6.3 (i.e. Service Composition).

3.4.1 Assumed Properties

The requirements described below will be refinatieoa draft of the “PrimeLife Privacy Policy Lange&
will be available. In the meantime, however, wech&® assume that this policy language will supplogt
following key data handling features:

« Away to classify data types (e.g. personally iifiatle information (PIf%), E-mail, medical data).
This certainly requires some structure or hierar@hill. It is still unclear whether the set of @at
types can be predefined or whether it should beneheble (inheritance, ontology, ...).

* A way to describe the purpose for which data isectéd (e.g. contact requestor, statistics, etc.).
Similar to Pll, some structure or hierarchy of mses is necessary. It is still unclear whether the
list of purposes can be predefined or whetherdughbe extendable (inheritance, ontology, ...).

* A way to associate conditions and obligations tadeandling (e.g. service x must delete E-mail
address after 30 days). We did not yet find a defined technical set of obligations required for
the authorization and/or the data handling. Faaimse, the languages XACML and EPAL support
obligations but do not specify them.

3.4.2 Composability

When composing services (i.e. creating the logit dataflow that links services) it is necessargetect
incompatibilities between policies and to ensurat thll policies and preferences that can be endorce
locally will indeed be enforced at runtime.

In the “travel booking” scenario (see Section 4.4fdr example, the privacy policy of the traveloboig
service could be the concatenation of the poliofeall underlying services. In most cases, howethés, is
not appropriate because not all underlying servici#se required during the interaction. For inste, a
bike booking service could be used by the travekbm service. However, since only one percentef t
travellers book a bike, it may be wiser to postpdeeisions regarding the bike booking data handling
policy.

In another example, a hospital workflow may needdecess very specific medical data (e.g. organtamma
consent) for a very small number of patients. Ag itmpossible to ask a patient during surgeryis it
mandatory to get such a patient approval duringstregion. This decision is clearly application-sifie
and additional information (e.g. the annotatiorthef business process) is necessary to composeepolic
and define what is optional in these.

% Note: PIl (Personally Identifiable Information)defined as any piece of information which can ptitdly be used to uniquely identify,
contact, or locate a person or to reduce a perdewes of anonymity.
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A 4

Part of policy composition is application-specifithe policy language expressing requirements and
capabilities as well as service composition toolsthenable the developer of composite servicesaticem
the right choices. We see different types of chmice

e Optional Policy The developer of the composite service shoulddéewhether some parts of a
policy are optional (e.g. bike booking) or mandwat@e.g. organ donation). It is also necessary to
have a way to describe why a part of the policgptional. Possible reasons could be related to
postponing approval (in the few cases where ugetoagl is required, the user will be asked later)
or to choices (discount or better QoS becauseats®pts to share his age for statistics).

« More Generic Service Descriptiofhe developer of a composite service should @ehwlv the
underlying services are described. Concatenatingo#ities would result in a statement that may
be too precise, e.g. specifying the identity of emydng services, and thus would disable
replacement of services. It is necessary to letdineeloper choose how services are described.
Similarly, the purpose of data handling may be madee generic.

The following basic composition can be used tcsthate the above presented procedure (see Figufa®)
syntax used below is only defined to illustrate #xeample. Assuming that data consumer; QSes
“Email” for the purpose of “Confirmation” and thatTrusted Third Party (“TTP”) certifies that €@ a
“BookingService”. Let's assume that another datansconer CQ@ uses “Email” for purposes
“Confirmation” and “Statistics” and that TTP ceiti$ that CQ is a “BookingService”. The default
concatenated policy of the service composition Wldaherefore be:

e L uses “Email” for purpose “Confirmation”

* L sends“Email”to CQ

e COy uses “Email” for purpose “Confirmation”

e TTP certifies that CQis a “BookingService”

* L sends “Email” to CQ@

e CO, uses “Email” for purpose “Confirmation” and “Stics”

e TTP certifies that CQis a “BookingService”

Some steps of this process could be replacedidrtéise, the policy of L could turn into:
e L uses “Email” for purpose “Confirmation”
e L sends “Email” to any service certified as “Boa8ervice” by TTP for purpose “Confirmation”
e <OPTIONAL> L sends “Email” to any service certifiad “BookingService” by TTP for purpose
“Statistics”

This could be seen as a “template”. When the datace (i.e. the user) provides data, he must agprov
confirmation and can choose whether he approvdistiata (optional). If CQ is called without pre-
approval, interaction with the user will requirdtge approval.

3.4.3 Trust and Delegation of Trust Evaluation

In service composition scenarios where compositéces are hosted in different trust domains, tisist
key issue since enforcement of the data handlifigbeidistributed. Trust decisions can be basedhen
identity of the party (e.g. PKl-based), on certfion (e.g. through a Trusted Third Party), or eputation
mechanisms. However, it is not always possiblestothe data source (e.g. the user) to decide whhthe
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trusts a data consumer behind the compositioradt) the composite service may be in a betteripasio
decide whether the data consumer is trustworthysuch cases, the policy language should support a
“delegation” of trust evaluations in a specific taxt.

In the future, trust may also be based on trustedware (e.g. certified TPMs). Such trusted haréwar
could prove that it fulfils the necessary condificaand obligations by applying the following meclsami

The trusted hardware runs a trusted Operating Bysthich then controls a trusted service. Hence, the
policy language of the service should be able thdimked to the trusted hardware as the “root aft'truf

the trusted hardware could unmistakeably be lirtkedn individual (e.g. through biometric applicatd
then, the identity chain could span from the indiirl to the respective service provider.

3.4.4 Disclosing Policy versus Disclosing Preferences

At the present research status, the negotiatiotiatd handling has not yet been considered because in
most scenarios, the service decides the policynemdoffer various choices. In general, however, @neh
in service-driven approaches, the matching of pseferences and service policies can be done in the
following ways:
« The policy is displayed by the service (e.g. BBBNd the user verifies that this policy matches hi
preferences. The user decides to abort the transatthere is no match.
« The preferences of the user (e.g. sticky policg)atached to the data and sent to the service that
enforces them. The service decides to abort tinsdddion if there is no match.

The first approach is difficult to achieve in comyplservice compositions and the second approaciiresq
the user to reveal all his preferences. Therefarieade-off is certainly necessary. Mechanisms hase
“templates” seem appropriate (e.g. partially fileata handling statements). In case of optionaties| it
may be necessary to have more than one roundeshative exchanges with the user to fill differpatts

of a same template.

In both ways, enhancing privacy might have incomen effects on the user experience. Ideally,
interactions with the user should be minimized wigtivacy is still ensured. Further, the user sthadt
meaningful questions and should on one hand betaligeneralize” his preferences to reduce the remb
of subsequent questions and on the other hand leetaldivert from a generalized decision. The user
should also be able to delegate the administratidms preferences to another party.

3.4.5 Same Language for Preferences and Policy

If possible, the same language should be used pwesx preferences (requirements) and policies
(capabilities). This allows a matching within oradguage domain, without using a policy matcher that
understands two or more languages.

3.4.6 Local Enforceability

Any party should be able to verify that it's apglimechanisms indeed regard and enforce all datdlihgn
requirements in place (i.e. policies, preferene&s). Any party should also be able to prove thiamows
the policy which is to be applied to a specificadseét.

The process of deciding whether an action fulfilpalicies and preferences should be computablanin
efficient way.

3.4.7 Separation from Access Control

2 Mechanisms for privacy negotiation: instead of réibg the transaction in case of a mismatch betwaeurivacy policy and user

preferences, a negotiation could be engaged irr todand a compromise and access to a subseeqftikate data.

% Note: P3P stands for the “Platform for Privacyf@rences Project”. This project enables websitesxfwess their privacy practices in a
standard format that can be retrieved automatieadly interpreted easily by user agents. P3P usetawill allow users to be informed of
site practices (in both machine- and human-readabfeats) and to automate decision-making basethese practices when appropriate.
Thus users need not read the privacy policies etyesite they visit. [96]
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Although data handling (DH) and access control (Af®) obviously related, it may be advisable to s&pa
them. This is based upon the fact that DH and ACrat necessarily enforced at the same place. dindee
there can be two places of enforcement when atdiemds a request to a service. The term PEP refers
“Policy Enforcement Point”.

In the first case (see left side of Figure 10),dhent writes data to the service. The servicerms access
control policies. The client provides data handliaquirements with the data and those requirenengs
erase data after 30 days) are enforced by thecservi

In the second case (see right side of Figure h@)client reads data from the service. The seesmterces
access control policies. The service provides daadling requirements with the data and those
requirements (e.g. erase data after 30 days) déweced by the client. Even if a party acts as ¢leemd as
service, access control and data handling relatedgpecific request are not always enforced asanee
place.

Client . Service Client Servict
—— Write —» —— Rea( —»
o -
date _AC PEP _DHpep date - AC PEP
-DH PEP

Figure 10: Enforcement of Data Handling and Acd@sstrol.?®

Further, notice should be taken that both typegatities (i.e. AC and DH) may be mixed, if an eixigt
authorization language (e.g. XACML [68] or SecPA9]) would be extended to deal with the data
handling. Therefore, mechanisms to extract datallmanrequirements from the overall policy would be
required.

3.4.8 Audit of Data Handling

The following mechanisms may apply to audit theadstndling and obligations:

« Generating guarantees and proofs during the oldiy@nforcement: Declarative obligations are
actually supported by traditional privacy dedicdtatjuages but there are no existing enforcement
mechanisms supporting the application and the coer&orcement of such obligations.

e Feedback and reputation mechanisms to evaluatebémaviour of users during their last
interactions with protected private data: Did tliegpect obligations related to private data? Did
they really delete Email after 30 days?

» Provision of logging and auditing mechanisms fausely logging and auditing policy compliance
and creating privacy feedbacks based on the agdiisults.

3.4.9 Summary and Open Issues on Privacy Policy Composatn

The following issues remain open and call for farttiscussion in the future:

« Sticky Policies: It is unclear whether policies gmeéferences (filled template) have to travel and
be stored with data. However, each party needsntwkwhat has been promised in order to
enforce data handling. For instance, in the trawveking scenario, the user’s e-mail may be stored
by TravelBooking and sent to HotelBooking laterade&lBooking must know that this e-mail can
only be used for contact by third parties whicliilfgpecific requirements.

e DataHandling Update: Do we want to offer a way targe the data handling requirements
associated with specific data? Is this related gpexific type of obligation: provide an endpoint t
modify data handling requirements?

% PDP = Policy Decision Point. It analyzes policjoimation, takes the decision and relays it toRE®.
PEP = Policy Enforcement Point, enforces the pdliegisions taken by PDP.

35



These questions do have an considerable impadieoaetcurity architecture. PrimeLife has to answer t
guestions raised above before the first architeaetiverable of this work-package is executed.
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Chapter

Potential Authentication Scenarios and
Emerging Use Cases

4.1 Description Scheme for Authentication Scenarios

To gain a better understanding of the necessargsinficture for secure authentication with the tadlp
trusted components, it is useful to have a lookxadting authentication scenarios and how Smartd<ar
mobile trusted devices in general, as discussé&hapter 2, could be an improvement.

In order to be able to later compare different cages, the description of scenarios needs to tesl lwas
common structural elements. Therefore, we define fibllowing four important characteristics for
authentication scenarios. They shall be appliddture scenario and use case elaborations:

* Roles A common view on the concept of roles is thatpedaake different roles in different
situations, depending on which aspect of theirtliiey want to represent. An individual may even
apply different roles in a single scenario. Forregke, roles can be the representation of different
partial user identities within one scenario. Frotechnical point of view, roles are a set of access
rights, which have been granted to the individmahispecific service environment [90]. More
generally, roles also express tasks or functiorisiwpersons perform in a service environment. In
the scenarios, we examine which roles are actiralpfemented and how the users interact with
each other based on their roles.

< Authentication mechanism Authentication against a service can be carrigdio a variety of
different ways. The basic procedure for most ofdheently available web services or networked
applications is a login sequence wherein a semgggests the provision of a unique username
combined with a personal password. However, ansenally creates a huge amount of disparate
accounts during his web activities. Therefore,rttege combination of username and password can
be expected to lose its status as ideal optioregkiror different authentication mechanisms arises
for convenience and security reasons. Furthermestablishing interoperability (see section 2.5)
between different authentication scenarios or maisha seems promising.

e Supporting technology Authentication can be supported through varieehnologies, mostly
depending on the required security level. A SmardCfor example, is a trusted component which
enables secure storage of data, serves as a tokassists in encrypting the data that is to be
transferred. In the different scenario descriptiome therefore investigate which technology is
already being used and how the introduction of ifipetcusted components could improve the use
case of the authentication process.

* Value proposition: Services largely depend on the users’ acceptatapfion of the applied
technology. If, for instance, privacy or securigguirements aren’t met sufficiently, the service
offering will be likely to fail in the market placdue to a lack of trust in its adequate provision.
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Further, the applied technology has to meet comvee requirements in order to embed the SoS
concept into a use case, which is easy to use thenusers’ perspective. Since the here presented
scenarios have already been implemented succgssfdl focus on the value proposition that
results from the introduction of a new authentmatiechnology into these existing environments.

Based on the above specified description schenw,fddowing paragraphs outline two exemplary
authentication scenarios to introduce the readere#d life examplesEntropia Universeserves as an
interesting leisure-time-community scenario witlvatvement of real money transactions and therefore
increased security requirements.

XING shows exemplary characteristics of business-atieabcial networks with which Work Package 1.2
of PrimeLife also deals/will deal.

The initial purpose of these scenarios within theetpresented deliverable is to provide colourkalneples

of concrete use cases. The cases will be investigatrther in the future. Especially in PrimeLife’s
deliverable D6.1.1, they will, among others, dalivequirements for a privacy-enabled infrastructiore
online communities.

Section 4.4. then presents further areas in whiehabove described technologies could be applied. T
provide first technical insights, the two preserggdmples (Booking and Hospital scenarios) do ol

the above introduced description scheme, but radledicate attention to the technical perspectiies o
execution.

4.2 Managing Identities in Online Gaming Communities:
Entropia Universe

Entropia Universeis a persistent online world in which people camate a virtual representation of
themselves (so-called “avatars”) to meet otheragea fictional 3D-environment (see Figure 11).
Operator is the Swedish company MindArk that fosuse the online entertainment market [91]. Sinse it
start at the beginning of 200Bntropia Universehas acquired approximately 730,000 users. Sinoldine
well-known life simulationSecond Life[92], Entropia Universecontains a complex economic system.
Players within the online world can perform specifisks (e.g. crafting special items for other siar
carrying out particular missions) to earn virtuatrency (“Project Entropia Dollars”) which they ctren
exchange for real money (US dollars) at a rate0of.1This link to the real world distinguishEstropia
Universefrom gaming-only environments where users cartltaty gain real-world profits.
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Figure 11: Screenshot of Entropia Universe.

Roles In theEntropia Universethe access to certain virtual features and deftsnations (roles)
does not depend on the users’ life in the real dvdillere, the users’ roles are implemented in an
entirely virtual sense. Apart from the differenbfassions the users might practice in the online
world, they build their personal social network hiiit the community. As they progress and get
more and more involved into the virtual environmehey may earn the role of a mentor which
enables them to “graduate” new players and to vecspecific rewards. However, this does not
involve an extension of access rights.

Authentication mechanism Basic authentication for thEntropia Universeis assured by the
typical combination of username and password todogo the service. To further protect the
user’s account, one-time passwords may be usedcamplement to the static ones. Their main
goal is an enhancement of the security level ofuber accounts since these accounts may be
associated with a considerable amount of real mdaoeyto the economic link.

Supporting technology For the creation of these one-time passwordssusay request a Smart
Card (the so-called “Gold Card”, see Figure 12 fithen virtual world operator. It is provided free
of charge as soon as the real monetary value storeal user's account exceeds 500 US$
(otherwise it costs 20 US$). Together with the stéapt of the Smart Card itself, the users receive
a portable stand-alone reader whose sole functido display the passwords generated by the
Smart Card. Once a user has confirmed the usee@iart Card in conjunction with his account,
he will not be able to gain access to the virtualimnment without it anymore, since there will
always be a prompt for a valid one-time passworihduhe login.

Figure 12: Entropia Universe "Gold Card" and theoagated Smart Card reader.
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However, introducing the “Gold Card” does not chatige general mechanism: Still, typing user
name and (one-time) passwords is the only formutfientication. Consequently, there may even
be a reduction in user convenience if an additipaskword has to be entered in order to achieve a
higher security level. Using a SIM-like Smart Camdconjunction with a personal mobile device
(e.g. a Smartphone), as proposed in Chapter 2d andid this reduction in convenience as an
additional card and reading device would not bedade Strong authentication, however, could
still be provided. In any case, further maximizinger convenience must always be kept in mind
while designing overarching new authenticationasfructures.

e Value proposition: As mentioned earlier, the user adoption of aiserglirectly correlates with the
proposed security and adequate protection of thersugprivacy. At the momentEntropia
Universés Smart Card implementation is mainly geared talsaa few users that are deeply
involved with the virtual environment and have #fere acquired great monetary value within
their accounts. Employing the Smart Card assistpratecting their valuable achievements by
impeding fraudulent use of accounts. However,is@gxvith the present technical deployment, one
can easily think of more sophisticated possibdgitiEor example, the Smart Card could store the
account balance in order to prevent financial lessee to a server crash. With regard to the
maximization of an authentication mechanism’s edsgse, the Smart Card could furthermore be
used as a token to grant access to the virtuabwathout having to enter the account information
manually and therefore increase convenience.

A hindering aspect of the current implementatiothis need for a separate Smart Card reader. lishes
where able to insert the Smart Card into the P@. (ga a USB token or Internet Smart Card) or iato
trusted device they already own and control (e.§naartphone or PDA), it is to be expected thatrthei
willingness to adopt the technology increases. Bstantial discussion on user acceptance of infeomat
technology in general can be found in [24] and [25]

4.3 Managing lIdentity in Professional Online Networks:
XING.com

4.3.1 Present Status: Virtual Identities for ProfessionalPurposes

With over 5.7 million registered users and transfet of the services into 16 different languagés|G is
one of the largest global business-oriented sawtivorks on the Internet [93]. A popular definitiof
social networks in general is provided by Boyd &idein [94]: “[...] web-based services that allow
individuals to:

» Construct a public or semi-public profile withibaunded system,

e Articulate a list of other users with whom they gha connection, and

« View and traverse their list of connections andsthmade by others within the system.”

XING in fact conforms to this definition, since it sesvas a platform for managing contacts, estabtishin
business relationships and visualizing existingrimrsonal networks. In addition, members can #in
variety of different interest groups, organize naking events and use the built-in marketplacerid ér
offer jobs, services, or real estate. The promcaeder-building potential is often cited as themraiason
for new users to join web-based business commaerjii].

40



Logout | Contact | Hain | Downiasds | Aboutus | Wabi

) 26,500 members online
searen
Siviscoacs =0 Bo | e

{'_smn Members ~ Messages  AddressBook Groups Events  Markefplace  BestOffers

My Start Page | My Profile | Settings | My Accaunt

= !
Welcome Lars Janssent & Customize start page £

New members = Contacts of my contacts @ Viewsearchagents £2
Orhini Lakindiris Beata Marchiewska
B viegaware Electonics

Se Go Premium now!
) oo rononan @ Alexander Gierl » Make the most ofall Premium benefits
7 ASIG Qually Services (VDE group) * ENC Deutschland GmbH

IO 22C Giobal Development Grbk 3 Suisscom
Katja Linnemann Cornelia Lux
Lanxess AG Johannes Gutenberg - University Mainz

Mora More

Recent articles in all groups [©)  Offers that match my profile o=

Re*3: Leaming tihat whatLean Cul
Lean Thinking, 20 Jun, 12:38 pm

Key Account Manager (miw
Jaron DIRECT GmbH

Re’d: Megatrend Selbsirefiexion! Mitarbeiter Marketing (miw)
Personal Development Forum, 20 Jun, 12:33 pm Treuhand Hannover GmbH

Tenders- Middle East Mitarbeiter/in Telemarketing
International Architecture ..., 20 Jun, 12:29 pm TraiCen Computer Training & Consulting GmbH

Quick Invite
Gruppen-Newsletter: Closing the aroup Lelter Ingustrial Engineering - In dleser intemationa
IMD PED May - September 2005, 20 Jun, 12:23 pm EmstBraun & Partner, Persanaiberater

More More

;

XING news

23 May2008 | Is your profile up-todate?
‘The chances of receiving offers and contact requests that maich your profle are far higher ifyou keep
all your details on your XING profile up-to-date. Do notforget to make sure your contact details are

» Activate your public profile and geta
keptcurrentas well, so that your contacts will always be able to reach you without any problems. e ¢

top position on Google & Co. Gol
25 Apr2008 | UK invitation Offer
Invite your friends and acquaintances in the UK o join XING. ifthey sign up by July 04, 2008, you and
the person you invite will both get one free Premium Month — whata perfect way (0 start networking e
together. Start inviting now!
28 2,516 255424

Direct Contacts of 3rddegree
contacts  my contacts contacts.

» Expand your network now!

Figure 13: Personalized startpage of the XING ngtwo

Roles Different roles based on the position a membéddice.g. in a company, are currently not
implemented in th&XING network. However, the possibilities the networkeeodfin this context are
clearly visible. In a simple framework, users miftt example take the role of an applicant for
work, a researcher in search for thematic companiona recruiter for a company that is looking
for employees. Regardless of the actual role, tiileynave one thing in common: the need for
privacy regarding some aspects of their identityoking at the relationship between a candidate
for a job and a human resources director of a compar example, both of them are likely to be
interested in revealing as little information asgble and still being able to get in contact with
each other. In a lot of cases, people are lookimgafjob while being employed at their current
company. Hence, they tend to keep their presentoympunmentioned. Recruiters, on the other
hand, don’'t want to disclose the identity of thgamization they are working for in the first step.
The ePortfolio scenario in the following sectioB.2.further describes such a situation.

Authentication mechanism XING deploys a commonly used login procedure with anssee
and password to authenticate users against theseGommunication between the server and the
user’s device is persistently encrypted using aldi28SL connection.

Supporting technology Due to the lack of a strong authentication meidmnin the current
version ofXING, there are no technical requirements except fampato-date web browser. But, in
order to support the earlier considerations regarttie introduction of different user roles inte th
community, a more complex, yet secure way of adib&tion would be necessary. Community
members need an opportunity to define profilesigladentities for different purposes they pursue
within the business network. At this point, a secdevice with a trusted component (e.g. a trusted
mobile device in conjunction with a Smart Card, €&@pter 2) appears a feasible solution. Partial
identities could be derived from a full profile defd within the trusted component, depending on
which information a specific role demands.

Value proposition: Operators of social networks are permanentlyilugkor new possibilities to
generate revenues by utilizing the user base ofdbgective community. In the last years, some
community operators achieved that by simply sellfigthe data they acquired to third parties
without consent of the respective users. Since tlisrse of action is highly questionable,
especially from a legal point of view, the focussksfting towards more privacy-friendly business
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models. Companies operating e.g. a social netwiek tgpically strive for a unique selling
proposition that enables them to “stand out from ¢howd”. Enhanced privacy protection and
secure exchange of personal information betweeferdiit roles is a promising opportunity.
However, it is unlikely to lead to economic succpss by itself. Nevertheless, a secure identity
management environment can act as an enablerrfidces otherwise not possible due to the lack
of user acceptance. Studies on the various aspédétdormation privacy, especially the users’
valuation thereof, can be found in [99], [100], 11,0and [102]. Whereas users would normally use
diverse portals for all aspects of their life, gugport of various context-specific roles within a
large and well-known community, in combination witbhnvenient and secure authentication,
seems attractiveXING already offers a premium membership for 5.95 €menth with 420,000
subscribers currently active. Among other thingsghemium membership includes the possibility

to:

0 Send personal and secure messages to other users,

0 See which members have recently viewed the owndsvpeafile,

o Perform advanced searches based on location, cgropamiversity,
0 And receive discounts 2iING BestOffers

One could expect the number of subscribers to durthcrease with the implementation of identity
management features and higher privacy and secstatydards as described above. Regardless of this
opportunity, it should be noted that PrimeLife’pegach is not the extension of a specific socidvoek

with security or privacy features, but rather tamtein an overall infrastructural perspective tbamh prove
useful in different scenarios.

4.3.2 The Emerging Use Case of Employability Data Manageent

The above presented concept of professional ometeorks can be related to numerous technological
solutions’” Generally, the need to join up sources of dateluiting legacy data, from Management
Information Systems (MIS), ePortfolios and otheurses, grows as the reliance on electronic records
increases. This is not only to evidence and supipertprogression of the individual but also to pdev
services which are of value to institutions. Rattten accumulating and aggregating entire sets of
information, individuals increasingly need to béeao reference and aggregate verified data framariety

of sources for specific purposes in a dynamic marfr@sent and future employees need to be empdwere
to match authenticated distributed evidence toireduskill sets and then share it as appropriate.

A scenario related to employability can be expetidoe a suitable research demonstrator, because:

e Service composition is required and part of the position is done at run-time.

< Data handling is required to deal with PII fromfeliEnt sources and potentially send them to other
trust domains.

* There are clear privacy issues and fewer regulatioan in e-health scenarios (see below).

e The scenario can be related to the blog story Wéonk Package 1.1 (i.e. prove that the applicant
was active in a technical blog).

Here, we propose two situations/use cases witlgiratka of employability. They could take place inith
professional online network such as XING or cowddused outside such environments:

In both cases, the user is an employee of a gtmigalnization, works in the Netherlands and hastedean
electronic portfolio (ePortfolio) that includes penal details such as name, address, age, sex, race
experience, qualifications, internal and extermalning, and references. External parties, who idev
evidence of certification, are confirmed as trugiadies.

2" Note: This scenario will need to be described duether in upcoming deliverables and prototypesriger to develop a full use case of
the actual activities.
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Case A: The employee decides to send an unsoligitedpplication to two sites, one in France aral th
other in the United Kingdom. The ePortfolio is sutbad to the different sites and local Human Reseur
departments apply the relevant policies (i.e. a BARer side application of policies). Local pdgiare
applied in order to expose only certain elementshefportfolio depending on local rules. For ins&n
“race” is a required element of a curriculum vitaghe U.K., whereas in France this is not the cheeal
Human Resource departments would use a PDP an® &oREspect the local policiés.

Case B: The employee decides to apply for two wiffejobs in two sites, the UK and France. Onehef t
jobs is in management and the other in developnimrefore, two profiles from their ePortfolio are
created and tailored to meet the needs of bothindféypes. An obligation (using EPAL[67]) is imposed
by the potential employee (sticky policy) to deléte application after 30 days and forbid forwagdin
details of the ePortfolio to the other sites inesrdo hide his global job intentions and keep the t
applications separated.

4.4 Further Application Areas and Technology Details

The following two scenarios from the health carandim make the requirements for privacy policy
supporting service composition more expliéitFirst, a classical data handling scenario is $ieetc
Second, we describe more complex scenario. Iniaeddib the above presented more compley ideas and
concepts, focus is here laid on the actual proogexchanging single and rather simple data bunidles
give the reader additional practical insight.

4.4.1 Data Flow in Travel Booking

This use-case describes a common data handling issu
A user provides PIl (e.g. E-mail address) to a &dooking composite service. This composite servic
may use the PIl and hand it to other parties (HBtelking and Car Booking). Involved parties may thet
PII for different purposes. The trust relationsbgiween the user and the services may also differ.
The key points to address are:

« Composition of the policies (i.e. combining poliief Hotel Booking and Car Booking).

« Matching the policies and the user’s preferences.

Hotel Bodking

Policy:

EmaV
Email Email used for ...

-5 Travel Certified by ...
—> .
Booking

Usel N
Policy: Email .
Preferences Email used for ... Car BOOklnf
Email can be Email sentto ...
used by ... for
Policy:
Email used for ...
Certified by ...

Figure 14: Data Flow in Booking Scenario

2 pAP = Policy Administration Point. This systemigntreates a policy or policy set, i.e. a repasitior policies. PAP writes policies and
policy sets and makes them available to the PDEs@policies or policy sets represent the completiey for a specified target.

PDP = Policy Decision Point. It analyzes policyoimhation, takes the decision and relays it to tBe.P

PEP = Policy Enforcement Point, enforces the paliegisions taken by PDP.

2 ELAP stands for Enterprise Privacy Authorizatiamguage [67].

% The actual scenario(s) that will be addressed R6\ and implemented as research demonstratohat# to be chosen and may not be
related to the scenarios below. However, theyaeitainly be related to ePortfolio. As focus igllah potential technological applications, a
full description of the scenarios along the Autlieation Scenario Description Scheme (see sectibnhés not been included here.
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4.4.2 Data Flow in Health Services

This second use-case describes a more complexaladding issue.

1) Med dati
—_ > H .t |
Nurse (Hospital 1) ospita 1) Med dati | Polioy:
Workﬂow 1 Med Data used for ...
Preferences \ Certified by ...
Med Data can be
used by ... for ... Policy:
Med Data used for ... i
Med Data sent to ... Medlcal ReCOF
Med Data can be
used by ... for ...
e /
) 2)Meddati | Hospital A Med d
—g .
L — Workflow 2 ) Med dat
Doctor (Hospital z
Policy: Policy:
Email used for ... Med Data used for ...
Certified by ... Med Data sent to ...

Figure 15: Data Flow in Medical Services

A data source (e.g. nurse) provides Pll to a coitgegrvice. This composite service provides trdea

to a data consumer (e.g. medical record), whichestthem. Subsequently, another data consumer (e.qg.
doctor) accesses the medical data through a cotemsivice. In this second phase, the medical dasca

data source. The policy of the medical record baset accepted by the nurse that provides datatend t
doctor has to fulfil this policy. This sample maldsar that:

* A party can act as data source and data consumer.

« Using the same language for capabilities (i.e.qid) and requirements (i.e. preferences) would
simplify the matching between doctor’s policy anddical record’s data handling requirements. In
other words, the border line between requiremdrds greferences) and capabilities (i.e. privacy
policies) is not always clear.

4.4.3 Further Technology Applications

Some technologies (e.g. workflow, client side maph-etc.) are more appropriate than others to ¢ackl
specific scenarios (see Appendix 6 for more detailshe state of the art concerning service contipoi

The following application examples could be impletegl during the future course of this research when
specific scenarios and use cases are elaboramedrsnmarket- and technology-related detail

e Client-side mash-up (e.g. presentation, data dcllegsiness mash-up): Has a direct impact on the
trust model since the composition is run within thest domain of the user.

« Service-side mash-up/workflows: More complex treattrof data with associated constraints can
be envisioned.

e Composition of artefacts: Service composition casilg be extended to pervasive computing
scenarios. More and more embedded systems (rafrgimgappliances such as video projectors to
hidden sensors) will be visible as services. Maaglsuch composition may require specific types
of constraints.

e Virtual Organization: Is directly related to cromganisation and federated scenarios.
Authentication and authorization are key issues.
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Online communities or virtual worlds: Could be lyddl leading to interesting composition.
Choreography: May be an interesting option to dasad¢wo different technologies in a common
demonstrator, e.g. Windows WF Foundation and SARWsaver.

Service Composition with strong authentication .(eSgnart Card): Composition of a service
requiring strong authentication (e.g. medical rdaequiring electronic Identity Card). Taking into
account non-functional services in the compositimuld be interesting as well.

Non-functional service composition where securégyies are explicitly part of the composition
has not been addressed in this document. This deattito security- or privacy-oriented service
composition.

Data aggregations mash-up: Some composite servicateaggregating and correlating data from
different sources. Such compositions are directliyedtening privacy and should be made
compliant with data handling policies.
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Chapter

Outlook and Conclusions

The findings presented here have outlined the aviailtechnologies for Secure Environments, Service
Composition and Authentication Infrastructures. Tireans for enhancing trust in digitally processed a
transferred content and for enhancing user prieay/overall security have been explained. Sombexfet
goals can be achieved with given state of theeattrtologies. However, the current state of techgyoiill
lacks certain elements to enable the envisioneadases. Therefore, the technology- as well as dmietr
side (i.e. the use cases) need further detailezhrels. Based on such further research, the ngxirstie
direction of protecting personal or otherwise sresidata can be envisioned and then taken.

Currently, a high level of security of environmeiain especially be achieved through mobile devioeh s
as Smart Cards. Other approaches can be basedtoalization [39], secure bootstrapping [38], ARM
Trust Zone [40], or a combination thereof. Theasion of the secure environment (or the Smart @ard
secure Component in a wider service context) isyaddvantage. Further, the often small size ofStimart
Card-related systems can reduce the complexityos§iple attacks. However, this small size may also
result in limited computing power and memory capacttill though, Smart Cards can serve as an
excellent starting point for all applications iniaim a higher level of security is necessary andptitential
limitations of capacity do not hinder the implenagitn. This can be particularly promising if Sm@erds

are combined with other secure environments in bilendevice [39 & 40].

Service Oriented Architectures can also assisteterchining fine-grained elements of security-ralate
services. Because SOAs define clear interfacestta#id requirements are usually based on contractual
agreements, they can be excellent complementsat-sired and mobile systems.

However, a challenge remains for future researdte @rchestration or choreography of these services,
especially in the combination of mobile devices #ma internet. Here, the current technology statilis
calls for finding the right mix of languages to delse policies for the processing of specific datal
linking this systemic approach to any legal requieats.
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Figure 16: The full ‘Security of Service’ concept

As a practical vision and as a blend of the teabgiek presented in this Work Package, a servicédeo
could in the future be empowered to use the variwaedentials stored on a customer’'s mobile device.
Thus, the service provider could trust the useglwise requests as genuine and execute them efficie
The user, in turn, could have control over his ¥ lentity related data that is stored in the secur
environment / secure component of the mobile deviibe user could dynamically control the appearance
of this data and thus tailor his / her identitythe different service¥.

To turn this vision into reality, the future resgtamctivities will need to go into further detadigarding the
actual execution of security and privacy in sendgoeposition.

31 For a high level of privacy protection, it may inethe interest of the user to enforce the rulesi& agreed upon for handling his data,
also when he has released this data. For such, ¢hseservices he uses also need to be securecevidovithe development and detailed
description of such systems is beyond the scopleofeport and needs to be addressed in futueareis.
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Appendix

State of the Art on Security in Service
Composition

A.1 Service Composition

A.1.1 Orchestration

 WS-BPEL [71] breaks down workflow logic into a series oégefined primitive activities. Basic
activities (receive, invoke, reply, throw, waitpresent fundamental workflow actions which can
be assembled using the logic supplied in structaetil/ities (sequence (one activity after the
other), switch, while, flow (activities in paraljepick).

e The WS-HumanTask [84] specification introduces the definition of ham tasks and
notifications, including their properties, behavioand a set of operations used to manipulate
human tasks. A coordination protocol is introdugedrder to control autonomy and life cycle of
service-enabled human tasks in an interoperabl@aenan

* The BPEL4People [50] specification introduces a WS-BPEL extensitin address human
interactions in WS-BPEL as a first-class citizerddfines a new type of basic activity which uses
human tasks as an implementation and allows spegifiasks local to a process or use tasks
defined outside of the process definition. Thiseagton is based on the WS-HumanTask
specification.

« Developers often create composite applicationsctiyrén code (Java, C#, etc.). In this common
approach, they code the entire orchestration indeteof classes. Frameworks such as.WET
Framework 3.5 [70] provide developers with support for creatsgch applicationsWindows
Workflow Foundation [86] is a part of the .NET Framework 3.5 that dealllevelopers to create
workflow enabled applications. Another tool Néicrosoft BizTalk Server [48] that is used to
connect systems both inside and across organigatidrhis includes exchanging data and
orchestrating business processes which requirdpieuttystems. BizTalk Server is a solution for
SOA and Business Process Management.

A.1.2 Choreography
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e WS-CDL [51], the Web Service Choreography Description lumug, is a specification that
attempts to organize information exchange betweeltipte organizations (public collaboration).
Web services assume a number of predefined rolgs lfeund to WSDL definitions) and are
grouped as participants. Every action in choredyyamrresponds to series of message exchanges
between two services within a relationship (2 rplé€hannels define the characteristics of the
message exchange between two specific roles (chamioemation can be passed around in
messages, and this enables dynamic discoveryjabtiens encapsulate the actual logic behind a
message exchange.

A.1.3 Mash-up

We distinguish client-side mash-ups that are gdigezaecuted in a web browser and service-side mash
ups that are executed on a server.

Client-side mash-ups can be customizable portaésg— Windows Live Personalized Experience [64],
iGoogle [61], or My Yahoo! [69] — or rich internapplications that allow end users to build and shar
mash-ups, gadgets, and Web pages — e.g. MicrosgtyP [76], Google Mash-up Editor [60], or
ByDesign [79].

Service-side mash-ups allow users to combine fegel, services, and/or even web pages to create data
mash-ups. Examples are: Yahoo Pipes [87], openkaf®@) Dapper [54], JackBe Corp., Presto enteepris
mash-up [75], enterprise mash-up software from @en®dechnologies SL [55], Serena Software [80],
Mash Maker (Intel) [89], Lotus Mash-up [65], Web®ph sMash (IBM) [82], AlchemyPoint (Orchestr8)
[44], WSO2 Mash-up Server [85], etc.

A.1.4 Taxonomy of Technologies for Service Composition

Technologies that support creation of compositeices differ in the execution environment. Some of
them support execution on the client side, i.eth@ web browser, while others execute the composite
service on the server side. We can also imagingechform of execution where parts of the comgonit
are run on the server side and others on the didet At the same time, access to the compogitécee
can be private (i.e. only the owner of the comgos#rvice can execute it), protected (i.e. behtwbss
control), or public (i.e. publicly available to &hd users).

Alongside these efforts, we also want to look atvhbe protection of the code behind the composite
service is done. The code can be private, whengtbel creator of the composite service can look @it
reuse it. Further, the code can be protected olighutavailable for reuse. It is interesting to skeew
different technologies treat the relation betweetecand access to the composite service.

Technologies for service composition may suppottientication to services. The services can be daste
other trust domains than the composition itselthdre is no such support, the compositions cayn bel
executed within a single trust domain. For multipiest domains, the support for authentication lean
either static, e.g. preconfigured or based on presly established secrets, or dynamic, in the foff8SO
(single sign on).

A.2 Security in Service Composition

Today's work on access control for web-services lmardistinguished in four groups. The first group
focuses on access control for individual web sewiend strives to come up with policy languages,
improvements in policy decisions, or applies erggtiaccess control models to service-oriented
architectures. The second group concentrates @sacontrol for composite services in intra-orgatiin
applications. Hence, these publications expliattyimplicitly deal with scenarios where all senscare
inside a single trust domain. The third group dblmations considers composed services distribatest
multiple trust domains, but makes the implicit asption or explicit proposal of a common authoriaati
mechanism to circumvent the interoperability isstiee last group summarizes prior art that considers
abstract management of access rights.
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A.2.1 Authorization Policy Languages

« XACML [68] stands for eXtensible Access Control Map Language. It is a declarative access
control policy language implemented in XML and agessing model, describing how to interpret
the policies. According to the charter of the OA&&hnical committee responsible for XACML it
allows “the use of arbitrary attributes in policia®le-based access control, security labels,
time/date-based policies, indexable policies, 'denjicies, and dynamic policies". XACML has
been widely adopted both by industry and acaderMesy publications [81, 62, 88, 63], which
we will discuss below, use XACML as basis of theark, build extensions on top of it, or provide
interoperability.

e SecPAL [49] is a declarative security policy langeadeveloped to meet the access control
requirements of large-scale Grid Computing Envirenta. It is a declarative, logic-based,
language that builds on a large body of work shgwime value of such languages for flexibly
expressing security policies. It was desigriedbe comprehensive and provides a uniform
mechanism for expressing trust relationships, aightion policies, delegation policies, identity
and attribute assertions, capability assertionmyaations, and audit requirements. This provides
tangible benefits by making the system understdedatd analyzable. It also improves security
assurance by avoiding, or at least severely cimggilthe need for semantic translation and
reconciliation between disparate security techrielg

e The Security Assertion Markup Language (SAML) [52]an XML standard for exchanging
authentication and authorization information betwveecurity domains. The standard is specified
by OASIS' Security Services Technical Committedraofficial version is 2.0 which was adopted
in March 2005. It defines SAML assertions and djesia protocol for exchanging these
assertions between an identity provider (produdeagssertions) and a service (consumer of
assertions). The service provider can then makarisgaecisions for access control based on
these assertions. Both parties have to trust thetitst provider that is issuing the assertions, so
SAML is useful in intra-organizational applicationBypically, SAML is used to realize single
sign-on in web browser applications, and is weti@dd by many products in this domain.

A.2.2 Access Control for Service Compositions within a 8gle
Trust Domain

* Robinson et al. [78] present an approach to “autizadyy derive the minimal authorizations
required for collaboration, as well as enable asdlde the authorizations in a just-in-time manner
that matches the control flow described in the ebgraphy'. They use it for “runtime
management of authorization policies" of ad-hoc loimed web-services.

e The approach presented by Mukkamala et al. [66paup real ad-hoc collaboration between
services. The “dynamic coalition-based access obfidXCBAC) model facilitates the formation of
dynamic coalitions through the use of a registryvise". A central registry, which is also
responsible for authorization decisions, is usedrasted third party, which makes the solution
more suitable for single domain service compos#tioh service registering itself at the registry
may upload its individual service policy, e.g. eegsed with WS-Policy.

« Wimmer et al. [83] also support our reasoning, thdien integrating autonomous sub-activities
into workflows, security dependencies must be amrsid" and illustrate this with an e-health
scenario. They propose a formal model that alldvescomputation of a summarized policy from a
set of individual policies. It computes the leasguired privileges for the execution of the
composite application.

A.2.3 Access Control for Service Compositions Across Défent
Trust Domains
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* The position of She et al. [81] was already cite&ect. A.2.1. They recognize that access control
for service composition across multiple trust dareas not solved yet and come to the conclusion
that delegation of access rights will become anoiigmt mechanism for service composition.
Their approach is a “delegation-based security mjgdsch] provides the framework and defines
the key processes to secure the web services thissiging, sending, confirming, negotiating, and
revoking the delegation tokens." This in fact me#mst all web services participating in this
composition have to agree on a single token-bagitbazation mechanism, in She's case it is an
extension of XACML policies. We think that thisnst practicable and that a delegation solution
has to integrate a large diversity of authorizatiechanisms.

* An interesting case study how to integrate webiseswvhich are protected by XACML, SAML,
and PERMIS that span across multiple trust domaipsesented by Lopez et al. [62]. They base
their integration on a previously published Cre@dn€Conversion System [53]. The approach
makes use of role-based access control, whichrin“teads to the definition of loosely coupled
multi-domain environments, where a predefined detoe mappings to mediate inter-domain
accesses is defined." In other words, the solutigiires a certain level of administration which
makes it not suitable for fully ad-hoc mash-upsjclwhwe are aiming at. However, Lopez et al.
follow the same rationale we give in this delivdealistandards for authorization systems are less
widely adopted and accepted, and tend to work within homogeneous systems".

e Freudenthal et al. [59] propose a model for distéd role-based access control (ARBAC) in
“coalition environments"”. The model features adtparty delegation operation and allows a
speaks-for metaphor. The credentials are stordisiributed credential stores at each participating
party. These stores are called wallets and thetagofa collection of delegations”. Freudenthal et
al. propose a distributed network of wallets wheseh entity supports three basic operations. “An
issuer of new delegations can post these delegaitioa wallet so they can be located and used by
others. [. . . ] A trust-sensitive system resowan query a wallet for proofs authorizing whether a
requested access is permitted. [. . . ] Once afpsoreturned, wallets provide functionality to
allow continuous monitoring of its validity over ethlifetime of the interaction." The whole
approach is similar to the SecPAL policy languag@],[ which addresses the same question by
means of a formal language whereas dRBAC utilireimfaastructure.

« OAuth [72] is an open source protocol that allowsrs to delegate access to their resource to a
delegatee. It explicitly covers the situation thlaé consumer is an application as well. The
protocol keeps the delegator's identity and credsntconfidential, which in fact allows
anonymous delegation. OAuth is based on plain Ham& extends HTTP Authentication [57].
The specification was published in December 200tbyOAuth Working Group which is not yet
part of a formal standardization body. The approadtiresses the same problem that we do, but
OAuth is again a proprietary mechanism.

A.2.4 Abstract Management of Access Rights

* Yu [88] proposes a ‘reusable access control laydich is separate from the web services
themselves. All web service requests pass throbghatthorization layer. An authorization
decision is made and passed onto the web servibe.joal of this paper is more to have a central
policy decision point which additionally featuresiaference engine for policy decision. Although
the authors touch extensibility for other accessrod mechanisms, the nature of a central decision
point prevents this solution from being used irhad service compositions.

e Lang et al. [63] present an approach for “multipplauthorization” that allows to use XACML
and SAML in Globus Toolkit release 4, a middlewBmecomputing Grids [97]. They abstracted a
policy decision point (PDP) with an object-orientaterface, which supports an abstract operation
canAccess(). “Each specific policy is a subclasghef PDP abstraction, which implements the
common interface inherited from PDP with its owrigoand evaluation mechanism.".

« Windows Live ID Delegated Authentication [45] is ‘@ay to permit access to personal
information, but with more precise control over egx and usage permissions than the [. . ]
generally bad practice of handing over your accatretientials to another Web site." Every
service that wants to take advantage of this datagsechnology registers one or more delegation
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offers at a central registry. They describe theessthat a delegatee can request at the serviee. Th
delegatee then asks the global delegation servica tonsent token for an offer. If the central
delegation service does not know a consent decfsiothis tuple of delegatee and offer yet, it
requests a consent decision from the delegator.dEeesion is cached at the central delegation
service and the delegatee gets back a consent ¥dkieh includes a delegation token. Afterwards
the delegatee can act on the delegator's behaifdsenting the delegation token to this specific
service and get access. This approach fully sugmant point of combining services from multiple
trust domains. An interesting characteristic isspdit the delegation in two phases, the consent
phase and the delegation phase, which allows fidtiegator only to be online for consenting.
However, compared with the solution presented iap@#r 3 of this paper, this approach has two
drawbacks. First, it requires a central instancéchvicould potentially be a problem in terms of
performance and denial of service. Second, thegdtele and the delegatee are solely identified by
their Windows Live ID accounts which implicitly itduces Windows Live ID as a trusted third
party and as the sole authentication systems.

A.3 Privacy in Service Composition

State of the art regarding privacy in service cositium will be done in Activity 5 and is thus noanp of
this deliverable. This upcoming work will focus shortcomings of existing privacy policy and prefere
languages regarding service composition. PrivadicyPand Preference Languages (P3P [77], APPEL
[47], XPref [43], PLING [74], EPAL [67], Liberty Alance’'s PPELs [46], PRIME Privacy Policy, ...),
Authorization Languages that could be extendedpforacy (e.g. XACML, SecPAL), and other related
effort such as WS-Federations will be studied.
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