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Abstract

In this deliverable we validate the technology fmivacy-aware service composition against the
requirements that have been formulated in the Inégnof the project. The requirements, defined in
the public deliverable H6.3.1 expressed how privassare services should be built from a legal,
technical, and user experience point of view. Hur éevaluation of the WP 6.3 demonstrator, a
workshop with participants from EMIC, SAP and ULasvheld at ULD in Kiel, Germany from May
5th to May 6th 2011. Within this workshop, EMIC a8&P presented their current work on the eCV
scenario and illustrated how this would work inqgtige. All in all the evaluation showed that the
WP6.3 demonstrator achieves the goal of being &ingrsystem that is in line with the privacy
requirements developed. The current status of émeodistrator also illustrates that the requiremémts
privacy-enhancing Service-orientedchitectures are application oriented and notificult to be
addressed.
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Executive Summary

In this deliverable we validate the technology fioivacy-aware service composition against the
requirements that have been formulated in the Iéggnof the project. The requirements, defined
in the public deliverable H6.3.1 expressed how gmywaware services should be built from a
legal, technical, and user experience point of view

The requirements are derived from an analysis of ¢entral regulatory instruments within the

European Union, namely the data protection diresti95/46/EC and 2002/58/EC. This analysis
had previously been conducted in the context of SOXirtual Organization by project partners

ULD who are also the evaluators of the eCV dematstr

We selected a scenario-based approach by definbogp@ete showcase for cross-domain service
composition. Mechanisms such as sticky policiesresged in PPL, policy-based dynamic
binding, trusted mobile device, and policy compogithelp maintaining user’'s privacy. We put a
strong emphasize on legal evaluation. The scetased approach supports this emphasize, since
the concrete scenario defines the case law. Thdatiain this closes the lifecycle loop for this
work-package.

The evolution of the scenario was influenced in ynarays by the nature of the partnership
structure; with EMIC, SAP and G&D being separatgaleentities it was clear from the start that
this would shape the overall structure of the cdm®ain service composition both from a
scenario and technical perspective. The clear idivi®f tasks and application development
ensured rich collaboration amongst the partnersaatiled a role-playing environment.

For the evaluation of the WP 6.3 demonstrator, &kslwmp with participants from EMIC, SAP
and ULD was held at ULD in Kiel, Germany from Magyh5io May 6th 2011. Within this
workshop, EMIC and SAP presented their current workhe eCV scenario and illustrated how
this would work in practice. The options of the e@Gsknario were illustrated and its potential
impact on existing Service-oriented infrastructuvess discussed. The differences between the
eCV scenario in the WP 6.3 demonstrator and egistizveer platforms (especially regarding
privacy aspects) were pointed out and the optiommpiementing parts of the eCV scenario as
part of the WP 6.3 demonstrator functionality @0 mobile devices (especially also for a more
thorough description cf. PrimeLife Deliverables B&.and D6.3.2) was illustrated.

All in all the evaluation showed that the WP 6.3ndastrator achieves the goal of being a
working system that is in line with the privacy sig@ments developed. The current status of the
demonstrator also illustrates that the requiremdots privacy-enhancing Service-oriented
architectures defined in [MeS09] are applicatioemed and not too difficult to be addressed.
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Chapter

| ntroduction

In this deliverable we validate the technology fioivacy-aware service composition against the
requirements that have been formulated in the Iéggnof the project. The requirements, defined
in the public deliverable H6.3.1 expressed how gmyvaware services should be built from a
legal, technical, and user experience point of vielis collection of 39 requirements, assigned to
5 groups, was very influential in course of PrinfeLiOf course they have served as guideline for
the work in this work-package. But more importdrg tequirements were given to Activity 5 and

helped defining the requirement for the PrimeLi@i¢ Language (PPL).

This work-package built a demonstrator to showaasearch results. We selected a scenario-
based approach by defining a concrete showcaserdss-domain service composition. This so
called “eCV scenario” is motivated by a job appiima service that processes user data and
communicates them to several involved parties. Meidms such as sticky policies expressed in
PPL, policy-based dynamic binding, trusted mobilevide, and policy composition help
maintaining user’s privacy. As part of that the Rillicy engine was integrated.

This deliverable validates the implementation agfaihe requirements from the beginning of the
project. We put a strong emphasize on legal evaluathe scenario-based approach supports this
emphasize, since the concrete scenario definexdbe law. The validation this closes the
lifecycle loop for this work-package.

The document is structured as follows. First wel wélcap the eCV scenario. Although this

scenario has been described several times in wlévels of detail and technical depth, it may be
convenient for the reader to have a self-contageduation document. The third chapter contains
the assessment itself. We first describe the sgettih the evaluation. Then analyze each
requirement one-by-one. The evaluation is alwayairat) the implemented prototype. Since

WP6.3 worked out a generalization of privacy-awseevice composition, the “Abstract Privacy

Lifecycle” (cf. D6.3.2), we will give an outlook mothe requirement can be addressed if it was
not addressed in our specific scenario or scopeplementation. The last chapter summarizes
the key findings.



Chapter

eCV Scenario

PrimeLife experimented with a demonstrator protetyp order to evaluate the challenges in
turning a common SOA application into a privacygamring SOA application. Moreover, the
demonstrator scenario was shaped in a way thaivéisgroom to showcase many privacy-
enhancing extensions, especially w.r.t. the PPlicpatngine from Activity 5 [Pri09a]. The
electronic CV scenario was already presented iPiimelLife reports H6.3.1 [MS09], D6.1.1
[Pri09b], and D6.3.2 [Prilla]. In fact, this chapteto large extent taken from H6.3.2 in order to
make this report a self-contained and thus maleasier for the interested reader to follow the
reasoning behind the evaluation.

2.1 Persona and thetypical Use-Case

Inga Vainstein is 46 years old and is currently kiry as journalist. As a part of her job she is
traveling to various countries. Inga makes heavg ©$ online applications for new job
opportunities.

She uses a platform to get job offers and apply&w positions in a convenient and easy way. In
fact, this is one of her main motivations to cdlled! certificates and testimonials (also) in
electronic form. She uses this platform to colleitther digital certificates and documents. She
attends professional trainings on a regular baB@. each completed course she gets a
certification. Moreover she collects testimoniaignfi former employers. Last year she won an
award for her outstanding press story on identigftt

The eCV platform allows creating many profiles lthea these claims, e.g. one profile with an
emphasis on her academic achievements and anotiféde pvith journalistic achievements. For
each job offer she can decide which profile to senitie employer.

Altogether the eCV scenario features five rolesictvlive will describe in more detail now. Please
notice that only the roles of User and Employer aeeded to showcase the scenario. The
remaining roles act more or less autonomously.
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Fig. 1. The eCV use case

2.2 Rolesand Wor kflow

Claimsissuer: The claims issuer certifies an attribute to the .uBkis attribute comes in the form
of a digital claim to the user and is accompaniga@ Iprivacy policy. This policy is crafted by the
claims issuer and defines how long the claim igdvaind what rights and obligations are
associated with it. The claim policy is expressedhie PrimeLife Policy Language (PPL). For
instance, a former professor might write a recondaéan letter (claim), but express the
obligation that the user may not use it for an igggibn outside this university. A former
employer could state for another letter of reconuiagion that this latter may not be used for an
application at the employer's main competitor. ThEms come in the form of a “sticky policy”
attached to the claims. This attaching is done lbpma of an API or schema that features two
slots, one for the claim and one for the policy.

User: Main goal for the user is to enjoy the benefitagsrivacy-friendly online job application
portal. For this purpose she collects claims frbm dlaims issuers. She stores these in the portal
and combines them to profiles. One profile consistsa collection of claims, additional
information, and a privacy policy. The eCV portahgoses this policy from all individual polices
attached to the claims. Moreover the user can s8gg#ion 7.2: End-to-End Workflow 57 this
automatically generated policy further down. She @add more obligations or grant fewer rights.

Employer: The employer generates a job offer. The intentioth@® employer is to hire somebody
for an open position. Thus, the employer generategescription of the open position. The
employer communicates through the headhunter WithelCV portal. That means, the employer
gives the open position to the headhunter and ¢e#dv® him to find a suitable candidate. The
headhunter in turn uses the eCV portal (potentadlyone of many means) to find this candidate.
This setting allows us to simulate and experimenth va longer chain of downstream data
controllers. Besides a description of the opentjpwsithe job offer document features a policy
that the employer promises to adhere to in coufgli® hiring transaction. It is thus a service
provider policy. Unlike the general PPL scenariis folicy is not submitted via a kind of web
service meta-data request, but is attached tootheffer document and communicated upstream
through the headhunter to the eCV portal.
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Headhunter: The headhunter is the central turning point in ftisnario. The reason to introduce
this extra layer of communication in the scenagota make the scenario richer in terms of
downstream data usage. Moreover, the user is nateawof this instance, which creates some
interesting use cases for the reasoning on palidiee headhunter receives a job offer (with an
attached sticky policy) from the employer and fomgait to the eCV portal. The portal in turn
sends a job application to the headhunter. The rheddr is now responsible to evaluate the
capabilities of the applicant on behalf of the emgpl. We assume that this evaluation needs
domain-specific knowledge. Hence, the headhunteauhjcally looks up a suitable domain expert
service and hands over the job application forweatédn. Of course, the headhunter needs to make
sure that the domain expert complies with the gaitached to the job application.

eCV Portal: The eCV portal is the interface to the user. loveé for requesting claims,
administrating issued claims, creating of profileg)yd definition of user’'s privacy policy.
Furthermore it utilizes policy composition and pglmatching.

Domain Expert: The domain expert receives a job application fromtieadhunter. Its job is to
evaluate the skills of an applicant according ti# set demanded by the employer. It stores the
data as maximally as long as the obligation allaw®. Primary objective is to showcase the
automatic execution of obligations. Moreover igislynamically bound service. That means that
neither the user nor the employer know about iistesce beforehand. The headhunter knthas

a domain expert is part of his business processydiwhich instancewill be invoked. Certainly,
the policy and the mechanism shall be able tow#hlthis situation.

12



Chapter

Evaluation

This chapter comprises the evaluation of the ctstate of the demonstrator. The current status
of the demonstrator was evaluated by ULD togethéh \EMIC and SAP. Below, we will
illustrate the modus operandi of the evaluationksbop as well as its settings. Thereafter, the
findings of this evaluation will be displayed aslwas some more abstract results will be
described as a summary.

3.1 Modusoperandi & workshop settings

For the evaluation of the WP 6.3 demonstrator, &kglwmp with participants from EMIC, SAP
and ULD was held at ULD in Kiel, Germany from Magyh5to May 6th 2011. Within this
workshop, EMIC and SAP presented their current workhe eCV scenario and illustrated how
this would work in practice. The options of the eGtknario were illustrated and its potential
impact on existing Service-oriented infrastructuvesss discussed. The differences between the
eCV scenario in the WP 6.3 demonstrator and egistiareer platforms (especially regarding
privacy aspects) were pointed out and the optiormpiementing parts of the eCV scenario as
part of the WP 6.3 demonstrator functionality df#o mobile devices (especially also for a more
thorough description cf. PrimeLife Deliverables B&.and D6.3.2) was illustrated.

Hereafter, the 39 requirements for privacy-enhan8arvice-oriented architectures defined in and
derived from PrimeLife Heartbeat H6.3.1 [MeS09] &eaddressed one by one and their
implementation into the current demonstrator wasduated. The evaluation was supported by the
authors of [MeS09] to grant a maximum of significanThe findings of this evaluation will be
illustrated below in section 1.2.

3.2 Evaluation of Requirements

The 39 requirements for privacy-enhancing and pgisx@mpliant SOAs [MeS09] can be
categorized as "core policy requirements” (No.1*8)ivacy logging requirements” (No.10-18),
“requirements on access to primary information" .(ND9-24), "cross-domain-specific
requirements” (No. 25-30) and "requirements foritsmttal mechanisms” (No. 31-39).
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The evaluation workshop aimed at summarizing if hoa these requirements have been met by
the current eCV scenario within the WP 6.3 demansitr The various results, if and how these
requirements are met, will be illustrated in thexainder of this Chapter.

3.2.1 Core Policy Requirements

No Requirement Achieved
1 Policies should be available in an unambiguous &imation. Thereby, the Yes
content of policies should be machine-interpretable

This requirement was met by the current demonstrateing XML and the PrimeLife policy
language, a machine interpretable policy is avkdlallore detailed information about the XML
schema of PPL, the design of the PPL languagetreniinplementation of the PPL policy engine
is provided in other PrimeLife reports H5.2.2, D8,3CaVvSal0], and others.

Requirement Achieved

2 It must be ensured that communicated policies dabroargued by theNo
ensuring entity.

This requirement was not implemented in the scendigital signatures are well understood
mechanisms and thus were not prioritized for tegearch prototype. In our case we would utilize
signatures for policies and not only for the claiffisus, the ensuring entity will hardly be able to
argue the communicated policy. One thing that eci in this setting is that a signature shall
remain valid and verifiable even after the usedtachas been deleted. This requires some storage
and logging at least of the policies and a "haste/aof the stored personal data. The hash values
serves as input for the signature check even iptteonal data had been purged.

No Requirement

3 Policies must be easily accessible to users. The efaaccessing theYes
policies should be determined by a clear specifinat

This requirement has been met. So far there isutyptd even publish (classical) privacy policies
in machine readable way not to mention policiesifalividual services / actions such as hiring
procedures even broken down to details such asti@teperiods and rights to pass on. This issue
also relates to the first reviewers comment afteieC-review of the PrimeLife Project. The goals
for solving this issue could look like this: Onlyake the statements on a "human readable” level
of abstraction. Also parse the machine readablEomer

No Requirement Achieved

4 Policies should be presented to users in an eamihprehensible manner. Partially

This requirement has been met partially, yet. Thkcy is written in an XML, which is human-
readable but certainly not suitable for the end-udewever, it allows for easy transformation and
presentation. A written policy is necessary, betwhritten policy could additionally be supported
by the usage of privacy approaches like privacynscdcf. PrimeLife deliverable D4.1.5),
Privicons (cf. PrimeLife deliverable D4.1.5) or ¢agd policies. These approaches can help to
visualize certain aspects of a (written) policy atreéss certain purposes for data handling.
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No Requirement

5 It must be explicitly determined who is responsibide the policy. This No
determination must be visible for users.

This requirement has not been met, yet. Addingie td the policy with the name and address of
the entity issuing the policy would be sufficietd, meet the requirement. Jurisdiction and exact
information on the responsible entity will be pafthe user-readable policy (see Requirement 4)
anyhow. The name of the entity could be additignadirt of the X509 signature.

No Requirement Achieved
6 It must be explicitly determined what data are cedeby a policy. This Partially
determination must be visible for users.

This requirement has partially been met since iBealization missing. PPL supports to assign
different rights to different types of data, e.gostal address and e-mail address. Strong
(cryptographic) binding is not strictly necessdnyfact data may always be copied circumventing
policies (see DRM problems) as evil entities wils not implement the necessary enforcement
mechanisms. However, the presumption that compamesdata controllers want to behave in
accordance with the law (compliance) one can asghatealso loosely bound policies will be
adhered to.

No Requirement Achieved
7 Policies should cover all aspects of data procgssith regard to privacy Partially
legislation.

This requirement could not be met within the Primfelproject. The emphasize of the evaluation
was on “all aspects”. PPL is able to express mabirary purposes. Besides, there is some P3P
engine available that creates text from a P3P yoliowever, currently, it is hardly possible to
fine-grained predefine all possible purposes faadsandling in a policy, especially, if data
processing could be based on many different pugptis® might occur within the same data
processing body. Ontology would be needed definguaboses and set them in relation, but so far
no product or research project was able to comsvitlp a complete ontology. This topic was
evaluated within Work Package 5.2 (cf. PrimeLifearbeat H5.2.2).

Requirement

Recipients or categories of recipients to whichdhta will be passed on toYes
must be explicitly determined. This must includereference to the
applicable jurisdiction for the recipient.

This requirement has been met, as the applicaritl @erfine a policy for the intended receiver
(the employer) and in addition a downstream pof{foy the domain expert). In addition to that
the implementation allows calling back the usertba mobile device in case of a policy
mismatch. A missing part is the explicit referet@éhe concerning domain experts since they are
bound only at runtime. In general it is not possity disclose all potential controllers by name
beforehand without giving away business secretghef head-hunter (which employers are
customers or which experts does a head-hunter wati). However, the head-hunter must
declare that the data will be passed on (whichialsot a problem here as it is exactly the interes
of the customer that her data is passed on to fmteemployers). For the eCV scenario the
requirement is met in relation to the employer weham a concrete job is applied for, thus the
employer is known as a downstream recipient.

15



Requirement
9 It should be explicitly determined under what pieicdata is passed on tdr'es
other parties.

This requirement has been met by the demonstraiothe eCV scenario, a sticky policy is
attached to the personal data. PPL allows spegifiyites for individual data fields.

3.2.2 Privacy Logging Requirements

No Requirement

10 Log files should be available in an unambiguousnaization and their No
content should be machine interpretable.

This requirement has not yet been met by the defmaios Machine interpretability is achieved
by determination of a formal language whereas uiguolbisness is obtained by an agreement
about a joint ontology. Thus, the requirement weddrassed for the WP6.3 demonstrator in
general but not in the eCV scenario.

No Requirement Achieved
11 It must be possible to check the compliance of @gemg operations withPartially
communicated policies on the basis of log filesrafards.

This requirement has partially been met. The detnatos uses formalized log files. Partner
EMIC experimented in WP6.3 and WP5.3 with formadlgsis of log files to verify compliance.
Although aiming at cross-domain service compos#jaihis work has not been applied to the
logfiles from the eCV demonstrator though.

No Requirement Achieved
12 It must be ensured that log files cannot be ardyetheir originating entity N/A
in charge of the processing.

Like requirement 2 this this requirement was defibely not addressed since digital signature of
content is a well understood mechanism. PrimelLdféressed privacy-aware logging in Activity
4. This could certainly be integrated within theVe@emonstrator. Yet, both developments were
planned as parallel activities.

No Requirement Achieved
13  The fact that data are logged must be visible ¢auter. N/A

This requirement has not yet been addressed, sparBment 12 for details. PrimeLife addressed
privacy-aware logging in Activity 4. Thus, the régunent can be met with little refinement.

Requirement Achieved
14  The originator of a logging entry must be clearlgible. In particular, it N/A

must be visible which service provider a cross-dansarvice composition

is the originator of a certain logging entry.

This requirement has not yet been addressed, sperBaent 12 for detalils.
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Requirement

15 A simple methodology must allow access for the sitethose logs or partsN/A
thereof, to which she has a legal right to accesgp which the service
provider wants to grant access to.

This requirement has not yet been addressed, sperBment 12 for details. The log files serve as
a core repository of relevant data, but need tesuggported by access mechanisms. Thus, the
requirement can be met with little refinement.

No Requirement Achieved
16 It must be clearly visible to what data a log eméfers. N/A

This requirement has not yet been addressed, sperBaent 12 for detalils.

Requirement

17  Log files should describe all contractual and fartlegally relevant aspecta\N/A
of data processing. Beyond that, technical asgdaisld only be described
in case they are relevant.

This requirement has not yet been addressed, sperBaent 12 for details.

Requirement Achieved

18 Log files must contain explicit information on rpignts or categories ofN/A
recipients, data have been passed on to. Thisdesla reference to the
applicable jurisdiction.

This requirement has not yet been addressed, spérBment for details. Recipients or categories
of recipients can be included in as discussed muRement 8. Thus, the requirement can be met
with little refinement.

3.2.3 Access to primary information

Requirement Achieved
19 Access to personal information should be providedan unambiguousYes
formalization. The content of the information shbube machine

interpretable.

This requirement has been met. Data is communiagddstance of an XML schemes. The user
sees the personal data she possesses and evesm@a@mmunicated to employers. She cannot
access data that has already been disclosed thdhi.is standard technology you find for
instance in most web shops today (alter user a¢coruisit order history).

No Requirement Achieved
20 It must be ensured that access to information liaatbeen granted cannoPartially
be argued by the granting entity.

This requirement has partially been met. The dedsigler sends data to the data consumer along
with a customized sticky policy, and cannot dispiltat. However, digital signature should be
used (compare Requirement 2). Besides, the pripatigy should contain the fact that the data
consumer records granting of access.

17



No Requirement
21 A simple methodology with regard to request andnting of access to Partially
information should be provided to users.

This requirement has been partially met. A staridaddinterface for subject access requests is
supported by every service. This interface is nostil in the description of the service. For the
eCV platform, it is implemented as the eCV platf@tores to whom which profile has been sent.
For the head-hunter and employer, it is not yetémgnted.

No Requirement Achieved
22  Users accessing information must be enabled tdyeasiognize what dataYes
are covered by what policy and have been disclasedhat third parties.

This requirement has been met. The policy is attd¢h the data set. PPL supports access control
for individual data fields. Moreover, the same ¢dagtions apply as in requirements 20 and 21.

No Requirement
23 Accessed information should cover only contractoal further legally Yes
relevant aspects of data processing.

This requirement has been met. As repository foessible data, sticky logs are used. To avoid
too much complexity, a filter is applied to the dapat is developed through an expert system and
supported by experts with the necessary legal egithical background (see requirement 17).

Requirement Achieved

24  Users must be enabled to access explicit informata recipients or Partially
categories of recipients, data have been passetb.ofhis includes a
reference to the applicable jurisdiction.

This requirement has partially been met. Each datdaroller can be asked to whom data was
passed on in the downstream service chain. Foathig file exists in the eCV demonstrator that
can be accessed by the data controller to answhrastequest. However, there is no interface for
the user to directly access this information. Gemdther hand some identification / authentication
would be required to assure that the requestingppes actually the data subject concerned.

3.2.4 Cross-Domain-specific Requirements

Requirement Achieved
25 It must be possible to maintain communicated peticeven if the ServiceYes

Oriented Architecture is dynamically adapted (refir the constellation of

a SOA being established by several entities).

This requirement has been met. The policy is attd@s sticky policy to the communicated data.
Each data consumer stores the policy next to theopal data (e.g. through a link in the database
between both entries). Later changes in the sepadiey will thus not be reflected in already
communicated policies. Even when data is passedh@happens with the sticky policy that
refers to the original agreement between data genand data consumer.

18



Requirement

26 It is not possible to maintain (all) communicatedliges in case of anYes
adaption of the virtual organization and it must gmessible to adapt the
communicated policies (builds on requirement 25pugh renegotiation. If
this fails the service must be stopped.

This requirement has been met. In case of a mi¢nimtween the user's privacy preferences and
the employer's policy, a special notification viié sent to the user. Only if the user overrules her
original preference, data will be passed on. Tleiguirement enables users to “renegotiate”
original policies. The “negotiation” is a simpleeywling of user’s policy by the user herself, so
there is no multi-step communication process ingdIMf the user disagrees with overruling her
policy, the processing is stopped. If she agreeg the new policy is used. The solution is
deployed on a specially tailored G&D mobile devileeeloped in WP6.2, but could potentially be
adopted to work on other devices, as well.

Requirement

27 A service provider whose service is a downstrean (blaose that processYes
data later) of the overall workflow must adherguiicies given by service
providers whose service are upstream parts (theptocess data first) of
the workflow.

This requirement has been met. In order to achihe& common policies do not have to be
negotiated in advance, a mechanism is applied geatrates new preferences from existing
preferences and policies: At the first service af@kflow user preferences and policies of the
service are matched. The result of the matchingga®is the sticky policy which travels with the
data. In the next step of the processing the sfikicy is matched with the policy of the second
service. Further information about downstream pediavas provided within the work packages
5.2 and 5.3 [CaVSal0], [Tral0]. Moreover Primeldfgiverable D6.3.2 provides an abstraction
of this procedure.

Requirement
28  Multi-level-matching within a Service Oriented Aitgdcture must be Yes
supported.

This requirement has been met. Multi-level-matchiigpolicies is enabled by the concept of
sticky policies. The policy travels with the dafrigin in the user’s preferences the sticky policy
will be matched each time before the data is coneated to a new service. The demonstrator
supports both PPL’s normal matching and "lazy matgh In case of mismatch the transaction is
ended.

Requirement Achieved
29 The ability of the data subject to have accesaftarination must be ensuredNo
for the future.

This requirement has not been met, yet. That waeduire history mechanism and a
federation/delegation mechanism. We address therpiaspect in the Abstract Privacy Lifecycle
(D6.3.2).
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No Requirement Achieved
30 A ex post notice must be enabled by appropriatehar@sms. Yes

This requirement has been met. Policies stick ta daeady disclosed, thus a change of policies
only impacts future data disclosure. Besides, #&r has to be informed about changed policies,
no matter, what partial service of the eCV platfqon of the head-hunter) she uses. This can be
achieved by writing a policy that obliges a datavier to send a notification to the data subject
when her data is being sent. The obligation enfoerg engine defines the trigger
“TriggerPersonalDataAccessedForPurpose” for this.

3.2.5 Additional Mechanisms

No Requirement Achieved
31 It must be ensured that correction and erasursefudata are feasible. Partially

This requirement has partially been met. Custorata dnd logs are stored in a database or a data
format that allows manipulations by the data cdtrolt is not necessary that the user is able to
trigger the deletion himself (cf. Requirement 3B)is sufficient if the user can ask the data
controller to trigger the deletion. The data coltgrocan accomplish this in the database. The
communication is through an out-of-band communaicati

No Requirement Achieved
32 It must be ensured that blocking of user datadsitde. Partially

This requirement has partially been met. The obbgaenforcement engine allows for time based
deletion. But a deletion upon request is only gwesthrough out-of-band communication.
However, sine requirement 31 has partially been timate is no need to meet this requirement,
too.

No Requirement
33 It should be made easy for users to exercise ftigits of correction, No
erasure and blocking.

This requirement has not been implemented, yes fidguirement is based on legal guidelines (cf.
§ 35 of the German federal data protection &inflesdatenschutzgeggtaWithin the eCV
scenario it would be possible to allow applicardswithdraw their application - triggering a
deletion of their data. Also updating their CV uittie deadline of the job offer might be possible
(made with credentials such as login for a custcecepunt). Although the requirement is not yet
met, it is still possible to retreat from a job Apgiion by requesting deletion (see requirement
31).

No Requirement Achieved
34 It should be possible to guarantee compliance edgthmunicated policies.  Yes

This requirement was met. The use of DRM-like-me@ras could guarantee control of data
usage and compliance with communicated policies.tHa demonstrator, the obligation
enforcement engine is used for the obligation gEMIC experimented with formal reasoning on
collected policies and logging data (cf. Requiretril). This allows the data controller to verify
if all promised obligation have been executed. Hmwvein any case an intention to comply with
policies and the law is necessary on part of thia dantroller.
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Requirement
35 There should be a possibility to support trust leetw user and serviceNo
provider.

This requirement has not been met, yet. There ardrust-establishing mechanisms and no
reputation management systems. But here third gggiems appear to be better trust mediators,
which was not within scope of the conducted reseafc clear identification of the service
provider as is required for German service prowdesinting to access the new German elD could
be an approach to address this requirement. Getérnificates from a third party could ensure
trustworthiness.

No Requirement Achieved
36 The user shall have the possibility to expressfreferences in an easyyes
manner.

This requirement has been met. A provision of d-defined ontology that is limited to concepts
is necessary for the explanation of users' prede®nThe requirement is addressed by nature of
the scenario and PPL. Nevertheless, improvemergspassible in the areas HCI and user
guidance. PrimeLife Activity 4 investigated how ip@s could be made human readable. More
information to this topic is provided (cf. Primegitieliverable D4.1.5).

No Requirement
37 User and service provider should be able to mateh preferences andYes
related policies.

This requirement has been met. The policy matcleingine, which is part of the PPL policy
engine, allows for matching of policy and prefesicThe matching of policies is one of the core
elements for what the obligation engine has bedhfbu

No Requirement
38 Matching of preferences and policies must be cohemsible. Yes

This requirement has been met. The result of matchmismatch of preferences and policies is
presented to the user. This work package investigatays to visualize policy mismatches and
ways to mitigate them.

No Requirement Achieved
39 A mechanism to express the anonymity set with édara specific data N/A
type should be supported.

This requirement is not addressed by the scen@hie. nature of an job application scenario
excludes anonymity.

3.3 Findings of the evaluation

Table 1 summarizes the assessment of each requiraséfully achieved”, “partially achieved”,
“not achieved” or “not applicable”. Please referth® individual assessment given above for
reasons why a particular requirement has been mharkepectively. From a high-level
perspective the table tells a number of things.

First and foremost, most of the requirements haenbmet. The demonstrator was thus well-
chosen and the implementation was capable to shast of the interesting scenarios.
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The logging requirements are mostly rated as “pptieable”. This is because secure logging did
not play any role in the technical realization b& teCV scenario. Activity 1 did work on this
topic, but couldn’t be regarded in this demonstraioce the work had been progressed to far
already when the secure logging results becamdablai However, the generalization of our
thinking about privacy-aware service compositidre tAbstract Privacy Framework”, features
components for secure logging and even historyiinédion about data disclosure. That should be
sufficient to achieve most of the requirementshis group.

Third, all the cross-domain specific requiremerdsehbeen met except one that is linked to the
reasoning above. This result is very positive, sittie data controlling in downstream scenarios
was the major aspect both in this demonstratoriatite PrimeLife Policy Language (PPL). Both
achievements are strongly interwoven through irtensollaboration between the work-packages
in course of the project. The key takeaway is, that demonstrator enhances privacy even in
multi-party, multi-domain service compositions.

Forth, core policy requirements have been mostly asewell. The demonstrator successfully
shows how polices can be communicated in an unarabgyand well-defined form. They are rich
and detailed enough to express all necessary facts.

Many of the not achieved or partially achieved iegents deal with user interfaces. Although
Activity 6 collaborated with Activity 4 (HCI), théocus of the demonstrator was not on the
presentation layer for policies. The demo convdlytha necessary information to the user — as
stated by achieving the respective requirementst-wi do not present them adequately. In fact,
the user has to read and understand PPL, which XML based language that is (although
human-readable) not self-explanatory to the majafitusers.

Finally, the assessment of the assisting mechanismeerring both to the third and fifth group of
requirements — is indifferent. Most requirementgehbeen met, but many are marked as partially
achieved. This is again because we evaluated therete implementation of the demonstrator.
The generalization of our work, the “Abstract Paydramework”, took more of these partially
achieved requirements into account.

All in all the evaluation showed that the WP 6.8nd@astratorachieves the goal of being a working
system that is in line with the privacy requirensetdévelopedThe current status of the demonstrator
also illustrates that the requirements for privaajrancing Service-oriented architectures defined
in [MeS09] are application oriented and not todiclift to be addressed.
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Table 1: Overview of Assessment

Requirement Achieved in Scenario

Group No  Short description Yes Partially No N/A
1  Unambiguous formalization X
o 2 Nonrepudiation X
35 3 Accessibility to users X
o £ 4 Comprehensibility X
o oy ey
= 5 Responsibility X
S T 6 Covered data X
O 7  Level of detail X
8 Recipients X
9  Downstream policies X
10 Unambiguous fomalisation X
11 Compliance checking X

12 Nonrepudiation X

13 Logging made visible to user

Originator of logging X

15 Accessibility to users X
X
X

Requirements
H
N

16 Log Reference
17 Covering relevant aspects
18 Log recipients

Privacy Logging

- 19 Unambiguous fomalisation X
= >.9 20 Nonrepudiation for granting acces X
ﬁ g g 21  Simple methodology X
8< 5 22 Link between data and policy X
< € 23 Data Minimization X
24  Information about recipients X
£ 25 Maintain communicated policies X
b EL g 26 Renegotiation of policies X
2 g ’3—3) ¢ 27 Adhere to upstream polices X
S © o= 28 Multi-level matching X
a7 :
& 29 History _ X
30 Ex post notice X
31 Correction and erasure X
" 32 Blocking of user data X
< £ 33 Exercise of user rights X
5 2 34 Guarantee compliance X
= e 35 Trust establishment X
'é:: 3 36 User preferences X
= 37 Match preferences and policies X
38 Comprehensible matching X
39  Anonymity X
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Chapter

Closing remarks

This deliverable is a logical follow-up from projeeeartbeats/deliverables in work package 6.3,
most notably H6.3.1 which outlined requirementsgdvacy-enhancing SOAs, the D6.3.2 which
explains the technical details, and the two demmatwt heartbeats H6.3.2 and H6.3.3. It was also
foremost in the partners’ minds to build a bridgethie important work that was carried out in
Activity 5 with the development of the Privacy Rwli Language (PPL) and engine. Early
discussions on the demonstrator were instrumemgaidaviding requirements to the Activity 5 and
subsequently had an impact on shaping their wortkicpéarly in the area of downstream usage.

The eCV demonstrator represents a realistic sitndtiat includes actors from an employability
situation such as Applicant, Employer, Headhunted &egal Domain Experts. This type of
scenario lends itself to legal/privacy issues ow liata is handled and subsequently provides
interesting challenges for service and policy cositpgn. An applicant looking for a job needs to
be provided which may or may not be of a sensitiaure; this person would like some
assurances on how data will be treated. On the sttle an employer needs to be able to recruit
and verify the suitability of candidates but isoatdbliged to show how data will be handled.

The evolution of the scenario was influenced in ynarays by the nature of the partnership
structure; with EMIC, SAP and G&D being separatgaleentities it was clear from the start that
this would shape the overall structure of the cdm®ain service composition both from a
scenario and technical perspective. The clear idivi®f tasks and application development
ensured rich collaboration amongst the partnersaatiled a role-playing environment.

The requirements are derived from an analysis of ¢entral regulatory instruments within the

European Union, namely the data protection diresti95/46/EC and 2002/58/EC. This analysis
had previously been conducted in the context of SOXirtual Organization by project partners

ULD who are also the evaluators of the eCV demattstr

Table 1 illustrates how the requirements have lgrenped into five categories, namely, Core
Policy, Privacy Logging, Access to Primary Inforinat Cross-domain specific and additional
mechanisms. It was clear from the beginning ofgttaect that not all of the requirements were
achievable and consequently a decision had to loe s to what was feasible within the given
project timeframe. This does not mean in a way tti@requirements were selected on the basis of
relevance to privacy, however the decision was dasere on what the partners wanted to
achieve from a technical perspective, namely, a-dantric service composition permitting the
use of privacy policies. Furthermore topics notradded were being investigated in parallel
activities in the project and the integration ddte stage was not practical.
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For example, the privacy logging group of requirateavere not in scope and were dealt with to
some extent in the context of Activity 1. Also agorization in the additional mechanisms group
and history in the cross-domain specific requireiiemere also not requirements that were
addressed, however the former was dealt with invig®R.

Most of the requirements were however met and taduation highlights, in each instance, the

reasons why this is the case. Where the requirenvesite deemed partially met or not met, the
main instigators in the development were at handigouss with the evaluators the reasons why
this was the case and to provide possible solufionfuture work. It was also found that some

requirements were not clearly defined and wereetbez not able to be assessed.

The process of evaluating the requirements withegbal and technical expertise of ULD provided
a means to complete the work that started at thmbieg of the project. It assisted it showing the
project partners how much variance, if any, existéth the original goals of the service
composition work package. It is felt that it wodldve been more beneficial to have had a review
cycle at more regular intervals during the develeptprocess.

Overall the assessment illustrates that the demaiosthas been closely aligned with the
requirements and that the demonstrator has mad# gs® of the PPL language and API of the
PPL engine emanating from Activity 5 and the woskried out influenced the requirements of
this Activity. Furthermore the evaluation is thestf validation of PPL language in a “real” use
case.
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